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til ‘^■j * 9 t * ^ ^ j »» lg „«s'/oT t V aJI—*> j 

(r**^)>AVt jl/Jb *>Up Uull ^ijd> 

jjjjiJ “uls Dl (Y • « ^) Y AY 1 i_r*^ l—«luil (Jjy i—^ 

.(Y • M) Y mi ,jJLsil jl/ ^ Y 5>iU tsij dJUij tALp jp oJllt uuaz* 

(Y < < n) W\A jjyib *>L^ at-iAl i y-‘S\ U J* M- Ji ^yx!' JlJj 

.Y * \<\ a Ja-pt/v't Yn j j^i j Wit o>jj y * \<\ “Uji/jy n j 

<JL^jJ| o-Lft ^1 p y 9 *^ ^**JLs~ g-l-^gp' Ux£ ^rji^ 

•u~^* y 


(Y • • < \) ^ AV1 ^Sfl ( _ r J^ J[jL %*s- UAl f.[p}~\ Jij 
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4iQ.jQ.Mg.il 

oL-iwi .1 j^*il 4i ir (Jl Y * \ ^ <tJjj/ jyl r ^ 4PjJ^ SJl— 

(Y * * ^) UVt jlylb *>Lp bJ .1 tljj-l jy ^ (Y * *n) W > A jlyJb 


<A> J-4 ol (Y • • <\) ) AVI ^S/l ( _ r b£ jl,L *>L^ t—iAl ^1 j,_> A,— 

.(Y-M) Yini ^1 Y SyLiD Uij bfJJij t^-L-P yP 5Jill 

l 5^ ^ V ^ A jjyiJb *}^»*p ol^d.1 y*^! ^*4“ $-U^~p^ lii£ jktyiJl y>yj 

^JLyJl oJla 


(Y • • < \) \ AV1 y>fl *>Ap LiAl jljAl 
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jiyJb LsJ. 1 tl/ljjji ^ 


(^o^S 1 l^jfby Jj^jxj A^^lyLC jJl A^^x-dJl bj^S"* O-Lolj C jJjjidb 2 jOjAjjJl 

(S^3 .oI;IaU Oylp 2 jjL_vvJ d^d£ jl Ajjjj 4 j j£ ^\ $. 1 yj-b jl l)Jj loJlJliLij Lgjfbyj 

. 2 jjb—e-AjlAiil Jbf (3 4-al*^ jlj*J (J,J T * \ ^ jAj»Ij\j\ (3 (^jjl-ii ci*^ 5 } 

^J^-l 3 -* cOb^yoJ .1 ^IpI ^ 1 p Ajjddl db)3 J U 4Ajww*»l*jbdIl Oj*«JO 1 (j^>- ( 3 j 

yjxil ObyOa ^L- 4-aj^Jfijj Ala Jjibbl ^S\-C J^bu ^*>LJl ^ya 5^-1 vi. 

^1x3 .ol^lyiJl olTl^dl jlj^JLw»»l b&ly>-l ^JjJl oliLJ^bl ^jj-o 40y^-l A*_d J baya-P 

JUI oLLp jI^^l—I J^U- y* ol*l>A-l iil**' bjjTA,J^ oLotj tJlfiU 

. 2 Jb*S\Jl ^LJlj J^aldJl jbajJl 4>tb>b 4-UfiJl o!3 OLoSft tjs^J <Sj^~\ (J>i 4Xyb> £j* £j_jdi.l j^P 
a~x— d!l bj^S"" aj^j^-^ Jj— v^j AJl^d dJy*-*^! ol*lyM ol5\^zJlj ol5\gisVl o-L& baj 

$.ldl (3 J-a**? aJ>j—-A 2 -* oISC _(jVvij ,yg -a <jdi£ J*)b>- ^yi ^llxJl (J,lil 3>i <b^lyLCjJl 

2 ply oU>t& ^j-dJ ^jyS^Nl $.1 d a )1 l ygJ 1 A**xdJl Ij^S^ 0 *-aA>eJOI j . ^ilxJl 

. o>taly V 1 *xJjxl SyLdJ .1 o^bxJl oL^jjj A-Jli*l c->L-vs^*»^ll (Jl^*yi a5^» 

^jp *)l *}gt aJU .1 olf.|y?cJJ $.1 ^gP*^I Jjdll Oil? (_£jXxJ ^jJl jj ,v3a]| A>-jl jl^JL-w-l Jij 
J ^ JlLJl Ji 2L>i^.jJl bjjT [4*4^ jj! SLp^UM ol—w-jLil 

c aJ^I^A-CJJI <U* J 4-Jli*l ol ■*■* ** ji»l (^li*i 3j) *i<gjJl 

aJ*j ^Ll ol>Lw«J“l a-51^« l)jJj^ (3 ^ cJ A>-jji.l Ojl ygil iiJJi (3 Lc 

v3jl_^ 1 xj» OjIX _wOJ .. jgi Jij j\P oLcL«-P LgO cO^-«l*i*l 

_aiot o^tjsU s^W-Vl blpjl ^ ^ 2_^ULl SUJU1I J a>.jJlII oliL^Jlj JuUl 

c 3 l-ifiJ ^Lp I ^Jjl_^ y)\ ^1 A>eJOwlj AJ^IjA^jJl ‘Ox_oll bj^5^ ^Li J l.y?il 

0 >*^La-*Jl oLs^j^JJ 2 dli»l oLw4^w*»ji»l (3^15 j\P OjJIP 3 |^-a*yi Owbl^La ApljOj ^w*»i^ 

c^y?j) .yg^-1 ^■J ^ 5 ^Pj . A-Jli.1 ol$.i^-l ^j-a ^di otaljJ^ 1 jj jjj cAijj-*-d»l olJJlatll mw**Pj co y L^di 
bj^S^^Lal 2—v^?yjjl OyJ_oll O^LojJl ol—s^jJJ 3>l^O (Jl^-J^ Ax—^IjJl oL»J>ti»l ^Jo 

b£ JSl (j^y*‘bl^ ^-yg^-J l^x^T ^.^x cijJfiJ oliiy^ll O]jd aJ^I^aPJJI 2 ^*x_JuJl 

2 ^X—^Jl bjjS"^Aj^j^i^ J -b 2 -flJl J 2 ipbjJl oLg3-l ^jAjj .(_£-LJjSdl 3 j aJ 

0 ^aljJ 2 yj*>Ul (Jlj^aS/l ^IxJl vO^i .1 <y» Ax>-yJ LgO JjAxJl J-a-*J ^JjJlj c 2 j^j^CjJl 

£jA (3j^ (J>i J* *01 0^11 J2?- olwblxjl J“b2j 0 > C J^al—jLajJl A>ei_^*y jJJl 

.oJb^d .1 obV^il ol;^ 

AijbrJl bj/'U^^a diii J U c^bbl J J^til A^jUJi J A^JlII obb^Jl ^br Joljj 
dUi Jxi j-a ^£Laj cNamchongang Ai^dj Saeng Pil Afydj (KOMID 2 _^-^j^a) jj^bJ 

2 ^aj^Ul d>-yiyi^x]lj ol-btil 0 >l^C^-lj AjOLix)! A>ei_-w*»*yi aJjI^- (3 ^(^j-^bayLo j.LlflP O^d 

^jb>-d]l API: *p S)l^l oi—^b)J .AbljA-Cw\Jl AaaX— dJl b^S^Ajjy^ff^- J ^J-aL-dJl jbabl A^xl_^l ^e-al^J 

^^a JL^-jI l^La J_o dlU ^.j^Ut Jl^aS/l ^ A^jUll J A>-jJl 1.I obbSCll ^ U^Pj 
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<3 A>-jjJ.I obbS^Jl ^ -*^*>U ^bdl iijl-.gyliM ob«^Ull L^JySo' 

c(Mansudae Overseas Project Group) £;bb| J ol$^ apj-o- 4 Ji* 

.^lil (3 0-Lo^- aJj^J aJL^S""^L-*» (3 U^2jI 

(3 (JJ/ 5 *"! Ai^jj—^ ^JJbJl Obb*P O^lj^ ^b A*b\jAJ*jJ>\ Aaa*—J lJl 

_^b Jilj^Jl j»Li bg-L* 0 C--J1 _ +*\ Jp (Jj yjJl i^JlSjj .oljjyjJJ iibg^l 

^aIjj . L>j>xj>- y*—*:ol ^»1 Jj>cl_^b o^JjCL* Jjb oLL>P Cs-b AJtiJl Aj^il wbA>cli aJ^I 

Obboj l)J-*2 5-UAP*yi Jj^il ^ i£y^\ aJj^ Y 0 J A^^*yi oJj>tdl ob^fjJl ^ U/^ (jfcb^l 

^-A^l *XA-I jjl^ OJ«g-£< Y * ^ ^lp A*jj*yI l) 1> J-ab L»-wuJjj obb**o>-j 

A_j^j-^«^ (J^bi»l j^^i»l igi^U A-J^Jl A-w«^iJ ^**1^- d^J_>- (^OJl j^xOl ^ip cY * ^ ^ ^bxJ 

gr~*J^' ^ Olb L <Jp bj U^jI Jjyiil . . (j\ tAJ^i^lcaJl A~*^Jl bj^T 

ji^Jb SLp sLsuU ^S/i a 4- of aJU-i aj^u j 4jijSl jjLwJi ^ 0u*» Ajb 

ajjj^“ ^ ijj taj 1- j&l ^yLbj . j_^ii JaiJl otajlj Olj ^li jiyi (Ji (Y * * *l) W ^ A 

.AJb^J.1 OLio jl-W 5 *)/ ob«^btilj AJi*yi -bjll Jp o^j^^ *Lub ijy<d\ 

J ji»l OlSs-wJb <LJ_^ aJLwJJ jbT JfbM 3>i ^ olj.i^4“l joiJj 01 (Jj ysJl 

^ilg +&> ^Jl A^aj-tP d^bOilllj aOj^aJI C->bftJaiLl ^J-o-P jl aO^I^aP jJ 1 A«v«x »tJl bj^5 ^Ajjj^«^* 

^ 4 f.bjp^/1 oblb ^J*>Ul CU5jJl J^LaJ b»-Luj .JLlJl (3 AjIp*)/1j o-lpLv«i»l Ajg ^tJb 

.aJL^J^/ 1 obJiAlj o-b-tiil ^-«*yi 14 ^Jl Ajjbbl oLL-Jtil Jiyu br obi (_^1 o^bci^l 

aJ^P jolJ j ib^lj obl^bl <Ujli (3 ^jaa)I aJ— j-l^-b jJj yOl 

_^sji bg-^-c A^i_oij^b 5.1 _b2p*yi Jj^Jij w \ a jj/^b *^b»-p si_ cuSs Aj^tUij 

.ojjljiil ^uliJ ob-b»txlJ 
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v . ^.jo. - Nji 

Y . \j >Jlj SuPlkUl - LiS 

Y Y .SUJUII j jvAjU-f 2b>-jJiil Jl/S/Ij oliL^Jlj oUI^p - tiitS 

Y ° .— UjI^ 

V® . L»~® 14 it Ala-io^l — L*^«U>- 

Vl .ols.tjjjJJ aJj^ait j^c- jlS'yt — 

rv . s-Lap^I Jj-iJl jJjiaj — l*jl~* 

rA .oL^jxit - L.I3 

1. .*oULi>l 


. jij£- jjJj bis 14 
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Jl fji_i d jljii-l Jl ( _ r i4 ‘(Y • Y “\) Yt“U jl/Jl ^ Y 0>iit j - Y 

£ Y* oyLaJl 3 ^1 p cAjL_^^j AjL>-ldd_^l _o2d> odi.1 1— a ^r:L Ad>tiJl 

. Y • Y <\ ^Ja^f/df Y J| y.Ijii/isL-i Y ^ SjuJ. 1 SjUdl ^1 1JL* Jaiuj .(Y . Y “l) Y Y'Y Y 

Lplkoil Olf.lj ^-1 — Li\j 

iS /*■' J] iui-i JJLdi olUp 

<^/ jy «Ufi- SjaZL^o Itf 4*1 &j2+JI iSjL>LZlLI ^JjZj 

yS' ^JJLJl c^LwL«jtj r U)l .fiL^dJl A^bl^iLcdJl A^ot_dJl bj^S"" aj^-^**^ cl-J—— Y 

.jj^i.1 )aAx\\ aI *^^ (^i ^j- 4 

<J,j d)ji IS"" ^ odd^ll ojfusJl ^lgx7 aL»^L-«^« obbo —o 2 d) J^jAj ^aIjj — V 

(J,| 0*^17 (Jj J& & ojJy^j* AJfl-aj ob>edb* oLI^p l) 1—do Y * \ ^ J—v~J Y Y 
aust- Jl suS^.Vl Sd^xl! oL*^! l^ai jJl c^SL-JI dbb c^u-^j .UsI^dJl b^T 
^5y!l J OjSjLJtil UJujj Y * n aJ yjd\jij>- \\ <3 (Y * * n) W\ A jl^Sb S^p sL^ll ^S/l 
dS .]gi:ii ^ —vAJ*yi dJ-l b)b wtuL bj^$ d^xi7 01 Ad>JJl ^J,l j^-dj Lib —d-* Y 0 

JJidJl oLL»-P ^ dff^Jj ciibgdjVb odA*edll (j $.1_siaP*yi JjdJl 3J-Jd djo *-)lj (iJ-gdil 

^dij (1)1 <«--o£: AJ^I^A-CdJl \jj6^' Ajjy^A^- ^1 J^^i»l . bill] AA>-*^Jl 

d^cjJ 01 Aial^l A-U-^il J Ajlj*y (J^bwJl ^ d)l odLL* Y * ^ ^ 4*>yJd\jij>- \ A (3 

bj^S^ Jai-Jl jjJ-d)!j odj>tlil ob^jJl ^IjrvSl d)l-do btbii ijl^S Ai>eJJl 

AJjj/(1)1j^>- ^ A (3 4^o« _dJl jj\_y^Jl 0-«dij .(Y (ji^l jJfljl) 4^lyLC,dJl A^o« _dJl 

. aJL**J»I od^ d)bdo (J^"^ l/ 4 c->b«^i*i»|j aJ^^I La^L<L« Y * ^ 

di j ^Nd - ^ A^bl^AJTdJl -dJl b \ijy^r jb Sd^xl! ob^jJl ( y* ^dii.1 ^jjAdll d-obj — 1 

J (® 5>iJl t(Y * w) Yt^V jl^l) J-jAjj ..^Ul Jii-I LUi ojjU 

<uI^p V * J^do ^Jl Aj*^dli <d^lA^b-ww<Jl (^1 ^_v2dAi» Y * M jJ^^/^b-w^o Y V 

^aJ ye^A aL«^- C->^db jl caJ^J- 1 A-L*^- idA^db jl 4^«l^Jb aL«^- cd>^lib ! LgdP ^-bl 

CO^w\^l AdoL«Ji A*^*i Cdb iSy** |V-b*o V A-Ubi] (^AS^xll f.b-w« (1)1 ^^IjSib iy~>-*)J\ (3j 

jJ^l/d)bw*.sJ Y V* Jj-^ Y * ^ ^bt) id^l (^jlmJI ^-*^5*^1 dJ-1 JotiJb jj^r d5 d)l® 

oU^Lt* jjJl (j^2Jl cu^di ^Jl .bi:ll ^ bg-L*^jj j? ^Jl oL^Jl (JJ axsLs^J ddP dJJdj 


ISjL-d^ Y Y' 1%-AjdpJ 3 (l^jbdi«l A*]L«—dJl IdjJ^I^ LjUflJjJ 3do>ejd.l A^Lft-Uj •'jg)' 0 ) 

.(Y 

.iliUl j £SUJ| ^SCi JjiUaa'i/l is^Liil ^ jl^^J JjUJI J*at| jjS!I jJ-I Jl jijIvJl IJU Jl^. (y) 
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<1)1® ZLjZ jJjUjwwJl jlkj (3 3i Lg^P 

AS-yoJr jJla> Lc CjjJii; Jif ^Js* 2ulil j ^ f ^5 l)>*_^ L5 __^3*yi Ji3-I 

3j—1—^2 jI Jjj yiJl (J>! o-b>cjd.l ob'hljJl C^wii cOl^AiiJl 3i ^—*^V^J *<Js^ 0>-* \) * ^Y J^kJj 

aA^\jAJ^X}\ <U** ^Jl bj^S"" 3>i 4Pj)j—*^- 4 jA' 4.Aaa) 3 y ,y?j <j^ 4J^l 4-Jjl ^ 

jvP JbAj oLwL«-p 3 p*y 1 Pi 3^—c3l >3) 

_Ju)l ^1^3) jJl 4 -ja* _JlJl bj^S**3fl _*3^J (£j>~\ t^>i 4-^A_ 

jL*i> L-i So^J.1 ob^l y ojlaII oU>Ll J >* V” *3 Jl _ ^ 3 J\ *US\ jl_J3j 

4~*—*^Jl bjj5^ol^rl 3 L £/*3 (J>i y Oj^a ^Jfljaj ol>«JLU JJiJ Lg-v3 ^^Pjj y*Jl 
.(Y Jji^U >3) <loj-^l3-l ^jUi ^jP *}La® c 

^.IapVI v>L3 ^Iapj^Ij JU)3>I <-3i^*yij o*^SbJl ^Li Lsd3 jjj>1 3»*3 jj — 0 

e> >JL^' dr* tfjX—*• Ji cjjyiil >r-^ y>J ‘£-> <> 

. aJ^I^cjJI iL**—dJl bj>" oUI <3 c£>1 (J>i —**» y* Jaa 3J —dll ys* JjlJl oLL»p 

aJaaJI ol^ejuLl <zj\^j\ 3 ^jp ^*3 j*^/I Jgj ,«xJ J <uijc« j^p j **J cl^LwL>p c^^Lsjj 

ot^jlt Jjjj .(o IJJA\ c(y * w) Yr^V jj^ll >31) 

^P _v^Ji ^P” ^Jp AjJtfl^AiyAjl 4^*_JtJl Uj^P 

.aJ>! ol,l>l ^ >il 


L&^Jj a^aS'SJ! t y- \ V ^ A j|/ai\j ^LoP ol ^*U ui— saJI o^-^5 c Y * \ ^ ■>*».*) 3 (Y*) 

<l)j3l5^ j-L^ -*iJi bj> J! OjJ- ia Sj>il 2_JaiJl oL>cldl y i ^ ^1 ; 1Y 

Jj .L^iJ 5>l J^P bju Ul» \ A ^Vl,nn Ujd5 a*^ 51/ oUjLc- .Y * \ ^ jM 

r y • i —ftjji ^tj uk ^ ©rn,*r Ujjls j^i cJtLT c^» 

.I^jJl^j Jf l)L1>I 
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JjVl JSLsJl 


/t)L*wJ (Jl jjljjS/JsLJi jA 5jui)i J bjjS’AjjJ OLL*£ 

»•" Jw' 



.Jiji Jl JyJl csJl^I -.jj^ll 


9/147 


19-13211 










S/2019/691 


iS <U>jLw4) jlP JJDl OLUp 


toi j-yU/ jliT Y % J kjit <#J ^ Jii 4*Lp iSyf- Yu Son iuiJ' 



. $.1 (_£*X>-1 I 


X * ^ j-ijU /jtiT X V J Sjjil SJjf# iJib juj L^UJ Jii a-Up (Jjf- Un Pha 2 iuiLJl 



.tUap^l JjjJl<pJb-l \j~iMl 


X » \ S ^ 0 <J Ayil aJ^£ Aliti jruj l^wj JJii <LL«P Mm Bong 1 iui-Jl 



.pUp^I JjjJl :^*i/ 
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OL-pjxil 

ycA\ Js- d^Jp Jl ij Jpj OLUp i£\ JP aaj^UI jlJ Jt f .\—ApVi JjJdJ - n 

.oij^lb *>Lp ojlkl.1 

4Jl*_idlj A^Jldl Olgirlj jl^ ^li cM tl—b2P*jl JjbiJ ^yuuj - V 

4^-j by 0 t_£.b£ OUjJbdl JiLti j a ■■'' Js- i~aCj tO*>liL)l JJ>' W 
.IbjAl JjJjxx! ,j*2l ^Uadl oljUib t-P^Asli Jjj® jp o^xJl <LUiJl o^liUl 

builflll J gttJuJl j-oiP—Jl j-lpb W U jl/Jb %p 0 —IsLl A^bUl Jijftil ^—pjy - A 
:(Y »\ V) mV ji/Jl J>» a Sj&U) 4lfdl J iJaii ob-ai £ 3 ^ jP Jii oLJUp J U^P^Ua! 

jijJ ((A^nnoro :aJjAJ| ky*Jl JUMl j?aJ J**-Jl ^j) £/« Pha 2 (f) 

Aj^il aJ 4-lib juo I^Aj JJLi <L-L>P j.ljg-1 (J IgPji «i’tfi caJs jdCjJl 4«*_bJl bjjS*A jj^pY Jp 

^ju/jtiT rv J 

jijJ i(A“; \ » i *\ ^ :aJ$aJ| ky-Jl i*M( jjbJ J**—all ^j) Mu Bong 1 (<->) 

Aj^dl aJ y&£- 4-lib jja l^AJ JJLi 4*d«P frljg-l (J L^Pji «i’tfl cAjal^iLCbJl 4*Jt_jJl bjjS*A jj^pY jjp 

. r * n Jjyt/ouj y 0 j 

i_J^aU ®AjA?- CmJLuI 

1 —a®j ddli (3 d? tl-b->- \-g-fl-j 37 ^jdl ^-1*71 j j«A~*»l Jjj^iJl Ja^-*}b — 

<U_lidl (_£bJ J-^s——O J-«^- Oji*--P b/'®"*'*’ ^IbPeX-^lj $(_£®ldl Aj^-^aIIj ^Aj^dl -b-b>ejwl (j*}/l 

jLis-*}/! JlSJdl ^jA liJJi jjpj 4*>LJ JJLJt oLdp -LAbj ^**-11 s-Lc"l j^Juj iAJjbJt 2jj^*Jt 

^J-o ji ‘-r'jA’ vJl_^1 ( jfi\j)C—tji')i\ -b-s Oj^iJl J^b>- i_i_ PaS^I cdJUi (3} Ail_b’^bj .4j_ji>b 

.oUj 4 -l jylJb- Jib>«iU U;U I 4 AP 

c£j£y ^?? p ?-/ UyL&l // 

4**-j>-1 U^pI by*—*'*’ ^ o--«li j—C->1 --L«-p f.1—bap^l jj-bll (_£-b>i ^-i — ^ • 

^jjL-Jl oi-A C5^” by*_) .4-J^lyLcjJl <U-3t--Jl bj_^*4r^_g-«y (jl b^AP j P Ajfljai CaL^bJaI 

i(ArmiY :aJjjJ 1 Ajj^tJt JuJidt c$jJ Jy>— aJI ^ij) (Jp ^iy V (jJl New Regent aaA-JI 
:5_JjjJt Aj^Jl 4_Jidl (^bJ J^>« —— bJl (*ij) j*b c-4*i jjLp j*iy ^t f^e/ 7i« 07 4_ui—-Jlj 
lAJjbJl Ajjj^Jt A^Jadt (_gbJ J-j^s^xil j»ij DjJtjw j*Jp j^iy ^1 Sen Lin 01 aa-A-JIj i(Ao < AAV A 

jjbj/(^bii! lijjlS'b£J 1 — 9 oJiiJl (3 _y^»b (3 AJajbJt ob>»xdl ji^yiA; by*_ Ck ^® O-^lij .(A^ ^ • VVA 

AA-i-Jt o^li Jy- (3 s-b^ 9 J.1 obs-tj ojby Viet Tin 01 AA-i-Jt o-*Uj . Y < Y ^ Jjyf/il—Jj 

‘bfcJbiit J A^bdl iNew Regent aaJ-JI o^lij .AUaiA^ ob—J _y^*d ojbjj 5en Lin 01 
y*>k> (jl -J oP A. l l Jl-vPjb cA_dL*Jl by|>^l Jj^- 5 bf* Wjp ^jydtj |Jp j»-LP i_-_;- 
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l)I 4j—bt*Jl SjjjJl <o Oilsl bl Lasjj ,^Y • Y ^ j»Ip (3 LJLr 4 ('•b^biil J^—cJl 

jl^i ib£b 4^.*_«iJl bj_j5" j»L5 (Jl (_jjl Ji A»ibsJl J /Vew Regent 4uJ_*Jl 

,oL=0 j*-L*o Alib J,| ailjj Aui~» ^ bjL^pco 


eJUl! JSJiJl 

Jjj' 5^U) ^~ab J New Regent 4~ji~Jl 



.jiji JI UpVi JjjJl cS-J^i 


j/±\ Jaiill ^ 5^—A —-sxi Yt J j~.b JI Viet Tin 01 cjj4 s - \ \ 

yS' $X*Sun jC>-b aJjLLu I Jlp J*JU C-clS"" *CUjLJ| 0-L& ll)! Jj^jJl L>-Jiy . Jbdl f^Jl 3 eJjjlp 

,*Aj gdl /'Happy Shipping Co Ltd” SS/-A oy>-h_v»l_j /°\ • Y jjbo/jUl £ -L. SJp£ 
KLJ Marine Services b*jH SjyUi— 3 £*/ AAj 9 2 ~J-~b Cc-^' ul)L>-y i3 b^iU 

t Lze/ Tin 01 AuL_~JJ i&lil aSJ-AJI ot j^l fb o~A cuALIj .(Y* jijl >il) ^1 Pte Ltd. 
.bgucuL- oihtx^S oj 4 ^r' ji^ iiuLJl ^bu-j; JUatMl 3 i cViet Trust Shipping Corporation 

Happy AfJ_Aj Aui_wJJ i^Jbll iS^_LJl jju o’Yll—^l jt j^l *L_*pVl JjJiil ^Jb-I cJtllj 

<uf jjjiii dbyS' -L_vJl jTij S^dXijS’ J*—Jl c-k^^il J}U- ^ c-J Shipping Co Ltd 

. ioXA (3 Ji oLaO^- 3 Ip <Ls^-pJl oUi> iSj** ^-bL ^ 

Oj3l5^ V * ojusJl (J Sjyl*j_v* j£> Viet Tin 01 4 ^ 2 —~Jl o-*li $.lu^ y >-Tj — 'i Y 

C->li>e JtJl ^^J2J Ob . Y * ^ ^ Y j jdW^t 

3 *iTjT ji—Lie/ 7in 07 —-Jt 3 J'yi j»Uadl ot *i/l c(l ji^bt v^aJl) b 

^pL«*» Jju b)LJl Idjfa jibu c5^” ^*eujLA*JJ 3b*^ f-bubl l)! 3i Y * ^ Y 


c-pIj tiL T > ) ^ aJjj Ijgi A (jir 1 ^' Ji U c-i«j QjiJ^i Ajj) iJL^j 3 Mega Glory Holdings^Ji ojlif (i) 
Ijji Y 1 J -^ij* Of Ji Jjyill jbitj . Y • 1 A Ji^l/St—J 3 et/-^ Ji New Regent 

aaKII Aip—JJ ibti—il 1*4-1 Mega Glory Holdings Jly" "il cults' c Y • Y A aJjj 

3 yiJl gI^La^O^- (J|jJ ^^b*'"". 1 

3i 0-bi ij* t^iP aJjjJa^J.1 Jju~Jj J\ji>*l\ ^ oblX»^fl jl *1 c(°) 

5jjL 4 otiYAp c^f diiyS'jSbltj .KLJ Marine Services Pte Ltd 5Sj_i ^ LbyS'iSj_i tjilxii (t) 

.KLJ Marine Services Pte Ltd iSji j' 
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^ ^ dr 4 <3 ^$.b^* ^JLS ^<u*i_-c4Jl c^iJJS ^$.b^« .^«) 

3 <bjAl ^llaJl 015} .(^l _JiJl ^Ifljl) ^1 <e>-^7 l)I Juj tjjljo/J^L_*i ^ *1 

JjjL^-j ,^v«li f.Lw» ^1 J-. (_£-Ui j ^ « t jl (J^j>- <L>-^Jl ^^P ‘U.oOjl 

s-U-J*! ^1 ^^P I^IaaA^- ^ja obeL**^ C^L^Ijc* o^sLcl*** 0-ij& (3 ^b> 

. o Y * A ^ SjjSslI . L i;it V>0 ^ *>Las 
£^ 1 JSoJl 

‘ibr’ 38° 42' 55") ^ tOa J JaiJl 0*^b iJbLJl jj-^Ij Viet Tin 01 iua—J' jb~« 

_^>b J Jj‘U ^ Ob l ijo jrwj r * M JjlY *\ J okixJ' ^1 (13^5. 125° 22' 04" 




. Planet Labs, Inc 2 —-1* : j-LaLi 


^yJZ~*Jl 4 jjJ» a*JL*I 

(J L 2 —aJI l 5 ^Jjb4 Slib J^iOJ ^Ip 3JjL jj^ill s-LOp^/I Jj-Ut cS-^i OJjj — ^ Y" 

L^jj JJij <LL«-p Oi^7 s.UjI 4jjjU .L-L>ixJ j*UaJt J-J*_jJ i_asj £-» Y • Y ^ (_/“jb/jliT Y 4 

O ^5^ l»Ujj>- CL-bJ^ »l5 L«^eJ>- jS'*^\ <UjuL*Jl O-olS^ ,L«^eJ>- bg-L« jA*A>\ 4iijjj ‘UjuO 

3^i-*«Jl pij £.» JjUai cLo^» JJi cS^Jl c Y “\ Y ^ V |*3^)l t^Jj-lJl 2_jy>sJl 4_«Jiiil (_£Uj 

I*—l Venus j*—t ,j^j .(ChongRim 2 (*—1> L*aJ iUJlill J S^Ail Saebyol 
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0 ^ AjL+ZS* AXaJUm ^jSsoJl ,jS>~^l 1 (^5^ c£*^l 4 <tUA**Jl 

uilj^jl aoL*»^ 4J^*^-1 <LJl>- l^l jJ-J 4 jlus_a» 0*1 -ygiil jj\>- 3 <-Saebyol 4-ui_**Jl ‘OjXaJ 
^1p Jj ^.5 ^ ^i; Jlilj^l oL- O^g-klj .(,£^>-*^1 40 jLw*J| ^jSjJl JJtJ ^JUju C^»li <1)1 wbtJ (Y ^i; 

0*X& ^Jfl_*» ^lp < XUX« &\j£~ iil-LA OolS"”* <Jl^>- (£j>~\ (^} 4>Uj2_^ ^y» Jij A^Lo-P £.1^-*^/ 0 JjtX_^ l<£l 

<LL>»p jxii $.Lgjo*yi ^ Ji 4 jl ^Lp <1)1^11 Xo y Ooj JaJj .L^IwL^a oJlSj Aui^Jl 

. Y <A$ljjJl XoL-- ^l*X>Ow*>b <J,J aoL-JI ( j-« JJLi 


^UU J^LtJt 

Aiij^Jl Y * ^ ^ t/ 1 3 ^ (j (Jl 4;»a«*> JAi 4 S L&£’ Saebyol 

£dt^il .b.l£ ^Jal J^LvasJ j*a£ ICjj “.L*? ^LuiLo” OtjLiJ J~> iji Y j*3j 



.^UflpVl JjjJl t£*M \jJL*ll 


o>l^L5»^f *^h*stjA IjLg^- ^Jj>cJOj Y ‘Xsl^Jl <loLw*» <1)1 Iwb 4 1-XA>- bjL-l -Ixj Lo-vij — ^ i 

^lp ^JdtlJl Jsj-l ^*P AoL*» 1^1 ^1P Lg_^osj s_3yJ o^>- C£.l> <UiJl AjjJ>1 OJj>o] ^J,^! ^UaJl 

^ ^ xL^wx £ [ 1 ^xxiuJ Y J%)1 40 jLw*» 1j*j^ . L^iLJUxS^l ^£>Xa L^xjj-a 

J^l j*lkJl Jj*—jJ ooiSjf jJl Saebyol 4~i—*Jl jp SjLJ <l)lSsi.l j^p SL^I JJLJl 


.l^J Aj^il 


JcU JP Ujj J% ^1 jyi-Jl 2 Lea 3 I ^ JLjJbJ flkJl oljL^-V XL^i) 5 ^-Sfl (v) 

xJjjJl aJU;^! ^ksi, (uJf aLLoil) X^i .1 j^Jb^J J^l f lkJl jl^- ap^L xp 4 ^lJ| f jjS 3^1 
ojSj A*iJi5»j obl^«) oli 5 .I) XtaJl o'Jl>-j . oj\x ^a\\ O ^a\\ ( yA-*» ( JjL« c ) ^ V i ^1*] jbcJ) <3 ^bjV' 

1-4** J-w«j Li^t J1*- tjiSl _jf ^ V • < (i'-^V' jfji gjj' cA -——il i_jJt liiit ol-Ls-j Jif 

•U** 
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oUfLxJl JjljjJl 1 ^jLm 

SjubJt An San 1 SlSbJl pruj Ljio Jbb oUUp s-j/r")/ 4ibpj| ya_ •* ojIp — ^ o 

US—*aJl >4 J (VY . YA . Y :2iJjjJl kpJl UJiUl cgJiJ ^jj) Ual^Jljl 3u t *__^Jl bjjS' 

OjSfj Ja—jjU J 2 lpLw- U® e JUk JiJt oUUp O^-Ij .Y • n y \»!jbl U j ir j 

j g bt La^cj- J*^p\ (^yiUaJl J^LiJl sjlii* j»bl (J$ l_JjjjJtj y>UJl OlSjl (J 

,2u^4-t ^ilid by zjJ- obU (j\ 

y-iLll jSLbll 

jfullsM j y»ji ji.U ^Js- An San 1 iuiLJl ^uj Ig^j JJii OULkP tSj?- <Uv~Jri <l!y££ ji-a 



.^UpSII JjjJl tSJfl-J ,>W/ 


■UuUJlj Saebyol “UuU-Jb j^Ui; U_js ■balisi {.LapI Jjj y* s*}IpI oUjlxil Jj — ^ 

l^La^- DU_ -aJ SjJ*xa yi _ ( yadb 3JstyLc.ijl _jJl bj^S” ajjj 4^4- <*;b o*>lSb 01 An San 1 

.apjyJuL 1 jU- l^Lw>w» ^yjid JiLil Jl U>^p 


lijlilj l$LaLixj ji—U a^JlLl 0 I 4 J-I 

igadl (J\—Ajb ^ ^^a—*•*’ CaUUp Jjijj ^JjJl yja—a*Ji O^^J U (UIp — ^ V 

^ * * * Cjy. U aUS^I bgjdys^ j* _ba _ m <u**_biJl bj_^* o^_aaU« j^S*\ 

0 JU <U>e—aU.t o>b^4“lj . *u—** Y ^ j Y * Dw U U^Up-I ^plj?u ^-Xil Ui—yb Y * * * * j 

C->ljpU y« J-X-J U-a9 D^^JJ CyjUa ^»pg 1 fljDcyS? JU 2 UU Uya^ bJ-U* yU*Jl 

yjUjI jDDiJ ol^ y« 3iib i—jljJsl j*~»l C^- f.Lio'i/l olS^iJl jl 

.iUUi aDLas 4jSj (3 
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oLL«^ 

y^jl (Jf iSjL^L^ 

jl^iit jvjusJI jjJ — Jiz>- iibfXit AJslyLgjJl *U^—«SJl bjjS""A jjj^-?- J—v^jy — ^ A 

<\r • * * • *s-y*i f u ^ Ji <gi -ux** c^UipSli JjjJi cs-^V .(v • w) vrv^ 
JjSlI «~,Vl j^iSfl J->U (A) r L-J 2ui-p HV ^ Ji V U J^U- ^ ^1 j* gyu 

Obi^-<io — ^JciJ $.bu* Ajdai* 5Jli ^xjsJb aL*^- UjL^ j^JgT j j^ysJl jygxJl AjjdJl C-Ojjj — ^ ^ 

^LwJl A^bl^lCjJl A**x-JlJl \jje^*] gj3jA b£l C*o<-V>-j 

{ yJ^- z[frl (J,J ^01 £^£> X? C^S>y!l Ajb (J,} jilaj Jjjyi)l Lg-*Ji ^jJl ob«^i*il Ob (jt—vfiJl C-Ojj 
a1*IS^ aLJ~- ( J5vJUj ca5a) 1 jiXflJj j»A]Ij aL^JI oli ^yLwJb AaIxxII ob^btll ^*joj . 

•0 - n >0 ‘>T *t^V ^ j' ^ 
^Ul JSLiJl 


-Us—«J A~*.—iJl bjijS'^ gjj Jang Jin Gang 4~a—«Jl 

4-ejlp 4*3lj oApb**£ ^JC*J Afltgia yij ^^1 4A»dLwtf JJL A*i^P 



.jjyiJl :i%^/ 5 p UpVi JjJJl cS-J^i :^-V*i/ 

^liii JSLiJl 

gy?-l jA—ji vjb*ASj jJtuj aSU;» jJ AJsIjiCjJl A.. y t — xJl bj^S”A—»jjgi? 

A~~aj J AiJb Akj^a 



.j^l :4%i/uU pVi JyJ! cS-J^i '.j-ud’l 


. ^ * « oya** jjlaJl jl ^U- jj*U “\r Sj^jAaxJl Aa^uiJl objIa-JJ 5^Aiil AJjAJI OJA^- (a) 
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(jJ ,J ^ij) Paek Yang San \j^> jjyiil - Y * 

c(An tA \ \ V^ 1 ^ Jrr—^J' ^j) Ka Rim Chon (<\. Y * oXi 

Tae Yang —~Jlj (At W^IY i^JjaJI \p *.Jl ^JaJ.1 —~dl ^i>) P/?o Phyong j 

a~*—J iJl Lg-lS""^jJl c(AV * *1 ^ Y ^ :<LJjw\Jl Aj^xJl 4*.] g ;l»l J*>*—~Jl 

(3 £caI>- (3 Jj Lg-~® |*^*-aU Jj3j oLwL*P L&wLuIJj 5-UjI tA^\jjiGJ^\ 

\jyp U^jI ^^ax\ \ aJjjJI o-**bij . (£~»bJl JS^iJl (° Jjijl 0 Y * ^ A j>y£*\l Jj^l 

s-lull Cfi-s+py (3j (^-£»l*Jl J^-Ju)l) LJLjS"' s-lu^ <3 3^b-*^J 

Jj jiiaj ^ijA Jl L^»Ji ^jJl ob»jl*ll Ob ijy^] o>>j J^jOl ^>tiJl oL>e-jJ 

a!—* aJl oli ^jjs—cJb 4 a1*i 1I ob^Uil ^J+te s-b^i Jl 01 vi~s>j£il ajo 

$ jj>-T 5-jp"V I__■**»! jl aJ^I { j* aJL»IS^aJ _c*J_^ c^SjJl J| jj^^jJb 

j-& t j»~S ^>«jsJ 1 I—JUJL* Olj ‘bJjild JjIjj viJIic 1—Ju^S" $.b-w« ^ ^*>*-01 cp—^ Olj 

3 I wl>- Oj£j aJLJI ^jL^JI ^yL** 4^SljJl (3j . 4Js?l^i-CjJl bjjS"" 

li ^>T Ji ^ ( y* i JjLji C->l*l^P (3 l)I J^LuX-*-*»i 4 j 4 JSC_>jJt 

^ J^) ^ \sAi Jjl^^Jl C5^ S-^^ 8 t3 a5*^P 

JSLsJi 

J&j? J l 5y 1- ' (j! 1*^^' J-& ijLk* 



iiJajji-l Jj-^l (_5-^i : jj^l! 

j-iUJl JSLsJl 

LiP «.Ly> (Jl |*^i!l JUfljJj ^oj JiLw? 



.jiyiJl :i%^-/ feUipSh JjJJl lsJl^I : v o^i/ 
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jdiJl 

JiLdU La^sL) I iaku 





OLyjsIl 

(J 4_^i?d JiU_^ A A ye ; _ j' dsiyLcAJl <U»*_dJl bjjS*cM (Jl jkJb — Y Y 

y« SiAJd jyAJ Okl^-^! yLd) y £yJi (Aa £Liz?-b yy.i Olkd fij&i cM y«AJ 
yt£ f>jZj Oij cytdJ' jai \jjj ^JUaJl y'yj Lid.1 Cidlgd Igd l£ ja ybdl J^ - 

c(Y * YV) Yr^V jl^l) l^d-dj l3L_*d Jiii U! J aaJSj l**. did yl 

•(* Sjaajt 

<Uilx!l <u!dl ji. _dl Y V Y A jtyJb Ydfc SI_ddl d?bUl £j*tf Ob JjjyJl ^_yyj - Y Y 

:(r ♦ yv) yy*vy jiyJi y a syaji lyi#^ uuii j u>iycAji d*di ki/'hi 

:LJjjJl dyJl dMl cgjJ J-^-dl ^j) Paek Yang San dd J' (f) 

‘ Y * Y A jyuwi/jyjl 0 J yy-l J| dd y ddp UJlak! (^ . Y * «Y“£ 

:dljAjl dy'-J' di d .' (^AJ —»dl j*ij) Ka Rim Chon dd—dl (v) 

‘Y ♦ Y A j*z~*l JjLj Y Y J yy4 j! dd j* dL*P bald! (AY“Y £ A Y Y 

:dljAjl dydl ddd.1 c£*lJ J_j^t—.dl y>j) Pho Phyong dd—dl (^) 

sY * Y A jysSl/JjVl jijZi Y £ J yy4 JS dd j- Jd dU* L*Add (A £ Y V^ *\ Y 

(AY* * ^ Y ^ :<Ujdl <bydl did.1 J-^s_»dl y>j) Tae Yang ddJl (.s) 

. Y * Y A yjsS*!/ JjVl jJjki Y ® <3 c£y-1 (Jj dd y Jdi ddfc la A dd 

dslyifiAjl ddJl b )tf OLd <db OIAL J Cj^t' olad^dl 

oL»bJl ^ry>_ diii (jt Sjl _ >^1 0 -«ls db by^ cdbl c Y * Y -Yr 

—dt by-14 cL~«ii syi^i jv?«jiii oidp (3 tjdi—di ^ tjrdj—.yJ 

3 ia_^cJi^tAiuti_^joAbfj(rv syiJt 4 s/2019/171) Y-wy j d-dy- >p u»iy<yJi 
odi_y| b*d-d d by-i (jJ' ouy>Ji yp tu. ^idi ^a\ ji obur i\j\ 
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/JjXl Oju ajslylcojl bjyf b£ 0^*15 jJt SyJasM nJsjsJt jjX^j oLL«j«j 

A*; bju lbs 1 l A 1 • jvwiiJt oL5” oJ4- -bis . Y • 1 A 4bji/bljxr’-J Y * 1 V j 

^yi—' ^Ip A-bsjjl Jys-A jJsa- bjjS^ oJLisj .AlJb Jji (J ^jIp ,j>^‘ oLL**; bayjy^ 

.(JjJbU jjajl) blbaAll idJba (jio l«_j9 Ablbsl 

Jj-bU 

Y » Y A .Lw bjrta.lal i^dJi <uJ?j31 jJa? - 


iJsjJt ^I'jfit JJ Jj^-jJI Ja>- gyjt; 

1+JjJi ZJyjJl ajj>>lJI 4L« 

1 J&ill (_£jJ <jL*>K*+jJf 

iLyLjl^l 

t . \ A u 


aroAt^t 

Yu Yuan 

Y • VA Jl OjAS" X A 

djj OyJ 

AVtYY t> 

An Quan Zhou 66 

Y * \A Jl OjAT YA 


^ > AAo^A 

Tai Xin 

Y < \ A jj^-p/jbJl OjAS"YA 

>b 

AtoYA> ^ 

Xin Yan 688 

Y • U j)— ii/jbJ! Ojas' YA 


Y•1oYYA 

Lucky Star 

Y • n y.ljd/d-bb YA 


=11 •‘lYoY 

East River 


. Jjjyijl c g-l*,agg’*y 1 I 


Wise Honest 2-ioL+Jl *eul>- &<+x+Lfl c^JJl ^j>tJJl 

4jl-uJl 3 j^p <u>«_a> oL*io ^xxllj c->I$. 11^-1 ^iJl — Y i 

^i*J 3JUU-I (A^ * o i ^ 3-Jaii.l ^aJ ^ij) fpfoe Honest 4 ~jL~J1 

l^i r>jj cudpl Y * ^ A i (3 ^Jl <L^*_aJl \jjjZ* 

jlpIja! I xjI Aj*y c l).*.» j) **0 c^J lP <L*1^p cl* aXta a»L*^ . 0 i^\ ,+/» ^.Ip 

Ls^jl (Jj yjJl ^J-v^lj aij .^^Lww*sJjajl ^y* <tL>-y c£y&Jl JJLdJ 

Wise Honest 3-ui_*Jl c^aJl 4j/_ail 4 ^' ^ ^-jail cEnermax ^_aJl Ol_ao 

^ caJy>- jijs V© * * % % Oli cSa_>cil ob^jli liijj .(oV j °Y ayy^l J&ty 

J 3<uL«JtJ jLcj L«-v 3 SJ^cxll Cab*y^Jlj aJL« yA (3 C->bl—Jjji? 

.('") Y < ^A ^-jU/jliT J Wise Honest 

l^v»b aI^-vJ.1 oA; 5 ^' Wise Honest b-A-Jt c^' '^S-btiLt obVjJJ Uijj — Y ° 

tjvj-oiJt JjLL> ^iaJt A~L_p ^ ob^ i _ s Ip Jj__^>JJ) Korea Songi Shipping Company 

Korea Songi _b LgJp Jo* _Aui_«Jl jL I_oJ^xil ob“i!jJl ojlsfj .(oY SjAAil Jaj\ 

AS^i t (Songi Trading Company Uijf General Trading Corporation 

/' ^ AJsl^AajJt A~*JUil b ^h‘ jj4 ^ j* 5 ”'-® (3 lljUio (_5jjSsJl ^xJuJl A*jb 


•jX?- 3 YA»" yf V-^y-^l 1. i*\ji}\ cj:0> (^) 

.tijjijj J irfjJ-l a*bub t5J^d.( olj^jU ijUl 3^=1 i\. ) ^ Jjb/jbf ^ J a^ull 1:19-CV-04210 (i •) 
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(DL^Jb (3 AdsM Y • ^ A yy °-yjj -t o (J ^yt-si* y*l jJ-1—v® -Ujj — Y “1 

(3 bdb-p LilS"*c^Sy»La_—*» ^53 C^y~-'Oj4o'^/t b. .-^it ^1 d-pl (^ ^L_—vOjJjt 

ipjyiil jjp y>oiJl oJijj .bg-L^t ULse Honest k-L~Jl c-Jl5” jJl y>tiJt 3i>«-Sp 3 AbC-jJl 
jJp jdl Do«g 77 ja«/j ^ui-Ji Jt IPise Honest ^oL.Jl y* i^yu yjs Y “l o • * Ujj gdl 
■A*; Dong Thanh kos—-Jt o^Tj -(^ ^ A • 'Vo :3JjJJt iUJaJ.1 < 34 J J-o>.—~dt ^j) La; 

^yoj (J-*_daJl Ajor- oL-L»J JL Y • \ *\ J ij {\/bit_—J \ V (3 biLL-S”" «.Uy ^1 dJJ i 

■ALLp Jaijj Jjyl/jL~J ^ <\ j (V jijit Jail) Qingdao Global Shipping Co. Ltd *S^A 

Pt. Bara ^y&j ty>*_“it bit {j±Z jjJtoy Jjjyiit AsjblLl olki_-Jl ojjjj . JyA-dJb lA ^L_-Jl 

<gL l;jj j^iil cuLvsj c^ y ^(A jiijl) J--J1 LaJ tMakmur Sadayana 

Aabdl 0^b»b«J.I biLto oULa^- C-oLbuSj yliit ( JS\-iJt ^iajt) Ltalt ^y—JjJjt 

oUybw Jp oya>-1 SjjL-aJI L-iall obbg_-i i_ibd£ bit ULse Honest LL_-Jl bS-Lb jdt |*=-LJb 

.(<\ >11) sJL^l 

Qliil JSLiJl 

LiAl J*5xill (lit tjjlj yjJl SiJjJt 



l _ r i; JJ y* oy-L-A* SjIpI ^jIp <ai\jl\j £jj—ill yf- |*»«aJ 1 yP ^ty^b Liit L^sM jtyj - Y V 
JjdJt ^ kxJ b)*i/ “b«_b’tj i^-b>- Jy>-j Jp i$J>~ t Sy* Jjj •bJyUiil yS- SjUbill j—^i cS^Jl Ja» _ 

.yUa'Sl! ObL^JL, tY • V\ ^ YY £jll ^t t 682 /Pid.B/ 2018 /PN.BPP i^\ >1 (u) 

i^bil jSG_jJ Ujy dt Jij.1 (S/2019/171 (i Y) 

3 SUP 1 jb_«ut l) 1 y*!_«d ^ ySyLja_«u s* _«Jl ^*^*11 Ol*) 

.jSj3 Y ^ > • • . jL* JjaiUll 5^iJ( CJIS} .(682/Pid.B/2018/PNBpp ^ T i^dt) 
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jU»V' i-J .^ui dj ji j j-S/i ^ oi,i/ g\j*y iijiji „UipS/i 

OPj—-i Jj . jj _ .Jill 4 j>-jI (J“}J; _ ^b Lgju 3jdstjit J -^1:*lL Ajst/Lcjt 2^»*_Jl bj_jS”” 

.ojjSjJ. 1 ol^l/ll 1 *Jp Uljl oUl/Nb JijJt jL-J g^Ull U,U»I J L-JjJbl 

Jjb>Jl (3 b^-j***b»Jb. 2 J J^I/LcJl <L-OcJI bjjS^ Ar^/AT" C->|,bJ b/jl 3jl4-l Ohbfa jjOJ 

, (u) ol 5 .lj4-l jmU'^ 

JiJb 4 jti jjjjJl £j)bb oj-Xs^ SjJ Dong Thanh aJ_J l />-U -0 oJlS”"^jdl AgJ-l o-«lij — Y A 
J_/-Jl ^ t ^SJs (i b£li c JLwe Honest aJ_^.J l j/ I 4 JI JjJLil cblS”"3J_Jl jf Jl 

l/xJj/- J i—Sj—,ai!l jt- JIj jlji iUtf) jUaiil J t(*b cuJ J tVung Tau Jl o/xfj s-bJ .1 Jl 

3 sJbouJi Jl oJ— lj.—J l oT j»b cJ oaslj .(<\ ojiJi 4 (y j v) y ^rv J/ll) 

3J_Jl o_J/J U> 3 *jU i]jb«J-t 3tJf> jlj iY * 1 ^ *bji/jl//- *1 3 jb — bj b 3Jat« 

aSJJI t Dong Thanh a^lJI JbbjJ 44 ^- jy 3JJ» /y>-j JqJI J-Jj 3 jJ>Jl j-ibJj 

tQingdao Global Shipping Group Ltd (*—b j^'l Aiy/il cQingdao Global Shipping Co. Ltd 
<-/b-**>>- j/ Qingdao Global 3SJ-A Jl Y * \ A f J 3 JJ Ji /' 'W Honest aJ_JIj 
J bil jb jj/Jl Qingdao Global 3Sj-i o/Jj . HlAe Honest aaJ_JI o'/bJ Jjj-J 
Jl [oojj IJJ] “white Honest ” Jj—Jl j/ j*^iil (*J—~J j*-lp ^Jp I 4 —J_yJ jli" - £/J»l 
/lily .(Jo^A^ °T :JjJl 3 j_/>J 1 sJaAt < 3 -b J/>«—-Jl |Jj) U 35^Ul Afe« Orchid 3-J—Jl 
/ Jl JJb »«i3 Jbdt / Ken Orchid JJJl jl Qingdao Global 3Sji Ju~iS jJt jJbJl 

jjlkSj ,(i . jiJ. 1 Jail) bjjS'3 jjj 4^- 3 J| ILAe Honest 3J—Jl ^J= ^ (*^JJ 

/'"'^Jl J-/J1 J*Jait ba,Lxpb Enermax Ji j*-«t J Jjj Jp 3JLJjjt J^J 




3SjJj t jj—j jj_^JJ t^Lise Honest iuA_Jl jlk«S ii?wUl jb Jj/ii' ~ T ^ 

:aJjJ1 Aj^/J' aJsaS.' <^J J-^Jl j*3j) au/L-J aS^II. 1 Korea Songi Shipping Company 
J Aj*^1 JS* jj J Korea Songi General Trading Corporation i—. t (0 1 * V » £ V 

.OjjJrl iJlfdl 


.n 5 /Aii t s/2019/171 b/,t jiiij ,(y . n) YrYi ji/Ji^ w S/% (y* n) yyy. ji/Ji^ s/aJi t) 

Ai*A_Jl (Jl cJ5J Dong Thanh Jl LJ^ ^1 ^JUjI jf Ut Jj^aJI Qingdao Global ASji c-Abt (l o) 
apL/j U,Laplj J*Ul ^$J.I <ofj liU^I ja j»\ Q/li J^Jj f Ujj-Ua; ^Sdj Wise Honest 
jl JuAj t_^l bjAj l> tC-Jjil dJJi 3 Ajl^ tUJl ApLjaj (jJj jjA^gxil jjP/J b*JyAJl 5ajlj 

LJjjil) • UA..b) oJl>J.I (*-**^l J/,; ^Jl oblj4-l A^Jli jjaj AAjaj JAJ 3 3 pLJI ojus 
jjj L 23 jjUi Ken Orchid Ax/Jl Jl Wise Honest Aj-Jl di j/ll |^AJl A«- 4 j jf Jtlijl (1 7) 
Hong Kong Nova International Trade Co. Limited Aji—ij Enermax Aj—i jy *J.' J-A*il 3 fbi,t ^ 

• QV Jijl t S/2019/171) 
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OjjlaJi\ JUya.Ji ikJbi 

t-i. -^?)l Jfjji?- Jjjj jl^X—vul ^ -J ?y olijkc j.1_Jj-iJl £j» DliiJl OJjj — V * 

bj^f j^LyS? ^*4J jJtJ CL-Jlj AIJ Aj<jb A^uLwwJ 

.(yj> eJUJl JSLiJl >1) 3>>ydl 


^up dJuii jsCjJi 


Jp J^L*^ ^ Y ^ Y Y ” (t— 41 ' J-^ < l~&-» 4> 

A>lyi£jJl 4**AJujl bjjS^ Ajjj^s^ 



.pUpVi JjjJl c^J^i :^Oyai/ 


jjb\XA As>z^j C-Jb dL y* wL-v? 03 ^Lv? b£b Lsi2jl gA ygp*yi JjjJl (_£*X^-1 C-JtLlj — V \ 

4JLmJ»\ ob>-jiil <ui?^JLCdJl A^ocCcJl bj^S** ^ J.^yg]i 

Jj-yg>ciJ C^bli^ l^Lv^jl to\5 ^^b ^jjLwwJl ^A^l ^Ijil <—aI>- 1 C^jjL-^Jl oj-A J-^tydl <-UpJ . bg-L« 

wUp ^lp (1)^1 ^j£lj A^^l^iLC jJl A^Ot-JlJl bj^5^^1 wV^.ygjl J>- o!^Lg-*>» ^ip 

> t_-^ C-Jb J-U A*jb <oLS ‘bui-** 01 l Q?j 1 lj>ij . JlLJJ AatiUil wL ygll J^bl-L* 

.01—g-b^* (3 ^Jjl_ n^j ^IS^l (Jj^l oL>> 1 L*.-bL« AJUi_**Jl oOjfc Olj *&*\\ ojjb 

0L>-*yi ij* 2 -*^. c3 (*y JLkjybyJl a~*_oJ1 IjjjS^A* jb objj^ vjlj* 01 l Qg;! IjjS^Sj 
^j^u^Jl Oolil cJj^ysJl jl-v«jiwtl ^lp bjj .yjj Ajl aJ> b^ o^L^« wLm^JI c^tabg-J« 

bj^S"*4jjj^-y3- 4*jbJl Ajj2*s-Jl ^^bbil (3 Jfl-^1 wU—v^Jl oLLp O^la>■ A-^Ls— ysJl ollaj—~Ji ! Ob 
3 3jjli ( JbSC^io Ai>e_^« Aj-ys? A-LoLu- cu—J jEjjt /|n yfe ^ Y \ Y Y a^oL^JI 01j aJ^I^IcjJI S^ot-siJl 

<—^>jlSsi»l A^wfi—«Jl ^—*^1 12 Ab ibjL —***)}\j A^O—c*Jl Ajj-^J ^*^1 £j* Jj-A>*-^1 +~Zj ^ . Q\ ,ytf)l 

.(Y-l J3>1 >31) U ^b 

kitfil J ^jUr*! a^-jaLi ilySfij oliL^Jij Ja±\ olUp - U)\3 

JJi (J jA-j L» ^Ip ^Uitf-^l (J oA>-T cS^—~-*Jt DjUxil o'i/U- Dl JjjiJl iJaj-'iU j^c-j — TY 
jjJl a r *^J.I tejs-ill jJ> 20a_^VI Uijj <0U col;I^IJ jUipS/I JjjJl ^ j>Sl iJLp Jlii.1 

.oljljjilJ iil^xil (3 t2iJC DIAL jl^ilj yisl^^icjJl y»j«bJl t ^» bls>j 14 j*y*j 
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LiljiJ dJiPjlj tbjSjjl _Ob Otdb di bgo»Ji oLU® Jp bjJj -X*j Jjjjji!' Jjlii ij — VV 

Ot_do oLajl*-a ^Ic- Jj_4^-aJlj 4jbcL-aj 4 b—Jj cSLjal^yJt 4«do>tJ.I 

.(_5jSs^j til Ojl*xil 

<L«*>La^!l Otjjl 

bjjS^ Apj^^a^- £-» (3^ a*oit Ojbtil tl)^ do Jji/d' b£ A^jli-t ColaOi^*—ib La^® — V* £ 

Jy\sis oi di a— apS/I JjJill < 3 -H Ojl—it c(YY S>Ul c S/20 19/171) UjI^JlII A~*_dJl 

3 is— Ob i_^o: U^Aa JTJaii4 cSaeng Pil ij KOMID 5 —-—-Ja U* j 3 u>-jOa 

01^1 3jjj 4^ (J Jlj KOMID 3—*.—.aja ^ Ji^/I Jp oJ*^ 4o*>tb Ojj 4A»a*}t—^")/t Djjjl Ajjj^ad- 
Ji/iJl Jp A^a^La^/l d\ji[ ojj tY • \ ^ f < 3j 5.Uap c^- A^a^La^/l 

.(V) Jjijl Jib') j-bs*Jl AjjdJi aJI OjLal la 

L~A>b 

Jjjl -Jl JdaiU^' V ^Jj—Ob jiJjj |*0”’^ Alajyi Ojbjj JJjiJt 3-bsp^/t JjdJl (3dp-1 oibl — V 0 

o>)j /' A ^Lw»b (J U>j_o»l ^ (Jt (^t—b jit (Lw»b) 3-iiiilj Ajjbootil olaO>JJ M.O.P iS^_dJ 

4 djdj>- ^i-isj jja *a tj^os-b—*a ^jb^o-dba Cj9j* t——ab di dtp ( % ^J" ^i (J^_J^' cj^ W^ab 

.(t Y Jdj' Jaj') Y * Y *\ jjWjbt (J Igda gy>- f tY . \ V jo»Xw</Jjijf J ATplia d*J 

4~d>_jjt 

ObbT(3dJ OjIaju (jJJ' Jj?-i oilPl d_*3j «.LbaP*i' JjdJt jj*J (it - ft 

.AjJUj^Jt ObLjtj i&LJl 0*>l?s~Jt ^tJL?cXoib ilg*0?tj di ‘Ublait d l&jlc'M <bj-jJU 

Uljj 

Idjtjj (J 2a9l^ic.bj| S^ot_dJl bj^S””blp_) 01 dl «•'_b^P*^' JjbJl 1 Ojt_dl — VV 

.Idjtjj oba^I*^ (Jid'' 4—iisj .JjoLp (3 (3 ^vstil-l Oljiil l_OjdX) 0_y»jjL; 

4-j yit 2.jjg^4-l 

(3 *ui*!/jb£dJt _dJl bj_jS^'^'■^0 _Obi 0t_J(o s.tjd"' Jij> CobLjAs^Xj t-*^ — YA 

b ijjS' otbj«-« *-o ^jrojj^Jt Sj>«JL» , yi Sj~»br“ oibl^ 

Ji^il Jlj la t(<\Y J! An ot/iiil 4 S/2018/171) LdJ'j J=_Jj-dJl 3 U»l^yJl Suo^-dJl 

j»lp Jj (3d—^ (Jijdt (jl*/ ij . 0 _^X_*^a A la .un/t oip OL dd* frt Qspn/t JjdJt obajJbta ^jilx) 

■ ^ijAyr olajl*a aJI ij jl Y • ^ n jjbj/^tdll 0yt5" 3 


23/147 


.nnA ^ds-pf/v' v :snbit ^b (w) 
.(vn SjAbtl 4 S/2019/171 ‘ n . A SjiiJt 4 S/2018/171) & bll 3 ^ia olS^ i^rd iob 5 p> *S> (' A ) 


19-13211 





S/2019/691 


tJLP’jl 

i_ojdxll jiy iSj^. Ail Oj5jj tKOMTD (jl s.LapI Jjj o^bdl - V ^ 

.(<\i J <\T OtyLAJl c S/2019/171) JlUI j l^lj U U-I^JiSt Su^—iJl byT bj^ ^ SlUp 
.oljL^ix^'yi JjJjJI Ij^pjI IjjJ) (Jij^l 

i^lij^JU Ol?-yJ Ja.*d» 

lA AjulxJl dijl«jb| oyli ll)l b_yS"" Ajjyg-?- (3 -L>yxJl Ojljj Oilsl C Y « ^ ^ jjbj/^ldil OyllS"" (3 — i < 

aJaI^J ^Uil s-LapI ^A*j LaI^wiI (_£ljty*Ab« ^yjill yOyA**! ^y« Cob>yJ iT*lg*<A bydAl j11a« J§ 

Ajjy4^ O-ijj . Y < ^ A jyiiyj/^liJl -do (3 b<£ j»LS ^Jb ^Jyj J^>-P Sjbj j!}bS- Aojy^Jl OjL>«Jl 

bgJij je oU-yJ \ Dlj tAo-jJ Y ^ J—aI oU-yl ^ < Ca1a_a L^ti yJjiJl Col;L~oiA^I ^^Ip bjyS” 

.AdJb l)UL Jl 

OUjLtLl L?-y!j^So' Jb£ J OjJUbtilj yl^-jJl ApIua Sjljl 

a~* _dJl b_yS"Ajjy4^" i3 ^lb>-jJl apU a iytal l)Ij JjjyiJl pi apY!I JjdJl (_£d^-l CaJjI — 1 Y 

(_£j^Jl wlLJl jiy IfiJ (3 (3^3 . a*o A^JIaJI (3 ObS"* CAjJgjy^yAJl 

j^UUil Jjt-lxi (^ r ji> >51) li a~U)I kjl^xil ol5>l fJScuJ c(KPe.028) kjL^xil vJ*IJL aU 

. l^j^P y* (3 C^yJ^jgilj (J'*- 4 C cl^L*jljti»l (J^T (3 

jjliM J oL«>til L>-jJ y&3 Jbf <3 (j>l*Jl oUll ^Juiu c j)^g*il ^JjAJl aj> 3 li liijj — i Y 

j^j- 5 o ... j r • • • on b. Jfi—jiil J Oj-—^ vSvjj cJfi—^j*^l (ij— axJIj LcSjjilj L—*^»Tj (3 

(3 J^l 1^-* J u>^*Jl ^lifJl ^Jl oljLSlU {j* \j±£'\i.j2r dj*£^>j 
<u>-yr LLi—^iJ L>-ij-C j »+j>- $.IjL?~*)!j . a-J^I^IcjJI bj>* 

<ul^ 1^2 -CwLII <u^*_*iJl J ^Sl^Jl J L&^jwb 

^*^>■1 ^Slj^ 1-*^2 j1 l)jJ-«1*J1 - ^oj a 5^-JuD 'bllj^l 1 %-^jjwb 

*bl ^Jl C^L«jijtll Ia>-^J y&3 3L«»pl i^Jl>- (^lj $.1»A>-| $.Uj1 j^- (J J—' s^>«-U 

Jl^pb 4 -w^*—» iJl 1 jj^>( 3 oL«jLtil Lsr-jJ^J (3 0>«l*Jl c^i*yi 

^jjr^J^ll $.L^2 jsJ 1 J «dpliJl C->1^4“1 5yLAiJ*l dJ^««jt]l 3 j-v^ 1 Ai^*» {£*^o£ 

.(nA Ji OV ol>Jl >1) aJO. 1 ol^l A»>1 ^tAil ^ 

JaA^aJl Obju^o 

Jj <u_^J j> j*li> >2-^ olS iai_v? o*b> 0 >*j jir^ J>1 " IT 

4 s/2019/171) j>JJ j^-S/i jyd\ d ^Vb ^ f ^ oi^li jS jl>- 

4jiljtxll ol5^Jl Jgjlj} ,^gll *bl <Ai co^—*^L-« Sjj c«>l>tid.l jjJ—^J p 3Jl>- Jj .^'’l o o^aaII 

. <U^^J.l £.l^*iJl ^/SA) ^^yijl J-s^l yl^ . Ax^A^Ll 4^^-l l^ yg^AJ ^Jl ^jLg-Jl ^wb»xJU*J»b 
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HJU&l jLJi 

oUlyAI ik^l J nJL&l ^LJl iljji-l A^ljjLCjJl AwoejJl bj^S”" —11 

J ^ Aib J S'J Mercedes Maybach S j'J= y yjyJ i»W—o-Uj_Aj - 1 o 

<Lo* jJl bjj5^ob^jJl (jv Y * ^ ^ jdljji/jsjL 0 (3 *-bbp c£*b!t AdJiJl J*}b>- 

aS^xJI l^x^f oLS^i oJlS" 1 of Jjyj-U Daimler AG ^fr *4 j-UJ^ aS^£ o-6"lj .sJ^i^aJl 

0j3 ^Jl jl ^IxiVl ^cjjIj jlcli a5^_0 ^S^ju ^ .o*^jw\xj jj»-T f^ijb L^-wLp 

Ajjj-g-^ V b£lj aL*^J1 oI 3 AiJaJ.1 ^JaJ-1 cuixx^l b£l oU^Uil ^ 

.aJ^I^jJI a^jcjOI 


SjL—c Mercedes Benz S-600 j cMercedes-Maybach S y ^4Syi <3^ W»j - i ^ 

U>> e£jjlA (3 4^Ji)l (jl*S (*b Ova* Ji ‘■A'lij J**ill ( _j!p SAj-Ij jjjjS"AjV tjjjj 

*}L*s- 31_Ad»l <uj>*JUI d)l 3Ji>J» ^b *—^-b) c4-j2lyLc,.jJl <u**_AJi bj^S""3Jj>till c-^b*^Jl 

Alfjl—JL«JJ ^b c^i (J>i A^ljjLcoJl a^— jJl bjjS"*' Jij J^>o b^J-b ^1 p c^ailj ^ V ^ A jlyllb 

^jbl d^LjS^Ll ^wLp ^p oLaj 1 x-a <Zj\ jA 3wLp b£l ^b 0^3 Ojl . A^iiil j£y* (3 

APjO_X« cJfii oL«j-Ull OAIj ^-Xaj 1 aJs^IjACJJI A~*-JuJl bj^5^ Ajjj^-^ ^jSsJj 4^b C-^3 <J>i c*-*i4- 

Mercedes-Maybach y LN~y° bl ly-J* yy^ aS”1j yb—-t> 

A-*—AJi byS^3 jjj 4^ Jl U 4 IU J^s Sjikii Dl^i; jy b..^^—i bJlit (J b^J—DIS^ S-600 

. Y • ^ A t/JjSfl jj^SJ J 


oAA (3 <_a* IS^ijjjJl (jy^ 5 j^Lv 2-C (jiyjJl $.1 Qgp^l JjjJl oALij — IV 

.aJ^I^acjJI a^*—^J l bjjS^ ajjj^-^ aJL^JI oilSj c aJL^^ l^l ^1 p j ^gxil aJjjJI 

. J4>JI WJi ^Jl 2uij^l grtdl ^ 1 ji>! >1 

^wo C^jb L% j>z.2 a Ob -XJu oL«jJjc4 P y yill — 1A 

^Jl ^Jj_^*ob A S'yn^- ^jA $y>~ y& oJjJ^r Y * ^ ^ ^/0b-w^o (3 A_ 2 *-lxX$! -\^pi^ aJU>-S^ l*I_^ 

Korea Taesong Trading Company Aj^Jl Ajl^xil £jj_~ob 25^0 b^ A^ibaJi j uyrj^* Jy^ 
y*£i\ ja <y?ry> cKoreaDaesongBank(KPe.035) (KPe.041) 

C^bjruid.lj 4^\jJi£j}\ Aaa*-*xJ| bjj5^^j^bb-l jb^xJ % yi ^t>«bjo bSjbv*» Ajfl^J^« d-olSj ^KPe.030^ 

. Ajbw^xjl <_jijldJLjb AaIaxLI bg^-ljo A-*^bbl 


— Uilj 

j|_ r »I~»b £JUJS SdsIjiCjJI bjj5^1)1 (jjiy^ obuisi — i ^ 

,_**_,aJt ^ J*4 J>i 3JU.I oUI)4-t y cJtj b. Ul5L_A Dfj cjjjdl Jill j»lkdl Jl 

coljl^aJl jjdl jolJiil b'yi Jl ^Scj l 5 .I_,<apl Dlj c^jj__Av» Jal_AJ _AjJl 

jllaj ^b*ol 1)1 b®5^ .^jlibl (3 bjbbdl ^ulsIyCjJI <Cmjc^xJI bjy^*«bjj? ^ )S^b ddJl (3 b? 


.C4ADS, Lux & Loaded: Exposing North Korea's Strategic Procurement Networks (July 2019) Jail () K) 
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y* 4sb\jJL£*\}\ 4^*_«*iJl bj^S^— Oj ^JjJl 1 C^Lo->tAl 4pljJ 

jJjJj 4-JU*l C^lf.i^4“l ^j-9 c— 4^£l)b l .v?j! J~LJJ _^**j 0 jA jd.1 O^Ujdl OL-ygjjjj 4-Jli»l d^l ^jll 

C-Jtblj Jil j-Ia] £_ — s^i^j I^xaXj ^ (3j^j otal^l 

3 s-b^iaA)! 3 ^dpLiJl c^L^3-l <Lolxi.l I 4^**J d)l 3>yi)l gA^g^l 

.(J[y>-1 aJsJlJI ^j-9 4jiA>e^i.l oUl^^lb aJjLa« dotajl JLS A^lyLciJl <L**JiJl bjjS^ 

£jbM J <L^lyi£jJl <U**jJl bj^S* 4 jm^£^ L-^jUtf-a jLj? 

\jj^ Aj^_^o_4“ A*jIx]| 4«Jli»l ^IxjT ^9 V* * ^j-9 1 (l)l—Jtu AjLaJL^ J^yjJl _ V s9 — o * 

Tanchon Commercial Bank lJjL-saI <l)^k£ ^-i jJ? J <1 ^Lju j*dJl ^l^lcaJl 4~*—dJl 

Daesong Bank j Cheil Credit Bank j Foreign Trade Bank j Korea Kumgang Bank j 
Daedong Credit Bank j Bank of East Land j Ilsim International Bank j 
ciLL d)f -A_>-j)j .Ryugyong Commercial Bank j Unification Development Bank j 
cL-Jj c(^Y SjiiJl ^Jijl) L—J*>U- ^ >w3jL-^.U 

Otu ^LUl ) *\ J ) 0 ^Jfljl) 0~b>xlll <Loydl L 4->jj **Jl <loyd I 

d)l <«-^£ o^pi SjjTIll $.lygp*yi 3j*^l ^ .(4-U2J1 C->13 $.l^gp*yi ^^9 s^jlj 

Laij tI jJLc jJ 1 bj^S** <uJli»l c^l—^-* 93^*1 ^—^b (1)n^x* ^dJl 

.(y . n) y r y y ji^i ^ rr s^ifi 

3 Jfi—Jjwb ^La! 1 3 4^—oJl bj^ 4 jjj 4^ t_3jl ^ jJjjT J O ^ 

4I .ygll C->li d^lST^Xi^y 1 y* L&j^Pj L$j^~\ (J>| 4^u2 ^ ^9 ^JwAiJl C->LJ^P wLuiilj 0^—<^9 wJl .^9 

A?-l £-9 yjjl 01 3^-^J . Jill (—(w-JL^l yA (1)1-Uj y* ^1 

, (r,) 3LUJi oli sjupS/Ij s^Slb ^yuli ^ jai jj^i\ v-r-; 

lga;llj j^?uaJl J^i OLUj«j AiLtaLl AjJiUsilj iJli.1 OUJjJi 

^iUi la tSJlilj SjJilicJl o'iUUilj oLJ/Jl (J i_.i_»JLv»l (J J^ 5- — °V 

Jijf JaiJt JiaJ jjUJt dJl Honest *~i_~Jl ju ^UJl iJt 

-Jij .Jinmyong Joint Bank lS-^ J^*i bjjS' J^-a^ 

H^ry f Huitong Minerals js- jSjs VI • < . . ^ v°J 

ij SljLa vJl_.(i V ob^jJl (j iJL« 3___j\p 

_A^-« OolS^ <0-03 _^_5^" Y ^ ^ * * * * l_gJU_jS 3JU.1 C-3U-o^\Jl 

Hong Kong Nova —Aj (^‘U |Jx—bjjS' 3jj^«j- 3 *jUI Enermax 35^—A jv Ms> 
c-asIj Ul JjyiU Uiiil J Enermax 3if_i o^p} Uaoj .(jujus') International Trade Company 

Cj»pl)il od* olJt ^ 35^iJl jl c (J Ja^j ^ 5.)j-i Jp 


‘ft jijllj T ^ 3^33)1 tS/2017/81 .Korea Daesong Bank cS-d J»«j (^jJl Ko II Hwan 1 Jiill J-— (Y •) 

.Yr> _, YYV j YYo ol^Sill i S/2017/150 
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f M gjj&y JuyJl yj> ^1 3L-aJI oli O^LVil ^ Ji 

jU-Ai-b "(^1^ Ja-—j” j»Li J 3o,lj U Enermax 3S^d j 4 (i tdJJi Jt SAL^ty 

dA-A^aj ^JjS"<3 ba^Aa 3S^J J“>U- ^ya |*^«-iil aj^jJ Jjj^xil ju-bj Jjbjjlj jji*Jt 

<^1 3o>-l^l 3 jU*J| Jjj (J,t Enermax 3S^d £^*0 jlj .(yb^Jl ^aaj o^/T ^) labc ^jdbsi Jbf i3 
Ji 3i^»~a 3laUa ^j) jX?- 5 Uii'h’ 3j^j l4ajb dAp (_j1p d*j *)ft Sj^a 

3jjA JoJoJ £-la^_" jlj 4 Hong Kong Nova International Trade Company 3S^jJ Js^aII 

,3S^jJl j*—“b JAjJI (_jdjl JJl<J.I 

jl*sl ,y=>—i 3 aJjj (J I 4 JI J-a^a 34 ?ijf S/* Enermax ^lyij ^ cJai» 3*~a J*jj — °Y" 

/i3^' CA ;—~J ^ J f-W* Ji bbja-b ^ y* Bju lit Y oAA l^^o- 3^—A jAu 
i^cs-jX» Cxr&s" CP '—*" dr* s-d^O'i/t d*j Sij*it 3ls-^ {.UjI DN5505 3ui—«Jl ^yu ^Ip Y > \ A jy^y 
i3Jal / icaJt 3a*a—dJl bjjS'3 jj_^- J U 4 ^S/t ( _ s 46 t Ji 01 sdbVl d-AJ cMereedes Benz jlj> y> 
cSlit iL^il 44-1 ^ ^ c&f-j Ait *!—>' *4=M CJJli} . (rr) ob|y>JJ ii^l J 

AiA—^Jt LaJ dJiiC jLAjla jj>- j 3 jjj_^ 9 3£^_A Do Young Shipping 4 Enermax tf^—Al 
Cb&^j (3 DN5505 ‘tt-A-dl bj^*<bjj4i^- ojajAa-l 4|A«odt LJujt jjlaxj b«Aj . b£jbl (J,_y5j DN5505 

OjbJifj 4 jdj\i/jab—-a (3 li*Jya“b ^ya <ublyLcjJl 4.-,x_dJl bjyi^*®J _Au -^1 _ 0*0 

Y • U >J^/(3LJtll —Jo' J DN5505 Jt. 3 lJ^= -Jll ^1 objtj Jl dJUi-^ 

J Enermax cupoI 4 «.lj—dJ Uji_~AJ jl/> .(^ j ^ A ojAi^t _^ait) 

jU'i/t oj—Ja-. D| Jli >T Jjt Ja^-j DL_J Jj> *br U Uf 3*A=-- 3bli. 

i\jc^\ oLl^p J il>t-Jo 4JljL«Aio>l j >-T ^jIp Enermax y* IjjJj Ji^AJl jba oj^Jl 

,bjj5^ 3 ^ 4 ^ 4-JaljicjJl 3 jjj4^- o^Jj * 4 ( % “ >e ^ 

^<ulal^AfijJl iUotiJl bjjS* ObL^iJ AJU.I OLUodl 

^*0 ^S" 1 ^ - 4 4 Ur 1 ^bdl 4_^J^i.l ^Ala^a 3jjbb| 3-JUJ ob .iNb ^^dea b«^® — o £ 

cSon-kwang KIM j cKim Sou-gwang libjr'b’b 1- %J\ (Kim Sou Gwang) £oljp 

y—- (*—od i—oaol 3ijy«il) jvb'oJ-i_»Jlj c(KIM Su-kwang j cKIM Son-gwang j 

ijUa-J jUil 3jtdt olj) J j , i!t J JijAi' jAs- CivAj-vd s\J>\j j»b £jy ^Sj {^jy^~ 


{ JJ^\ ^Jj^\ Ja^jJb dUaJjj 333^Jb <uip i i aS~ Jj»- jjyiJl *Lt-T Enermax 3S^iJ (^Liatl! l _ r J r )t 0^ jl (Y i) 
Ida yt a3jLa) 3f~~Jb Sjbti) i_3»-o’ Enermax Jo^__s ,(olji~» di» b—ojJJl j!i di ^ /) ^djo 

. Y • \ i ftp do. 3 j 4^I til*-** f>lS)T ^ jio jij 4 ^j/SCJJ ^iy. L^jjJ l _ r ds 

.C4ADS, Z.44X cfe Loaded: Exposing North Korea’s Strategic Procurement Networks (16 July 2019), pp. 41-42 (Y Y) 
Edward Wong and Christoph Koetti, “How North Korea’s leader gets his luxury cars”, New York Times, J&\ ( Y Y') 
Do Young Shipping j* £liaJl Enermax Jjj—Jjb^ <3. . /aal l oda J y (Sy-\ ibL3* . 16 July 2019 
.< 00 LAlj ^dlh l^l^l$da j^glp bbCfcpl cabS^ll ^Juajo 01 a:, a .-—ii ^^«dl ( y ^ DNS505 ^ 

■ Vessel seized by South Korea exported armored limos, imported coal: report”, NK Pro, “16 July 2019 ys I 

4 S/2018/171 j D Yt 5>iA!l tS/2019/171 >1 43it_J.I oda ot-Jo j^l ^laJ J* (Yi) 

■ o. spUJl 4 S/2017/742 j 5)VY Ji HI j* 
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aS^—J ul) (3 ^—**• jW^i (^r 4 AJbil otal^>^/l ^ L»_oj • b>jjj <3 £bljp j—**> 

fJ •( <L -~^ j—^ ^ Jl l^b^- Ojo o^j) S^Lr-^' 

|j-A jl 4jb>~*y ob«j.bc* CUi-OS j .AO*s? tS ^J (3 ^bb ^*Jji (J>i olpji^il 

J I—(j^-J .aJJ J—v^J cJlj b« olpji^ll 01 ^A^ll y AjIj a!—O ^^^ip ^—c*JyaJl ^•jbl^i.l 

3^-0*^ gA Q?P*y 1 AO*l aJL^-I 0-L& Jjajj . (Jj-s^^l (JlxiJl taLuiixjl aJLaS"*A* ij <U_02 aJ| 

. aojIaJI <3 (jv>-jJ-A obLSj oj^$l ^~*b ^j^-Ulitil obbS^Jlj ol/yi £^- 

01 (J>! V * ^ A *J^yJjj£ J bJllajj Ojl—»>«l 4 ^0»jj <3 ^JljP j—^ ^-jS^A a—Oj Lo-^j —oo 

aJU A_~^j>* j ^SsIlC J,l aLjj£ ^o juy AO * jb£*)ll y Jlxll ^\ 

01 (J,} oAJbS^LJbkjJ Ojl Olj *jj^ t * VU^ *1 c^ijJl ciiio J col I jj> oA a—v^j 015^ 4 aJU 2 j| 

^ c^j^i 4-JJ^j-* (J,l Ja 4|%-j^J jb£^ll ^ ^ aJI j^-lx—«J*I c-JtLl Ji lA a*jLJ1 aJILI o^ljj 

. jLsjJI ojlo| |J^m*»< aJ^«-\J 1 cob^lof axw®-^*o3 ©i-Aj 

^pl ^>e_oJ aJjI^- a^I^JLcjJI A^ot_oJl bj^S^ c*»L«^Lo cJ yX5 — o*\ 

Y * ^ 1 ^lp (3 W- ^ Jj--0 J>P AJtfjIji-Cjj 1 A^*-^Jl bj^* Ajjj 4^ Jl AJljj^S^ oIa] y> olA?-j 

L»*^J j£ (3 aOssI^JLC jJl Ajot_ OJl bjjS^ 4jj^-^_^3- ^ 

4 r *Jl—~0 ^ JjJjJl jjjj'yi (3 oOJjtlA obi—LoJlj oJjOp oly— wJ 

dJLIJL53 AJbl—^ J^Ub 1 —cjjA Uooj .(\\r Jl U * ol>i!l 4 S/2019/171) co^Jl 

jl^il ^ *\ O^AjjJJ l3ij AJ^l^lcaJl A*^*-jJl \jjjS* Ajj^-^dji- (j\*jb y>-1 ..A^b^jbo cObl- ■^s>- 

Ajob obLS"^_^b 4jjb4 aL _jJb ^sS"^LS J-OJ ^jjLSj Ojj^j yjJl ^Jp c(Y * ^ l) Y V Y ^ 

b-^oJl cOOj cd33o Ail-O^bj .^ ^L-c*Oji <0^|jb--vjiX-^l A^-jj aJ^I^A-C oil A^a*_oJ| b 
A^wOt-jJl bjj^A jj^-^s^- d^bL^ b^ 0*-*l5 0b*£o olj>-l (^OJl Jfctjb-w«jiOw*»l ^P 

Korea Ungum Corporation a 5^—oJ -U^- c-aI—~>- Jlj^l ^ loi J Aj^j^-bl 

iQ^ 0?^ <aS olikil OJ-b 01 bvM^oJl cO-X5^lj . aS^oJI o0-& jJ aJI ^pjj 

lO>A Cj^ O^bL-cJl (_^jJ wLoOtU l —J-* ^Jpji»l aS^JI Olj 

AwL^aJI oli*>btiJ Lo 3 AJbjJl i Y ooLJJj oljl/li i3j>~ Ajbic Oj^-v*» oJJo 4—0b>- 

.(Y . Ji>l >0 

JjLujJi iJlll Cj\f.\j£r\ ^ <->J&- 3' 

4-JU»l C-j|f.|^4“^ (3 ^bl-jA^- ^Jj jiil — 

a_JU.I c^b**w»^Ll l ^jA js* oys^ (Jl^«*i/i A.;^=jJ a^jjij^SsJ^I 3jL^ jJl 


j_L4 5_5—iJi jj>-fc f> .Via Mar della Cina 179/Viale della Grande Muraglia Cinese 484, Rome : (Y °) 

. y • n jv^/jb Ji ^ ^ o 

AjdjCill jbb>«i.l jl_4j vjlll Ij^l_ am _AA^a ^4 J_A/?|^0 ■ " ■ -'-'A G Ul aXaOJJ l_i~Jji L^lA^i ^J 1 ' OLa^IaIIj 1aaA>-jJ (Y l) 

Vbl^iiyJl 4»»*—iJl ^a—m;LajLj jvSly JjLJ iiUi j U tVbj^ivdl A»»«—iJl ^—^La^jaL' 

t S/2019/171) 1JL» J ^U^SlI JjJlU JA^JI t* Oi cs^-Sh jjjjS'l Jbi^l J,jj L-Jy j 

.(VI SjiiJl 
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bUivulj SLuJli jl 5JLu«Jli sSyjt -UjJj ol-Ubdl J^^pj iS,jLiJ.I 

Sjl>- r Q 3 oliL<L>iI) Jjjyill ^Ua^t; 5^-^xiil ^yliLdlj f.LAP-'ill JjjJl y* S^JLiil oL»yi*ll (jj 

ol__ <*y> 3_JalyLcjJl 5^_jijl bjjS"" y^ Sipls o 4> j*Lib .XuiJ jji'ill ^Ip l^iP 

JjjJl (J tdJJb 3 U 44~i>-l Cj^mS- i_»_^S"" (_|l y yjJUJ Sja-JUilj coyLii.1 o“>L>j«JJ oL^jyy 44 JL. 
Lijil (_Jyi>-J c(^ • ) lyyS”” c 0) ( i (^) t(c)bJUs-) :iJUit 5.1—sip'll 

t(^) 4 (0 j*^ ‘(^) VL*-jIjPj t(^) L~»Ipj t(Y) 4 0) t(^) 

/ TA ^(\ ^ ji^l ^>0 (f) -i-^>tj c(^) bji=r^jj c(^) 1 j)JL»j c(^) iiaJUj c(^) byJj c(^) C-oj^Jlj 


IjjyS^ \)j4*> y* 3ji^V' A—-AA1 3 Ap-li ol^>- 3Jjb£ Ji. oL^a 3 • 5 -'—v^j 3i^b 

yu>iitj c(Y • • n) m A jjyiit y- (a) A SjiaJl 3 5-Sjt^t CjIA)4-' 2 L*i—iJl 

JiyiJl oliJ^ oxj .(Y . u) YYV* jl/iil y^ rY SyLiJlj 4 (Y • 'ir) Y • <\ i jjAl y« U j A 

3 yAo yJl oLaj>«i>l aiiii 3 ^ 4 yjy^JVl AviAl 3 <lplyj 3Usj 3 SiUj 

■L.* dJl 1yyS”"4X. (_gjJl ^JLil il)l Jl oly-ULxJl L ya*j ji Ajj . “uHl! oblj^tD iiLgil 

•jX?- 5 3ji^ (Ji J-^ Apj^A. JJP Sjyv2J Ajsl^iCjJl 


3 “UalyUvAl 1jjyS"Sjjyga?- 3 ^IpLiil ol^i-l US yjJt aL Ao^t yyj — oA 

4> J *jl—,ail yu sJlll oYs/l— ^S^l\ —A a* oL ^ 51 : l^ u 

JL^j)! ^ww-L-^*yi LgJ5^L^j tw3jl .■>,£>U Jj-s^jJb) pistil 

^ (cJi- 4 oLy£>j^Jl ^!p OyLjJ»l 4-Lot]I 4i^«j I 4 -JLx>-I JjLw-j 

aIpIs d-u^-C cojjLJl 4li«*yi Jj>-! jA^a^S' 5yLdJ»l o^La^Jl 

c«>*y i j^ir jj»aj ^jji 4^w*< l^*<* yi ^j,i 4-^*_dji Lj^s^4^^-st* ^ 

o^UUll Jju; siLp- oj^l>- oL^l^ v^5/ ^LapS/I JjJJl J Ji^SlI 

4-wOtdJl Ljj 5^4^jj-g-ff^ ^LaJ 0^L«-*j ^•-^*]] ^j^x] 4-J_o-P ^ * * * * . .J 0yS- ^La]| {j* 

l^lw\pl 4-jLft^Jl oL-A d-cJJfijj ^d3lpL-w*» (3 X * <3 W^P 4 jLo jl 4-JtflyUy-VJl 

4-wo«_ Ljj 5"_vdJ j\ .-to Lr J ^^l>e_ Qjfc^’ 

.A-ftJiii.1 AJ^4“1 A^-d» Ojl**]] A-ol^-«jj <3 A-J^iyLC-XJl 


.oUlj4-i ^ L/ i r iJ^-L ol^V 1 (TV) 

ol gX-^sH\ JjjJl OiUtj ,UA Jn*<\ ol^LiJl t S/2019/171 UJjJl >3i ca^I—J l j^I ^jU; Jlp 

a5j —j ^LiJJ A^llaj j^p aJl -«^ s-\ ^a\\ _«J aJ^I^a^jJI a^j« jJl Lj_^ \)y^~ (j aIp'-a]' ol_g3“' 

g.l.^3 ill (J u-JL-JIj fcotaljjVl aa1*i].1 oLioJlj ^Aj*ti_v-*yi 'Mjy 3 Ajj^-**^]^ 

. JaJj 2fd] Ao_^U-l ai^aJIj S3j/£]V' 

Ji Jir^' • TY* j T * Ofr^A' 3 V t 3 i^' ^ ^Ldaplfl JjjJl j>» 0^1 ^ (Y A) 

c0^4i! \4aJSa~i j)\ UJUsU a~ai) 1 oUjJLil dlii 3 U cUli^ ^Jb* oUy, ^UspS/I Jjbl 

Ajj^g-^ 3i ‘t - -aJjj^I*^' oL»->ci>l c ^]jJ-J^Lclj 

oL«j>s_a Oj^ 2jy3-lj objjt^JJ -y2iJJ jolJJ jl caJL7\jT a_SjJ*j -LaJ jl aJ^I^^aCjJI a-^o*— 

. JJaiwJ.1 3 

y>j c“FASTCash: How the Lazarus Group is emptying millions from ATMs”, Symantec, 2 October 2018 Jaj\ (X ^) 
.www.symantec.com/blogs/threat-intelligence/fastcash-lazarus-atm-malware :jLj! l5 1p ^b» 
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JjjJl oL>J>s-A>l Jjjjs i j& 4»*-^iSsll aLo^JIj Jjlxl) L»-^j — 0^ 

. J*lbJl jL«jJl ^lylCJiJl SuytbJl bjj£"*g^ly (3 ^ **J AJaA^J*yi oJjfc l) 1 $.UiiP*yi 

^ (DL^Sll y& (3 <*-**! )gX)j 4^ 0>lhX?lpj <lLwU C->L®»>tAl 0 j-* *-Lu3_L) 

(1)1 J| J-^2Jtll ^JjAil t^JJj OjL^lj .(c-OjuVl Jl <J yp jJl 4blSjj £~* Jy®^- c^j-w^b- Jt«) 4jbti! 4-bii 
Jl gPjj C^uiJlj Ulxil L^iySuit J ^Ubll ol^kxil £. d\p% (OL4l J ipljjJl Sibj 
Jj ^-^sJb \JZ c^IpIaJI 0 I 43 U o*bl w^l) t_3l-L&*yi jLx>- 1 obJlSj^ ^>til olilbi o.5bj 

(3ji^Vl 5-1—v2>aJl (3 ^b^bJl <1)1 il 4d^L^>«jLl o^ijk a — j* i»l olpUfiAilj d)lw\JLJl ^wLp o^bj 

.4£jjl bilb^ 

L&Jjj-U ^Jl 4bjjr^J^/l oL®->tAl (3 _ aX^U ^l*Jl (^J^i.1 jji JjjyjJl d^bl (1)1 y* _ — *\ * 

c$*H W AJoTl L. yy lO U Jl > • <\ olyUll 4 S/2019/171) ^l^Ail ^t^Jl bj^ 

bj^S"*4jjyg-«^ ^ .«^?a) 1 J 4lpbaJl C^LgJ-l wbwbtjl d)b doli! ^jJl $.1 ^gp*b/l JjdJl 

<L**—JiJl bjj5^4jjj_^i^- (1)1 aJj^VJI ciib C^l—b?lj .^*^]gX ^*>U pistil L-^^-o-Li 4*jb AJ^l^CjJl A^*x —dJl 
(1)yibjll jUi4 C^>- 43 jja£M 1 gA.^jib <Lull U> !.-b*-j *}bjbj ULS.3 ^1 <L^!yLcjJl 

(iir^' JsAlJ .olyUxilj (jM“' <>* f4*J***J LojO; Oyj*bj tl-b>- 0 ^** <j— J OjUsJl 

Ojjkxil S^JL^il olJuJ^di U 4-**U- oL—mJ olS^bJlj ^LbapS/l JjjJl (1)1 Jl 

• ^ ^jbjjAfcJlJl 4^*^lJl b^S”" Ajjy^*^-. Aja*Jji»l 

\}jj^ajjj^s^- ^ aIpIaJI oL^J- 1 Lgj—jJ ^Jl oL»->ti>l d)l $.1—b2P*yi JjjJl oj_^lj — *1 ^ 

(j^* 1 LS^ • A^pLoJ^^l 4_^J-ijLl ^JUl J wbljxll jj^jgxll bv2jl (J»-b <uJ^l^S-CjJl <u^*_ A xJl 

^*--iJl bjjS^ y» a£*-Jm ai^p\ y J^bl J t_3jL^JJ cRedbanc a5s^_^ 

4_y£> aJp Ij _J-*^ly^l ,A*J»1 ^jrusj^^ikl A^-b <ui?l^fl-CjJl 

Obfl^ Jjjb A^> IjJJfij (1)1 J*3 AAtil $.bj ob-^Vl 4jtUb w*» 0^bjj j>P 4_L«bS^4-bLS-A Ajca 1j^>-1 

. Y Y (3®A^ j^bl cob®^sjLl c—--Jbc*»lj Js?b:l ob«^l*-« ( >> 5 ^’ (Jj)^>c-b ^aJLa>- 

cl^*^b®jdl <ukll^jJl <Uot_jJl bjjS^ Ajjy^J^- y» .-yg^ll (3 ‘dpbaJl C->LgJ-l (3j—w*Jj — *l Y 

Lg-oA xXj ^ja!j c aJU. 1 ol$.lj4“l ( j- 4 c-^^xil jl-b| (3 ^r;-bil olwbbdl bg-«Jj>si_^Jj c o^a—Jui.1 

(_£~bj o^lilj .obl^^fl jJ L yp\ oyLjJ»l 0*^b«»jt]l J jj 4^1^] 1 4^jjj^S\J^l ob®j>ejLl J*>b>- 

aJ^I^JJI 4-wOt^Jl bj^S^^C-Jo oyL*iJ.l 0*>L»Jt)l Jj 4^1^11 obk^til d)b $.\^a£' % )}\ JjjJl 

^A>eJL-c*o c4Jg ^Xo*y 1 OfcbA ^ip . yS' 1 4Jj^_^*o ^^bbi 3 b^b«->e_& 4bIII! d->lJjbtll ^1 J->eJL-^l 

^Ijjsx^w-b ^Li^bl oijJl 3 0*>b«btll t_3*yi bgb jjj—juj oUJflJl JjSL-djJ 4^>ij 4ju_v? (jj^Lgll 

OhAP 4ijj_^J.1 Jlj^*yi oIaj 4 j_b2jd! 4ijbJl viJJj 4j^i ll baijj . 0-b>-lj oj oyj_Jull o*>Ljtl] 


aJ *a trfjtl oL^4“^ .oj^S' aL«j^I 0U .t ^ r -*'* a ° oT \&~ (3 (v* *) 

AwJ*. tijl 1j y j3 ^ lJ_J ili} L & ./3^*>A I J*U 10 'u J_AJt» 

Labyrinth _j tRcapcr Group j tLazarus Group j tHidden Cobra tAPT 38 j APT 37 cjL«—_ d( odjs ja (fi) 
■ Bureau 121 ; iLab 110 j tKimsuky Group j t Velvet Chollima > t Labyrinth Choi lima j tChollima 

. “Asi fue El intento de ciberataque a Redbanc en diciembre”, TrendTIC. 10 January 2019 J&j\ (VY) 
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l)IaL f aJ—a_UL** o * * * JJL V L» J*>U- ^ Y * ^ A ^Lp- J 

.oJjfc £-Ju AjUJJ ^oCs^Jl lj? C^J?j a 1«-P (-3Ufiil 4 jL£ (3 O^wbCU 

(3 <L^ljJLCjJl A-w**-bjjS"* (1)1 JjjyjJl (_£^>-1 j-s^P O^Llj — IV 

. \b\jA£j$\ Ijj^S^Ajjj^-s^* U^Ufijl 0 *}L**JJ Ijj^S^ 4—(l)L>-*yi 

(3 < ^1-LaI ^Lp (3jLT^^V^ p^-v^sJI (3 jJl l ^ x,»xJ ^jsJl cJlS^ 

OjwL>- t^JJi Jtuj ^ ^lp L^iUfij £_.«^Xjj L?>^ tawlP -bijJo bjjS^A jjj-^-^ 

aIpLaJI c^Lg-4-l (JJlJ y ^Lp j£- Y * ^ ^Ip (3 ^*^^3 

oL-^jjj (JJ cY * ^ J cA*tlyL£jJl (3 (3jir^V^ p^—'^ ll ^ 

bithumb c^?yo Jl&3 .ol^* SAp SyLjJ.1 o*}L-*Jl oL^>jjj .SyLiJ*1 o*>L^)l 

^!p cIa !jA Aj^ljjLCjJl A***_*xJl bjjS^J Alpli oL^> 0yS_*xJ*i 

0%%* V yl—«*>■ jp T * W J3*3 ^j^i/J^L—£ J <3^b Jj^ 

5jl-^o>- j^p Y « ^ ^jba/jli Tj Y « ^ A ^y.1 (3 CiLi^-S l)L*j?^a jk —-»l (3 

Ajjj^j^- (3 aJpLaJl oLg^A 5)Ai (3 Sdbj (_j!p J-I-j Lj* cjljiil Jp cj*^jd l)_jJ-» Y * j l)_jJ-* YA 
oUj4 (ILL^- Yapizon) Youbit <-^>jy. c^oyu cdlidSj -U ^*—■*> i3j 3—«*— sJl b 

(JL^I ^ 3jU.I (3 W(f Y>W Jj^jI/dL^J (3 jX? i ojL^i- ^ Oji~»l 

Jj ioL|il kiJLL* (3 c^Ji^lj . J*>UVt 2 _vsjjJl jrt-t br cY • W >^a/JjVl j 

-i* —s^it b^») Jj' — ^jj oljif cY • ^ ^ _^L»/ jbl YA (3 UpBit 3 —•/’jjj ( _ s 1p 
J dilxJ 3Jb‘bf ((watering holes) “ijJ\ l~Ju j»tO^_v-l> ^rjil 

/ J-v? ^uisl^cajl bj^5 ^l )1 ^°.j-***~* ^ojjfC^Jl 

Jp Sjsl^aCdJt UjjS^ oLkjjtA (3 jjjiJl j»L3 tb (Jt Sib^tj 

,(j.b Y ^ (3d^~ eJi^bb (3 oyLdJ.1 Cd*)b>jcU Cdb/?^) 

*kji& C0jj3_ rt iJ.l Cd*^b«JtJl ^ b -^1^. obj^ej^l C^idjbJi ^J—^P bj-dj — *t 1 

jlbJl ^b4l ^ J o^r jJl WannaCry JjJUil ^by ob^ tdL ^ o . J Y. 

^Jl cj\Juo^c^\ .oyLiil (Bitcoin) ^y^eubt 3 JL«j«j ijdi ^idj c-JUsj cY * ^ V yjb»/jbl (3 

cd-i-l .bU ^bjJl j.> ^ bjJp Jj_^i-I (^]| Sy—dll aJU^Jl Dt Jl _,_^p <Jjd bi^f 
.o“>b»l*it Jp |*;X*xlJ oJdjeu iJUii ob^j j>pj o“>Lp- l^L^p ^ WannaCry 

sjijisi SJLjij WannaCry 0^bjj bb>i_^ b^»di SjdjiJl cJijj —“to 

yjfcj c(Monero) jjb_^ 3 JLp Jl i_il!ai.l 2 jU J Wby^ Coy> —dJ.1 o*>LjJJ ol— ^jy_ JjJs jt- 


Cr* *3yr^V^ *■'—da-aJ' (3 alpli oL^->- L^ju—d* \^ (YY) 

c^tbpj t^^_«-pj i. 3jl . ^ j b^a*j capliP cdldpl Y * * A ^tp a^bl^aPdJi 4 ma_»JI 

colS^ij c2iUfijl 

Y > t ^ ^b/jliJl jylS' Y J jjd »^>x-aj _jjb/jbt 3 JjL- iiij 3 Ab' c£-bl Operation Fake Striker 4i* (Yt) 
. Jjb c-Jj 3 d_j>-yJl \fijj ^ JU^j' j^Ip l^jlS^bi^w? b^di* YY j^Ip 
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^ShapeShift b^j^l (3 b*yL» oyLAJJ o*)L>-*JJ ^lAj>sA~wb t(_£y>-l oyLJU# aI^p 

c2jjl*Jl Syj_AJ.I 0 *>LjJI l.^.*yb l) 1* (jlxJbj c3-jLiiJl sjye* 2^_b’tyit aJI^p ^ys 

3-$4-' AyA_£ 2 _*Lp J^Jaj Li? c(Ethereum) fytfy.'i'i j' (Litecoin) jjjSo*>UI jl yySbJl J_U 
Jiji’ T < ^ A ^yjd\j.j?- J Bithumb 2 — ( _ s Ip lJDI olASU cJiJj .2Jjj—-J.I 
Jl Jj^Vl JU; A ^ JJ? cY • 'i A ^Ja—^/cyT J^Uj . (r ”VoBit 2_^ 

3Sj^J.t SyiAJ.1 LLuJt i_9^j YiyA i_sA4 o“>L»l*J.t obu i_jdbJ SAJbc* 2JLUL* (3 YoBit L/yy 
o3/U-l y* Jb^j .(Sj-AL. oUjlMj ^LJt SyLAJ.1 SJU^Jl eJ^ J,l£ib 

AJ^lyLcAJl a^ulaJI Ayyg-®^ aacA (_£AJl jyL*Jl y* jyi^j Lb 1 S^SaJJ 

J-Jjj yA *-ia_a jLT <^JUlj tbjjS' 5_My^- J Interpark a_p"I (3jJv^J| c£)L 4 ySy> f.*>Lp ( _ s !p 

,A~A>-Vl aLJI 

_AJl bjyS'*Ayyg-ff? - bgAt_A yjl 2yjjrC^J3/l *A->L>j>e3l 2b\_A?1 cAjl yyiJl y_ Ajj — TT 

f.Lrf2jJi (3 a!p 13 SyLAJJ c->L^yy ^1 p A^blyicAJl 

JjjyiJl 5 .LAiP*yt JjAjI (_£As-I cUeblj .SyLAj.1 aJLjJI yjAjCU bb 2 jl 2jslyLcAj| LwjtAjI bjjS””Ajjy£i?- y* 
jl— aIj .yjA^xii J^l—AeJl IAa ( Ja* y^)bc aJs» 1lybtAJl —AJl bj^S""Ayyg^- yU*4“ b*jb lisy^ Ipy btj 

J^i-L jljyjblj yyXA-Jl y>Aj«j Aja_Abl (3 SjyS””3 a bj AajAp ^1 jA_^aJ.I 2^-yiit liixi I Ap~l 

cJ/iV' (ii Jj—2Ul£*i ^ °W4-b 2LAiJt Jt UjyJj 4 U»l ; i(yJt Aaa*—_AJ i bj^T 

bgAjAjb jf ^Jl oyLAJ.1 LLuJt coy!—Ait o“>b«j«Jt 2jjip oibj (jl [J^jj .^^JlJLJl 

.ohtyU 2iaAol IbAj- 

0*>LjJ| (Jl ^y»y LJjjXSsJl obaJjtA J-AJ \*yS-y» O^L- (3 '-L2jt JjjAit (Jas-J — *\V 

jS* ~ aj y ojs^ly# lAJ 4 2jL^'i/ ALyA eAL^ly b^J oyl-Aj.1 

Ls-s. ^glt AA^3-1 C^L^iyJl ^J^i^tXib jJ^LaxII A?-l JjLjj .oya_Ab»t Ajyd APjyA^» 

^(TA)^.g jiJyJ (3 (Jil j*-^"2*^»bA 5 iy>-y> l_ii LLkA' Jl_-“jjj Jjy^ 2J^P 

AjA^xJt 4>-j ^jIp i_* _jilt il)b«_bsiJ l)L Sjb?- (3j 

L sA?l_3 i_i| bjJA^" AaIS^—A £jb A—b’ oyi—AJ.t o“>Lij«JI ^Ajixi “>Lb? b»jjjtA 

Ai 2Ajbbl ob^tjJl l)I Aix*j tjjjixil (3 s-b>- U. Laijj .^'"''^LJst^jXCAjt Lj»*_AJt bjj£"2jjy^?- (3 2Sy_A 


Thomas Brewster. “WannaCry hackers are using this Swiss company to launder $142,000 Bitcoin ransoms,” jlaJl (fo) 

■Forbes, 3 August 2017 

L &ij«0 ciij_ r wJ.I SyLill aLjJI jM-l S *^3 A1S"iSbAJl i_3jjs jl (Vi) 

David Carlisle and Kayla Izenman, “Closing the crypto gap”, RUSI Jail .5,—AL» cjUjjL. —_Ji ^ip 
Thomas Brewster. “WannaCry hackers are using this Swiss L-*aJ jhilj .Occasional Papers, 14 April 2019 
fyyA y* aA^-' cjlasbdl cJij US'.company to launder $142,000 Bitcoin ransoms”, Forbes. 3 August 2017 

■(L r-iy*) ShapeShift (yjo j* Wanna Cry 

Priscilla Moriuchi, “North Korea’s ruling elite adapt Internet behavior to foreign scrutiny”, Recorded jhh (W) 

■Future, 25 April 2018 

.Chris Doman, “ANorth Korean Monero cryptocurrency miner”, AlienVault, 8 January 2018 _)ai\ (X A) 
. Sam Kim, ‘TSlorth Korean hackers hijack computers to mine cryptocurrencies”, Bloomberg, 1 January 2018 jlaJl (f K) 
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Ijj—bu ^jjdJl *p ) jjojl»l aL*p Y © * * * lI|^" b* 

Ia«-L1 y J-i ^jdl otaljJ^U ^b«^*^ll ^Ll.1 *-b*b^ <-?**• _v^j 4j)jb^i»l aL*P aJjIP oib^jj IjJfljj . AiLjbl 

5ya-JiJ»l aLjJI jjJaj l*b& (1)1 jvP . CjLo->tAl odA A-J^lytlybJl A*A*_bJl \j^5^ 

o-blji* apIjo 3jjL-iJ.l o>bojt]| JjJ <LJL) A^l^iLcAJl <Lo*_bJl bj^S”* ^1 a>bJL^ 1 o^bj ^1 p Jaj 

.fUaJl jbUJ j*JUdl Ak^ S>bll aL^I jUyi fcjLl oUfljJl {SJScuSi boUucA-1 

^JjJl ol$.ly>-*yi (1)1—bo £.1—baP^l JjJLil ^j-« A*-bill ob«jl*lb 1—*^Jl (j}^j bolp (Jjj^iil k^j - “l A 
br* $1 r^V 1 kail J *l*bi!l Ol^l W^-bJ ^1 oL^J>l ^p a^L) 1 yl_~jbl a*^. lil£l 

.( Y T jijil J^jl) A^lylCAJl A-**-bJl bjjS** Ajjj4^ 

Jj*-a!1 jJjx! UJULl O^A^uwJl UwJ^> <LJij ^A^u*J Jj^b oyibJj <ILaU aS^Jli 

J £jj^£jjj* J 5-J^—~J.l c^ 1 ‘^Marine Chain Platform Limited —b> ojs— bJl - *1^ 
^jXj ( jjL-J 1 0*}b*l*l AilUll 0*A>&—*Jl aL-*J— * 6j ,jjtA A *0Xa Lft^blpb 4 Y * ^ A J^l/(l)b^J ^ Y 
aS^_ b d)b £.1 .y?P*^l JjbJl (_£-L>-j C-Olilj S^^Z+aJj Ajy*J 0*}b^P JjUL* <bp«Jl ^jjLwvJJ aJ^ 4“1 AjSClll 
br* ^'j caJ^I^IcaJI a~*— bJl bj^S" ajj^-^ £* ol5*>U U Marine Chain 

CU*li ^jJl Ajbl^lCjJl A^ot-»lJl bAj^j-g-ff^* (3 pb^2_aJ\ (3 AipbsJl C->Lg-4“b cS^^p aJ AS^-bJl 

(1)1 ry> d)l ^1 L»/2 j 1 jb?*ll aJjA) 1 Ojbblj . Cbjfb*yi A^*b< (3 olS^b* £jA jl^ob 

Marine Chain a 5^» J .SyLiJ.1 c/>L^Jl j\y^\ ^ aJI^ 25^bJl A^a^uJ.1 Jlj^S/1 

jl^il ^ U 3 jAa! 1 (*LSUt ^ ^JjLdl obbi^il >»j slJLLI ol^l ^ ^^ 

.(y * w) Yrv© 

Jonathan Foong Kah 011^1 1 asT Jl jjyiil ol^f <^iJl J-a^I - V * 

Marine Chain Platform Limited ^—bJ JjSll (^i-oidl JjJ—~Ll ojUxpb Lj^j ^ lx ^Keong 
^a c^SljJl (3 caS^— bJl bJJb« d)U c(Y*\V^ 0 VA olS^—^ J^e—^ (3 (*^j) 

Vr/ >»Sll Jj^l (^i*Adl Jjj—^J»lj ^>-^il ^b::—wJ.1 jAj cJuhen Kim 

obbJlj ^bjJl 2il5"OJtijj .OujLb^^l Oj^Pj ^ji A^>-^« j>»ljl J*>b>- AS^-bJl Ak_bJ! 
05—v^J AS^—sbiJ Ad^-lwdl cJuljAb A^jli £.bxX—w*»b 4 (3 ^j CjlxX—*^J»1 AJ?^b ^jP Oj^l—yfiJl 

obd> *bAPj 4 ^^Jl j^blv*d.lj o^jjJl 1^-U? Ajb LijI ^jjyiLl jLJaJr 


j* 3Ux~-< oUjLw Y i t) J/j . V * \ A >»--»/^ Y j Marine Chain Platform Limited cuilpf (i •) 
. lg:lg-tjlj lALkpl 3iaji- ^ ^ia>- 

jl cj^L>s- (Jl ,jijo jjp ——11 2^1 l-l-»j jjj—£Jt l-l-» O' —tap’ll OjS^i (it) 

CjLaX* Jl Ji^2 JJ> JtyJZ^S.] JsJij UjjJJ jjJI o44-l) 4>i»JI Ltlic (^Jl ol^i-l J4~~i 

.oyLiil o'}!—*!! ijj>-\ 

ja ,jjafi( itj* iilL; iSingclass cJtSj -1^* SjyU;—- J t£^Jl ^tkill J J-j«j 01^ (i T) 

:aJ_ja1I 4jj?*JI i-kill jJj) Hung Tae 1 tAJsJitAJl iL,«_iJl hjjS' jJp jjJl ^-il 

J 5^» JjSf ^j_yjj pS J-^jlj .(Ao t • o t A :aJjaJI \j>^>\ 4-kd.l <^aJ J^^—jJI jjj) PyongHua j (At > t o 11 
Jl OtS^ Ajl Jllj tiliil OtW—jl aL~1— A*UIj jAjjI- AjL A*~ij ^ IaUAP Y • \ V 4j4/—3 

. ajJjJ.1 aSJlJI oU_a aJLa^J Ja*1I JjL—-• 4_3 Jji^ - 
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-b-X>ejJ T * ^ A 0^15"* ^ A (3 £JjS ^S~ 4jtSj 3jjl_JUl~»l 

ijr^Jl Jjljj'i/I 2?^" es^ 25 ^aJI t-Liob SJU^xlt j»l_jil jA*j aaJLS^(_$. iJl 

.(YA Jl Yo oUijil >Jl) 

SjAux* oLL>p *-\f >r \ i3 .-& c3S^ AJJ sJlil oLL*Jl) jjLcj L~sj — VI 

Jlij . ojjili;—-» (3 3JU 3—-*—(_gjJ <u5j—AJ ^Ul Jij—sail <—A——3-1 ^ j»—-b 

(Marine Chain 3S^A ^ Si-Aicj J 3*jb 35^£ ^ gJl) Singclass yjS^-A> oL~=>- (*A^—L- 
dJJS —j oL—1*J AiPj yy y olpjiaJ.I ^yilj op jiJiJ-l o-i* ^jaJ 

“(jJu& LI5" <_sJLit oUj-^xLt ob'i/jJl ojj^jJj Xs~J\ cpL- 3-I LIS” - Singclass 3S^_£ uL-> d)f yn 
LgJ5" (jiy I ® • > • - j Y- • • • u¥. £JL$) o'—-3-1 ij j*-^" Lfr*ia j3' ^Li' oJlSj 

,sA>- Jp 3JL»U^» JS3 3l_^jO 3S^_i j»lAj>»y_-l (3 \jy 0 ol(jP 3pjiX» 

Aaj-—A_» jOJ Singclass International Pte Ltd ^—A jp C-4 gjJl A-iLil yjuy 

.3jl3-l oAa l)Iao oL-bui—Vl y Ajji jp-y Y V (ji^l i3 .(Y ^ Jji^il jkil) 

OLojxJl 

tJ-2x-J.1 J OlpljJ-1 jylAJ 4Pb_^ Op csjOaJl ja^I ( _ r ~U iai—j Lb j^l ^y - VY 
^gjp cibubU Jukl^dJ I 2... -.ll bjjS"A jUJ bLb gjjl OU^til ejjk?- ^gjp 

.3^15 j^P ^Js- .bUl ^Lal Obljjl jJy Jjjjk Jp Oljl/Jl 

JL 0*>U*Jl A^Jiidl Ua^-ljS ^gkid LI tl_4 pVi JjdJl Jjj^j LI ^^uuj - vr 

.Cjj«-jL«! cj^A-^Ji CjLpj^j l> 11^ J U> cLJLl d^LAiLl ^^' j^p LJLl 

aJLI OL._MijLl ,Jl typry iuiJiJ OLI^-J pi_LapS?l JjdJl J&cj LI tfl_^as3*i' d^Pj 

JbJ! dr 4 ^' cP^ ^A4 (a y LLll 0*>L»jdl JjlAJ OLA^- J-»_Lj L) 

bj^5Jpli Ol£?- _ mJ. 1 J b£ LI J-<k^; (^il ou^til Jap- y> 

.Lkl^pfijJl JLyLJl 

CJ%^\ OL>jj)j u^jUoLl L (AJi!>I \£[*Miy> ^L3 flbapS!' JjbJl JiS^i LI ^yuaj -Vi 

rt««» .ill bj^S* b£ a jib ^Jl 0jjj__jJl 3U t.iSll 41 fly ,«.a joIAj ibPb iijS «3>Ll 

Ol>bL^x!l LUu OUjJLLl Jibi J 45 jLLJ>I julAxJl eAa J^LJj -iLjlJ^V^ pLaail LkljPfidjl 

JLJlLl oLJiLl oLjLw Jibi jZJo J+j y oI_«w«iJa y iSy-H II SJLl O L . _ ojLl 

UbL LkbsA-l ^u -^J ceijAC d_^a3 «lj^ iaj—ub- iJajl —naJj 

^Jl OLmiLmJI •Uadj t^SjfLLll <UPLa^-*^l L^iJjiil caJLmiIj LpjxU A^jAJ O'jji ^.Jabj t^lkbb 

.IgPjSj Ayp Oloa^JJ JakP cj*kJl Jl Jj^jJlj OUjJbLl Jibi ^kd 

^1 oU?-'jJ' yixt oyL_Li>l o*>L ijJi ol—^ajjj ^'jxJl ^L-baP^I JjdJl JLS^i LI — y c> 

OLj^3-l •bjjij t4Aj«iJ.I 0*>Lbd.l J»j»3 ^ ^jLal' J3lP j^jAp 

IgJp C—<aj3 JjJl ObLSOl Jj_^?l •L«^j lOU^Jt ^j3j Am Obl—^3-1 ^jP OLjLiS 

Obi yi■ h. Ab Lj& Ul Ainu ^1 O^LUS.1 cl^alij O^ ^Ij 

,b£ JaJji jl dJLPld Olgar 
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(jlp djeu oU^ULl JibJ j .—»wJ ^Js- UjA3 (.\ .frfrVI JjjJl jj*j <1)1 - VI 

JiUs) OljiU« iU£b) (jjJJlj (o*iL%!l ju ^-\j d)jUi <L«li} Jj^is i^ 9 ^' ijyj*_-A*' 

o’ijlil ij u i£ Jpju. ^Usa!' li jiycj g%Jl OlAjA^sll b)LJbj b)jbw)lj oUjL»S.l 

4-J^»)l 4 J I bSljAij <ul?I^AC«Ul 4««» .»!' bj^S"US ^jj)l 

ObUS"(Jl Lgifijj OUj ^-1 jw Ob—jjUil J«—*a 2 t Jiti dib tOUIji-l 

,4~*i.l ^bM £tka!l 


^taljjJb JjLcb L-«-j 3 ly>-jA L_£ ^JJa_ 


ball 3 U ••.-.Ml 


j»LJj| ^J_P ^pjl ^Jp c£j)j«^l l—g^rb j{ -X-AjJ A_Jg|jjLc jJI . 

Js*—^ ^ 0 Lr- i >‘ fh •<£> “ j 4 


<UjL—Jl (^Aj'Aa)' 

^jjJl jJl 

Jl Jl/ ^ - VV 

AjJl/ <— 


oAP oitLlj .jj^AxJb aJj^. _jJ»l OjfuiJl J*}bi- 0<3 0 AliUg ^xlj (^OJl Jpliil 

.V ^1 A^-l*l»l <oIp| Jji^-* Ji -^/j^l Ob—JJL> iSj^~ lb} b* JjJ^- ^IfiX—^ b£l J^yiJl g.1 Qgpl Jji 

^1 JjL*l ^Ip 5^SsJl« C->bL*P Q*Jg>-^J Jjj . O j ^—^a i^jLuaiM $.li»| JpIjLa >-Lwv _*io JL*_J>l Jl/ *blj 

gA Qgp*yi JjwUl <Upl*-JI»*yi A/Lc*-j^Jl ilj^Ll (3 «»o' Q*]g>-^Jj .^J j& 

^>ell Oj^wJtjjJ Jji^ 0l$ (_£j>-l J Qp aJj^ O^JwLaj . AjL .^il ( j/2yu Oj^j Oi 

fj^W* 

^Ij^j <3 Lr^— J|j ^ aJjAJI o^lilj — VA 

.AjjjOl AkxJ*yi) a!^ C->li . jL^xi^j (3 

“^>1 vSfl ob” ^31;_^ ^^ *!/-! jb>Jl J_^ cOJJb Jl Ail_ 

,(y\ jijli >ji) (nn s>iJi tS/ 2019 / 171 ) 


Jyal^jlj <U*)UA*i , )h (3^^ Jjr' (-Aj'AaJl ^-alijJ OljbJ jljuj 

((l-Al Jijil cS/2019/171) cS^it Sj^-aSJI (sr) 3i;l^Jl (JJlJLUl ^ Jb.JLsM jl>il Dl - A . 

frbJ^l SJlSj l^ ^ lt Ojl_£l tjrcoijjij (Y • ^ ^ jjb«/jbl ^ j i ij jUal 

^ip JJaJI DL«^flj 4 Y • ^ ^ <tJj ilj_}£ Y i (3 buijalj c^ ^ tj- 4 ji—*“■* —•* 

c^U-^xil c-aIIAaII 4,^.Jg j*)/ *u-^»ojJl c-jb^^i*l ^->4 *0) l)Laj 1 b o^)A5 

oLNl aaI^ (Jl^b>- ^JJLtjdl s lj ^ ^j 44 _^1 -s^Jl *aJ1 4 —^^ (3 


5-SC-aSCj Is 


,—-f” (iJlS” Y . n jsb*/jbf 1 _, i J 4iY>U=>l f ^1 *_i3tJLaJl of cobL. ifl) Jf. *\j$A J&U (ir) 
. Y * ^ ^ A*Jjj/j^j4 Y 1 i$ 1 " ■ sllsi ^Jl (^JljljJiD iL'br 4(_$*AJ»1 3ji-^S ( OjlAi o - - ~b fl Ojy^o 


. y * n Ajjj/jy y i (iij/Di Jjjs^ii aLsSii 3jis3 ( 11 ) 


l—«IP 
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Jj iJu c ljuJJ oil_viil SuplsJlil jvkJt ^Jp Sj-UJIj cAsilaJt \ _,pUt 2 JibJl 

^*jo (jJl Ax^^gli jLio (Jjjjiil 3 >i oL»-w^aj f-lb 2 .pl o-odi cY * ^ ^ aJ^j/ 

(3 J_^l JjJj C^w>- aJ*?I yLCjJl <L**-jJl Ijjj5^ Ajjj^J- J-alSs^Ll AjjL I 4 

^P^Jl ^ipj . 4 JI*AjjL i^Jbl Jjljl £s~*ljyj aJI*3 (_^JlL| Oj\ yfljlJl AjjL c**xJl JaJ| ^a\j ji 

a1^L>> I 4 JLA, lJjjUJLJI ^liJl br* bjjS^ 

J— o\y 4dUi .(o-Al Ji>l 4 S/2019/171 J 1 o^aaJI cTY ji>!) ^ ^-Lil 

lJjIaJIj objfi—ol*-w*ll liJJi (3 4^jlsM (3 ^Js?l^AJTjJl 4^*—bJl bjjS^ 

. (""I oyLaJl c V Y (3®A0 clr^J (^JiJldJijg 4jjJjtxi.l \^r\ji 

<La>cJ.Ij AIX—Jull <Lx>ejJl ^Jl ^lp j1^JL_^»1j aJ^I^JiSI Ju>jbj ~ A\ 

l^-jlp wLoJotJ ^jJl Aj-Uj3“I aS-L-J^ bJJi (3 4AjjL_-^xil vJtfUil) L^-ljjJ ^Ja—^ c^- 

.(.(r-At ji>l 4 S/2019/171 J O 5>i!l 4 TY J*>l)) 

^ e i;t j^ji 

OL-Jj t>* ^ ^ ^ jjU/ jbl i J t£*^' 8 jj-a3 ajjL^j uiS'ds 



■ (uydl) (Planet Labs, Inc) *V c~Jbb ‘(jLdl) Sy^SCll JySpJ «-LiVl iJlS} : jA^alt 


Ols-lj^dJ o^j.|iggl»l jS> — L*oLo 

oJly> 3u>j>it jylJdl ot ^ t(Y • 1 v) Y'nv jjjiit ^ To SyLiiJ lisj - AY 

jjJJ Dl jl ‘UajyijLAjl A—^jt_(J »*Jl> Ajl_^Jb/l Ajs-UJl Sjl_ ^> 

j3 o,XpL**JJ dfl-JtoL S«1U .>>U jdj ^Jjdl t -j\ A la:U 4j 

bjjS'Y * M jlj^ 3 (3j —~d jJJl 

Ajj<_^Jl J ,_i'ilt ^-^3 l -^’ (J_jS"is t S^Jsst _jJt 
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3 IjyOl LySp.1 ^Ub!! JJLS} Ljp cuiLt ^1 Sj^.jJ-I 5 -j/j of ^ . T Jl Y ol^iJl tTY ji>l (i») 
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yaJlj oLllj 4>c_yaJlj AjOjtXilj $.1 JJtil ^ ^j£b>-LX>-l 4jl—wJ^/l SJlpLcJ.1 4^-1^ 

c-aJ/u SJj>dl ^**^1 ol$.l^>- Ob ^jJl 3j yal^iil ^jjULxib ^1 p JjjiJlj 4 a>* yaJl AillaJlj 

t_3j-yaJlj oLJ*lj *u>b ^ail AjIp^JI Co^l^- (3 c3^1 p^ o2>j) .^a 3 ^ j\P o^L-ya 4-oL-*^o| i»_*3ljP Lg-Ap 

. ^4jLocyaJl oUi-U 4 j JJtOlj ^>e-yaJl 

^*^1 o^lS^ I 4 cu*bl ^bcal 3^» cj^l—wJl ^ Lg-Jl OjjjiJ (J c^jiJl ^^>-j — AT 

Lg^-l^j ^a*_Co <3 ^JS\_Co Co y 1 S^j-yaJL® j\P L-^ljP l^JLp C*yy^ c4yb-y*o^|l CobJ^*Jlj Sd^-ci.1 


0 *Ap 1 _A iiu 0153 .(wn SyLill cS/2019/171) U^lybydl jJl J 2 LSl_ 

/vT n Jj -M;_-ail oluJl jLilj 2 L*JUl ^ oUUp^I i/te J Ji^txil o^U- U* OL_ ~Jj 

01 .Co <u^>-^xjl ££^LJ*1 1 V -Loidl ^1 p qJlpI «»J»1 S^StL® 4^>&iJl co~L<cp! c Y * ^ A ^**lg ***p! 
Jpj .^^“juIsI^JlII 2 u^t Jl 3 lJL^V' oUpU .1 JUa^V oIjlipl JL* Jj-aJ-I 

_Oo Lg-Jp 4-2^1ji.lj f.lip^/1 Cob-Lb ^ 4 J_yabaJl 4C-*jil Ojruiil J 2 _^yX-* ^yobii£l (0^ 

Lgot-xj jJl 3—**jLib Oljtftfb cJiT—bJ»l oi-A ccxs Uj .4-i,—sa^ SL3 3^ be—**»! jA ^li 

JSy*j cjbbixll 3Jl*Jl 4 -o 1 yaJiJl CobVjJb AJaJ^il Co*}L*bti.l (3 ALx-dlj 4-Jlll Col ^jll 

J (j\JjJ»l Ol^-*-Jl ^1 p ojLO 5 e^sljP aJp C^oy b? c4-oL^o*yi CoLJixLlj 3 J^xll r S/t c/iflS} £4t* 


. 4-blyLcdJi .U^icjjl Lm/ 


jjP jG*il yp <U—Jl j^a A^ciJl 4-yutLt sA?lxS> 1 j^Sll 0*iIS j ^Jiaj t)L jJjjiJi — Ai 

JO-li U jik^ai OLUjJ' OjOOiit (^jIp Olfrlji-I Igil^ a^j.-aiil 


pUaP'i' JjOil — 1 *jLo 

.rr j»>t >;t to^i ^ Sjo-Vi ^UipS/i JjJi ^lar <V jb ^*>u - ao 

l ^g)l (Ji/iJl jS^ij . "illij-t |jj_—^>ixll (jl ^>-1^ l^UPjjj «.LvaP*i/l Jj-iit Dl Jji/iit 

bjjS^JL »p Silc-I ojJ.1 i_i_jJjlij s-i_lip'yt Jj-iJt a-Xs^t 

jkJbj cdlii Jp 5 j*>Uj .(Y • ^ v) Yr^Y jl/it ^ A 5>iJb SLp ^jJl Jl sJal^.JLJt 5 _c«— iJt 


2019 DPR Korea Needs and Priorities, a report from the resident coordinator for the Democratic jJiil ( £ V) 
oJpt jjH tY > i ^ (>hd \2\jjij\j Jl hjjS' ot^-Lx^l) People’s Republic of Korea 

. Y • \ ^ L fJ u, l jlii 


(£a) 

. www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/1718_implementation_assistance_notice_7.pdf 
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l)1 <L^*I p jjjjiJl ^ J—sio cJfi-ai \ji jAj TV La^wXpj SjJ.1 cJj— jjjLSJ <LpjJ <3 ojIaxJI 

. L^jjliJ 3 SwUiilj 4 -LJaaII oU^Ltll f-U^’ % ^l Jj^Jl 
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dU_JJ.I_j iSJlil OlgJr'j t jd_jdl ^J—Jl jLf ^Li 01 s-l—baP*jl JjdU ^yuu - Y 
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jlydl ^ 0 O j Aail .ill g;il J 4 .lag~) OL^id. .tt> -s J«_aj oL—Lp J l.a^Pjl «jal 
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aS^-Oj (0^—a ^aj-OJ jt-S" t Wise Honest <UyoJ' Olla-3 AyxJJ' Ob jjAyi!' ~ “t 

:aJjAJ' Aa^^' ^aiad.' <jaJ J^s—aJ' j*3j) aaa— 03 A^JlS.' Korea Songi Shipping Company 
J 4j*>te!i ja JT jjAJ Korea Songi General Trading Corporation i— t (01 * V ♦ £ V 

.Olfrl^rl ,%bl 

ObLS - ’OjLyy jaJJ' ^jAlat-OSl' J y-S eilpj Ooy «.L-4 pSI' JjAJ' jj*J O' - V 

.AaJUjjJ' ObU'j AAaOJ' 0*>l?y~J' ^'A^yuab cl^jO'j' jjj AObiJ' (J lajlc' , l Aifj»La 

(JJb_vd.' (J O't'ji-' jy'.U apL-a OP iej^ai\ j~b£ JaL«y db Jjayi!' ~ A 
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j\P ^jlp XlJi ^UaJ O'O'ja} OJja JjA^a jP O'j'yi!' 

OL~p^'j OO'j^!' 0*>U*!' odad' UAp1_j3 ^JaH O' jiUaP^' JjjJi JaSo <1)1 ^^Oy - ^ 
ctUasS^I' OPj .oyLii' 0*>laAd' OUaj^ OJJi J U colli.' OUoM OlSyOj aJ^aI*' jjP oil!.' 
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A««» .ll' bjjS*Ajyy^Sy b£ AjAj OjJj pll 4la .tii*jl a!S« .«a jy'O ibCb tOjfl .«!»' 
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Annex 1: United States submission to the 1718 Committee of 11 June 2019 


June 11. 2019 


Dear Ambassador Christoph Heusgen. 

On behalf of Australia. Austria. Belgium. Canada, the Czech Republic, 
Dominican Republic. France. Germany. Hungary. Italy. Japan. Latvia. Lithuania. 
Republic of Malta. Marshall Islands. Federated States of Micronesia. Kingdom of the 
Netherlands. New Zealand. Poland. Peru, Spain. Slovak Republic. Ukraine, and the 
United States. I have the honor to submit to the 1718 Committee a request for the 
Committee Secretary to take the actions described in paragraph 5 of UNSCR 2397 
because the DPRK has breached the 2019 annual cap for refined petroleum products. 
Anached. please find a report detailing observations of illicit North Korean refined 
petroleum imports. When these observed illicit refined petroleum imports and the 
reported imports are combined, the aggregate amount of refined petroleum imported into 
the DPRK is in excess of the 500.000 refined petroleum cap set m UNSCR 2397. 
Specifically, we request the 1718 Committee Secretary take the following actions 

• We request the 1718 Committee Secretary issue a public note verbale to all UN 
Member States, and for the Chair to issue a Committee press release to inform the 
general public that the DPRK has breached the UNSCR 2397 OP5 refined 
petroleum product quota for 2019 and order an immediate halt to all transfers of 
refined petroleum products to the DPRK until the end of the year. 

• We further request the 1718CommitteeSecietaryupdatethewebsitetouiclude 
the illicit refined petroleum imports and show that die 2019 quota has been 
breached. 

• We further request the 1718 Committee to include in this note verbale and press 
release a call on all member states to immediately exercise enhanced vigilance 
against the DPRK attempting to procure additional refined petroleum products 
and to prevent illicit ship-to-ship transfers of refined petroleum products to 
vessels owned, controlled, or acting on behalf of or working in cooperation with 
the DPRK. 

We request the Chair circulate our report to the 1718 Committee and our 
proposals for Committee acfion by today, June 11, 2018 under the regular 5-day NOP 
process. We thank you in advance for your assistance 


S 

David Yardlcy 
Political Coordinator 

Permanent Mission of Australia to the United Nations Permanent Mission of Austria to the United Nations 


Sincerely. 

Philipp Chanvath 

Minister Plenipotentiary 

Deputy Permanent Representative 
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Permanent Mission of Belgium to the United Nations Permanent Mission of Panada to the t Inited Nations 


Ham Stolina 
1“ Committee Expert 

Permanent Mission of the Czech Republic 
to the United Nations 



Jos6 Singer 

Special Envoy of the Dominican Republic 
to the Security Council 

Permanent Mission of the Dominican Republic 
to the United Nations 


0Sir- 

Antoine Michon 
Minister Counsellor 

Permanent Mission of France to the United Nations 

Mr. Zoltan Varga 

Minister Plenipotentiary 

Deputy Permanent Representative 

Permanent Mission of Hungary to the United Nations 

Kosuke Amiya ' 

Counsellor/ Alternate Political Coordinator 
Permanent Mission of Japan to the United Nations 


Al 

Christoph Heusgen 
Permanent Representative 
Permanent Mission of the Federal Republic 
of Germany to the United Nations 


Ludovico Serra 
Political Coordinator 

RcrnStaent Mission ofllaly to United Nations 




Agnese Vilde 

Deputy Permanent Representative 
Permanent Mission of the Republic of Latvia 
to the United Nations 
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Permanent Mission of Lithuania to the United Nations 


RE. Ms. Amatlain E. Kabua 
Ambassador & Permanent Representative of the 
Republic of the Marshall Islands to the United Nations 
Permanent Mission of the Republic of the Marshall Islands 
to the United Nations 



First Secretary 

Permanent Mission of the Kingdom of the Netherlands 



Deputy Permanent Representative 
Permanent Mission of the Republic of Malta 
to the United Nations New York 



Renee Yap 
Counsellor 

Per m anent Mission of New Zealand 
to the United Nations 



Kamil Mielus 
Political Coordinator 

Permanent Mission of Poland to the United Nations 



Permanent Mission of Spain to the United Nations 



Enril 
Minister Counsellor 

Permanent Mission of Peru to the United Nations 


Peter Pindjak 
Political Coordinator 

Permanent Mission of the Slovak Republic 
to the United Nations 
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Olena Syrota 
Counsellor 

Permanent Mission of Ukraine 
to the United Nations 


David Lee 

Deputy Political Counselor 

Umted States Mission to the Umted Nations 


His Excellency 

Christoph Heusgen. 

Chair of the Committee established pursuant to resolution 1718 (2006) 
New York, NY 
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REPORT TO THE IN 1~18 COMMITTEE: 

NORTH KOREA'S BREACH OF THE UNSCR 239' REFINED PETROLEUM CAP 

(UNCLASSIFIED) The United States and its partners remain gravely concerned about the 
degree of UN Security Council resolution (UNSCR) violations that are occurring in relation to 
North Korea's (DPRK) import of refined petroleum products. UNSCR 2397 operative paragraph 
5 restricts the DPRK to 500.000 barrels of refined petroleum imports per year subject to a 
mandatory reporting requirement. Any Member State supplying, selling, or transferring refined 
petroleum volumes to the DPRK is required to submit reports to the UNSC 1718 Committee 
informing it of these transfers within 30 days of the transfer m order to allow the Committee to 
maintain an accurate accounting of the DPRK s imports. 

(UNCLASSIFIED) UNSCR 2375 operative paragraph 11 requires that UN Member States 
prohibit their nationals, entities and individuals subject to their jurisdiction, and their flag vessels 
from engaging in ship-to-ship (STS) transfers of goods or items being transferred to or from the 
DPRK with DPRK-flagged vessels. Nevertheless, the DPRK continues to conduct STS transfers 
as its primary means of importing refined petroleum. This report finds that the DPRK has 
exceeded the UNSCR 2397 500,000 barrel quota for 2019. 

(UNCLASSIFIED) As STS transfers to DPRK-flagged vessels are explicitly prohibited by 
UNSCR 2375. the peipetrators involved m supplying refined petroleum products to DPRK- 
flagged tankers fail to report these volumes to the relevant UN Member State to avoid self- 
incrimination. Separately, there are observed deliveries occurring in select cases from non 
DPRK-flagged tankers. These deliveries are made by vessels likely under the control of the 
DPRK and whose associated volumes are not reported to the UN 1718 Committee by any 
Member State These vessels include the NEW REGENT (IMO 8312497). the SEN LIN 01 
(IMO 8910378). and the VIET TIN 01 (IMO 8508838) - see Table 1 The cumulative effect of 
these deliveries is that the UN 1718 Committee's official accounting of the DPRK's imports 
vastly underrepresents the volume of refined petroleum products that actually enter the DPRK 
via its fleet of oil tankers and other associated vessels. UNSCR 2397 ’s provision limiting the 
DPRK's ability to import refined petroleum products is intended to tighten sanctions in response 
to the DPRK's development of nuclear weapons and ballistic missiles that threaten international 
peace and security and are prohibited by numerous UNSCRs. The restriction on the DPRK's 
refined petroleum imports is critical to maintaining pressure on the DPRK. including those 
parties responsible for its WMD program, to achieve the final, fully verified denuclearization of 
the DPRK As long as the DPRK continues to import refined petroleum products with no 
accountability at the UN, UNSCR 2397 operative paragraph 5 does not have its intended effect. 

(UNCLASSIFIED) In order to ensure the full and effective implementation of UNSCR 2397. 
there must be an established methodology to evaluate the volume of illicit refined petroleum 
products that enter the DPRK as a result of its UN-prohibited STS transfers with DPRK-flagged 
vessels or deliveries by non DPRK-flagged tankers that Member States fail to report to the UN 
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1718 Committee. As stated, the responsible Member States supplying this refined petroleum to 
DPRK-flagged tankers and vessels working on behalf of the DPRK via STS transfers are failing 
to report these volumes to the 1718 Committee, so an alternative methodology must be 
established. UN Member States now have one full calendar year of evidence that these volumes 
are not integrated into the 1718 Committee's official accounting of the DPRKs refined 
petroleum product import volumes. 

(UNCLASSIFIED) This report seeks to once again establish the best possible methodology for 
an official accounting of the DPRK s refined product imports procured via illicit STS transfers 
with DPRK-flagged vessels and other delivery volumes that are not reported to the UN 1718 
Committee. The DPRK imports refined petroleum products primarily via STS transfers. The 
DPRK operates a fleet of oil tankers capable of carrying and transiting petroleum and engaging 
in STS transfers. This tanker fleet is identified in a series of U.S. government maritime 
advisories released by the Departments of State and Treasury, and the U.S. Coast Guard These 
tankers are constantly in transit seeking counterparties with which to conduct STS transfers m 
order to procure refined products to deliver to the DPRK. These tactics and patterns of behavior 
are well documented in the aforementioned U S government advisories. 

(UNCLASSIFIED) Following the procurement of refined petroleum products via STS transfer, 
DPRK-flagged tankers and tankers working on behalf of the DPRK return to ports located m the 
DPRK that are equipped with oil unloading infrastructure in order to lift the refined petroleum 
products from the tankers so that they can enter circulation into the DPRK for consumption. The 
Nampo port in the Taedong River is the primary port used for tanker deliveries as it is outfitted 
with the necessary tanker unloading infrastrucmre. maintains substantial refined petroleum 
product storage facilities, and is serviced by rail lines that enable the transit of refined petroleum 
products to petroleum demand centers throughout the DPRK. It can be confidently assessed that 
this infrastrucmre. and the tankers utilizing it, carry only refined petroleum products given that 
any contamination of petroleum poses significant risk of damage to end use equipment of 
petroleum such as vehicles, electricity generators, and other machinery. As a result, this 
infrastructure is not utilized to transit other substances as it would pose a significant risk of 
contamination The United States provided images of this infrastructure to the 1718 Comminee 
and Panel of Experts on September 17, 2018 as part of a previous report on this matter. Those 
images are being resubmitted to accompany this report. 

• The first image (Report Image 1) shows an overhead view of the Nampo port, the 
DPRK’s largest marine import terminal, and the associated onshore refined petroleum 
product storage infrastructure. In the image. Nampo’s offloading infrastructure can be 
seen clearly. On the right side of the image, a DPRK-flagged tanker can be seen 
anchored at Nampo s offloading buoy that connects to subsea pipelines to bring the 
refined petroleum products from tankers into Nampo's storage infrastructure prior to 
distribution. On the left side of the image. Nampo's piers can be seen where tankers also 
have the ability to unload directly into onshore pipelines feeding additional storage 
facilines for refined petroleum products. 
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• The second image (Report Image 2) shows the DPRK-flagged M/T YU JONG 2 
anchored at an offloading buoy at the Nantpo petroleum products storage west port 
facility in the Taedong River on July 21. 2018 in the process of delivering refined 
petroleum products procured via illicit STS transfer 

• The third image (Report Image 3) shows the DPRK-flagged M/T AN SAN 1 anchored at 
an offloading buoy at the Nampo petroleum products storage west port facility in the 
Taedong River on August 17, 201S in the process of delivering refined petroleum 
products procured via illicit STS transfer. 

• As with all STS transfers, the YU JONG 2 and AN SAN 1 shipments were not reported 
to the 1718 Committee as UNSCR 2397 requires. 


(UNCLASSIFIED) This report submits additional imagery and data that thoroughly document 
the activities of the DPRK-flagged tanker fleet and tankers working on behalf of the DPRK in 
their pattern of sailing from the DPRK's territorial sea to areas of commercial vessel traffic to 
conduct STS transfers, and subsequently delivering the illicitly procured refined petroleum 
products to DPRK ports to unload. These images and maps demonstrating DPRK-flagged tanker 
movements clearly establish that the DPRK is undertaking these activities on a vast basis. 

(UNCLASSIFIED) The United States and Japan have documented at least eight instances of STS 
transfers this year in which DPRK-flagged tankers received refined petroleum products from 
feeder tankers that have not been reported to the 1718 Committee for its official accounting of 
the DPRK’s imports Each of these STS transfers is described below 

1 (UNCLASSIFIED) On 2 January 2019 the North Korean-flagged tanker JI SONG 6 
(IMO: 8898740) was observed moored alongside Sierra Leone-flagged TIANYOU 
(IMO: 8817007) in the Korea Bay (38-27N 124-22E) to conduct an STS transfer (Report 
Images 4-5). Following the STS transfer, the JI SONG 6 returned to Nampo for delivery; 
its transit path is demonstrated on the map in Report Image 4. On 7 January 2019, JI 
SONG 6 returned to Nampo and unloaded its refined product cargo. 

2. (UNCLASSIFIED) On 18 January 2019. the North Korean-flagged tanker AN SAN 1 
(IMO; 7303803) was observed moored alongside an unidentified tanker of unknown 
nationality conducting an STS transfer of refined petroleum products (Report Images 6- 
7). On 11 February 2019, AN SAN 1 was observed at the Nampo offloading buoy 
discharging its refined product cargo into Nampo's storage facilities (Report Image 8). 

3. (UNCLASSIFIED) On 24 January 2019. the North Korean-flagged tanker KUM JIN 
GANG 2 (IMO; 8708684) was observed moored alongside Cook Islands-flagged HONG 
MAN (IMO: 9170949) m the East China Sea conducting an STS transfer (Report Images 
9-11). Following the STS transfer, the KUM JIN GANG 2 returned to for Nampo for 
delivery; its overall transit path is demonstrated on the map in Report Image 9. On 13 
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Febiuary 2019. KUM JIN GANG 2 was observed at the Nampo Buoy discharging refined 
petroleum (Report Image 12). 

4. (UNCLASSIFIED) On 2 March 2019. the North Korean-flagged tanker SAEBYOL 
(IMO: 8916293) was observed moored alongside an unidentified tanker of unknown 
nationality conducting an STS transfer of refined petroleum products (Report Image 13). 
Following the STS transfer, the SAEBYOL returned to Nampo for delivery. Oil 8 March 
2019. SAEBYOL was observed at the Nampo offloading buoy to lift its refined product 
cargo into Nampo's storage facilities (Report Image 14). 

5. (UNCLASSIFIED) On 20 March 2019. the North Korean-flagged tanker YU SON (IMO: 
8691702) was observed moored alongside an unidentified tanker of unknown nationality 
conducting an STS transfer of refined petroleum products (Report Images 15-17). 
Following the STS transfer, the YU SON returned to Nampo for delivery of its refined 
product cargo by 29 March (Report Image 18). 

6. (UNCLASSIFIED) On 27 March 2019. North Korean-flagged UN PHA 2 (aka KUM 
GANG 3, IMO: 8660313) was observed moored alongside an unidentified tanker at 
coordinates 43-02N 131-54E conducting an STS transfer of refined petroleum products 
(Report Images 19-20). Following the STS transfer, the UN PHA 2 returned to Wonsan 
for delivery: its overall transit path is demonstrated on the map in Report Image 19. On 2 
April 2019, KUM JIN GANG 2 was observed anchored at the Wonsan port to deliver its 
refined petroleum cargo (Report Image 21). 

7 (UNCLASSIFIED) On 31 March 2019. North Korean-flagged CHON MA SAN (IMO 
8660313) was observed moored alongside Sierra Leone-flagged TIANYOU (IMO: 
8817007) in the Korea Bay (38-28N 124-24E) conducting an STS transfer of refined 
petroleum products (Report Images 22-23). Following the STS transfer, the CHON MA 
SAN returned to Nampo for delivery: its transit path is demonstrated on the map in 
Report Image 22. On 3 April 2019. North Korean-flagged CHON MA SAN was 
observed at a pier in Nampo discharging its refined petroleum cargo (Report Image 24). 

8. (UNCLASSIFIED) On 15 April 2019. North Korean-flagged MU BONG 1 (IMO: 
8610461) was observed moored alongside an unidentified tanker in the Korea Bay (38- 
19N 124-19E) conducting an STS transfer of refined petroleum products (Report Images 
25-26) Following the STS transfer, the MU BONG 1 returned to Nampo for delivery: its 
transit path is demonstrated on the map in Report Image 25. On 23 April 2019. North 
Korean-flagged MU BONG 1 was anchored m Nampo waiting to discharge its refined 
petroleum cargo (Report Image 27). 

9 (UNCLASSIFIED) The DPRK also continues to evolve its tactics in order to maintain a 
consistent flow of illicit volumes of refined petroleum products into its ports Report 
Image 28 depicts the formerly Panama-flagged and UN-sanctioned STS feeder vessel 
NEW REGENT (IMO 8312497: imagery- of NEW REGENT - KUM UN SAN 3 STS 
transfer on June 7, 2018 previously shared with the Panel of Experts and 1718 
Committee) docked in Nampo. As of April 23. the vessel delivered petroleum to Nampo 
on two occasions (March 28 and April 10) as listed in Table 1. The addition of the tanker 



NEW REGENT to the DPRK's fleet indicates its continued efforts to maintain a network 
of feeder vessels under its control and which it uses to interact with DPRK-flagged or 
controlled tankers until action is taken by die UN 1718 Committee. Its designation for a 
global port entry ban likely resulted in its conversion from a feeder vessel to a delivery 
tanker. 

(UNCLASSIFIED) As each of these STS transfers and deliveries of refined petroleum products 
into DPRK ports make clear, the DPRK continues to utilize illicit methods to procure volumes as 
it did in 2017 and 2018. Given that these import volumes remain unreported, it is necessary to 
account for these volumes in order to ensure that UNSCR 2397'$ import quota is properly 
implemented. 

(UNCLASSIFIED) This report cannot provide an exact figure for each delivery, as that 
information is not readily available to any UN Member State other than DPRK. but instead seeks 
to establish three scenarios that track the degree to which a given tanker unloading refined 
petroleum into the DPRK is laden - one third laden (33 percent full), half laden (50 percent full), 
or completely laden (90 percent full). Given the relative scarcity of refined products in the 
DPRK. it is highly unlikely that every tanker deployed m search of fuel via STS transfer would 
return to DPRK ports with less than one third of its cargo capacity filled The expenditure of 
resources and fuel consumption by the tanker itself during these journeys would not be justified 
if the tanker in question failed to fill above one third of its cargo capacity. Therefore, a one third 
laden scenario is employed as the floor baselme for this report. 

(UNCLASSIFIED) Each of the above listed cases of documented STS transfers and subsequent 
delivery are assigned three values based on the capacity of the tanker involved. In addition to 
these nine cases, the United States has information indicating that an additional 70 instances of 
DPRK-flagged and controlled tanker deliveries were detected between the January 1. 2019 and 
April 23.2019 period. Similarly, each of these deliveries ts assigned three values for each of the 
scenarios. 


(UNCLASSIFIED) Table 1 below documents each of these 70 deliveries and provides an 
associated volume for each of the three scenarios. 
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Table 1: 2019 DPRK and Other Tanker Deliveries and Associated Volumes (in barrels) 

Port 

Ship Name 

.Arrival 

Date 

Dead 

Weight 

Tonnage 

Delivery 
Volume if 
33% 
Laden 

Delivery- 
Volume if 
50% 
Laden 

Delivery 
Volume if 
90% Laden 

Nampo 

SenLmOl 

l-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Mu Bong 1 (Rvong Bong 

J) 

4-Jan-19 

1.998 00 

659 00 

999 00 

1.798.20 

Nampo 

Ji Song 6 

7-Jan-19 

1,250.00 

41300 

62500 

1.125.00 

Nampo 

Chong Ryong San 

S-Jan-19 

1.665.00 

549.00 

832.50 

1.498.50 

Narnpo 

Yu Phvong 5 

8-Jan-19 

1.966.00 

649.00 

983.00 

1.769.40 

Nampo 

Kum Jin Gang 2 

ll-Jan-19 

2.100.00 

693.00 

1.050.00 

1.890.00 

Narnpo 

Ji Song 6 

12-Jan-19 

1.250.00 

41300 

62500 

1.125 00 

Nampo 

SenLmOl 

12-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Chong Rvong San 

14-Jan-19 

1.665.00 

549.00 

832.50 

1.498.50 

Nampo 

Sam Jong 2 

14-Jan-19 

2.S07.00 

827.00 

1.253 50 

2.256.30 

Najin 

Song Won 

16-Jan-19 

2,101.00 

693.00 

1,050.50 

1,890 90 

Nampo 

Nam San 8 

17-Jan-19 

3,150.00 

1.040.00 

1,575.00 

2.835.00 

Nampo 

Sen Lin 01 

18-Jan-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Rve Song Gang 1 

19-Jan-19 

3.00300 

991 00 

1.501 50 

2.702.70 

Nampo 

Kum Un San 

19-Jan-19 

2,070.00 

683.00 

1.035.00 

1,863.00 

Nampo 

Pu Rvong (Kum Un San 

3) 

22-Jan-19 

3.279.00 

1.082.00 

1.639.50 

2.951.10 

Nan?x> 

Chon Ma San 

23-Jan-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Nampo 

An San 1 

23-Jan-19 

3,003.00 

991 00 

1.501 50 

2,702.70 

Nampo 

Mu Bong 1 (Rvong Bong 

J } 

23-Jan-19 

1.998.00 

659.00 

999 00 

1.798.20 

Nampo 

Mvong Rvu 1 

24-Jan-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

Rye Song Gang 1 

25-Jan-19 

3.003.00 

991.00 

1.501.50 

2.702.70 

Songnini 

Yu Phyong 5 

26-Jan-I9 






49/147 


19-13211 

































S/2019/691 


-7- 





1,966.00 

649.00 

983.00 

1,769.40 

Nampo 

Chong Ryong San 

28-Jan-19 

1.665 00 

549.00 

832 50 

1.498.50 

Songmm 

Yu Pliyong 5 

30-Jan-19 

1,966 00 

649 00 

98300 

1,769.40 

Nampo 

Yu Son 

4-Feb-19 

3.398.00 

1.121.00 

1.699.00 

3.058.20 

Nampo 

Kum Jin Gang 2 

4-Feb-19 

2.100.00 

69300 

1.050.00 

1.890.00 

Nampo 

Pu Rvong (Kum Un San 

3) 

S-Feb-19 

3,279.00 

1.082.00 

1.639 50 

2.951.10 

Najin 

Song Won 

S-Feb-19 

2,101.00 

693.00 

1,050.50 

1,890.90 

C'hon gj in 

Nam San 8 

6-Feb-19 

3.150.00 

1.040.00 

1,575.00 

2.835.00 

Najm 

Kum Un San 

7-Feb-19 

2.070.00 

683.00 

1.035.00 

1.863.00 

Nampo 

Saebvol 

9-Feb-19 

1.150 00 

380.00 

575.00 

1,035.00 

Nampo 

SenLmOl 

22-Feb-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Myong Ryu 1 

25-Feb-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

Viet Tin 01 

25-Feb-19 

5.453.00 

1.799.49 

2.726.50 

4.907.70 

Nampo 

Yu Phvong 5 

4-Mar-19 

1.966 00 

649.00 

98300 

1.769 40 

Nampo 

SenLmOl 

6-Mar-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Saebvol 

8-Mai-19 

1.150.00 

380.00 

575.00 

1.035.00 

Nampo 

Kum Jin Gang 2 

10-Mar-19 

2.100.00 

69300 

1.050 00 

1.890.00 

Nampo 

Myong Ryu 1 

ll-Mar-19 

817.00 

270.00 

408.50 

735.30 

Nampo 

SenLmOl 

ll-Mar-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nampo 

Yu Phvong 5 

12-Mar-19 

1.966.00 

649.00 

983.00 

1.769.40 

Nampo 

Chon Ma San 

16-Mar-19 

3.565.00 

1.176 00 

1.782 50 

3.208.50 

Nampo 

Mu Bong 1 (Ryong Bong 

1) 

19-Mar-19 

1.998 00 

659.00 

999 00 

1,798.20 

Chong) in 

An San 1 

20-Mar-19 

3.003.00 

991.00 

1.501.50 

2,702.70 

Nampo 

Nam San 8 

22-Mar-19 

3.150.00 

1.040.00 

1.575.00 

2.835.00 

Nampo 

Sam Jong 2 

22-Mar-19 

2.507.00 

827.00 

1.253 50 

2.256.30 

Nampo 

Chong Ryong San 

23-Mar-19 
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1,665.00 

549.00 

832.50 

1,498.50 

Nampo 

Son Lin 01 

23-Mar-l 9 

1.159.00 

382.00 

579.50 

1.043.10 

Chongjin 

Kum Jin Gang 3 (aka 

Wail Heng 11) 

25-Mar-19 

4,983 00 

1,644.00 

2,491 50 

4,484.70 

Chonsun 

Kum Jin Gang 3 (aka 

Wan Heng 11) 

27-Mar-19 

4.983.00 

1.644.00 

2.491.50 

4.484.70 

Nampo 

New Regent 

28-Mar-19 

4.999.00 

1.649.67 

2.499.50 

4.499.10 

Nampo 

Yu Son 

29-Mar-19 

3.398 00 

1.121.00 

1.699 00 

3.058.20 

Nanipo 

Kum Jin Gang 2 

29-Mar-19 

2,100.00 

693.00 

1,050 00 

1,890.00 

Wonsan 

UnPha 2 

2-Apr-19 

1.205.00 

398.00 

602.50 

1.084.50 

Nanipo 

Mvong Ryu 1 

3-Apr-19 

817.00 

270.00 

408.50 

735.30 

Nanipo 

Chon Ma San 

3-Apr-19 

3.565.00 

1,176.00 

1.782 50 

3,208.50 

Nanipo 

Kum Un San 

3-Apr-19 

2,070.00 

683.00 

1,035.00 

1.863.00 

Nanipo 

Sen Lin 01 

6-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nanipo 

Saebyol 

8-Apr-19 

1.150.00 

380 00 

575.00 

1.035.00 

Nanipo 

Sam Jong 1 

8-Apr-19 

1.665 00 

549.45 

832.50 

1.498 50 

Nanipo 

Chon Ma San 

8-Apr-19 

3.565.00 

1.176.00 

1.782.50 

3.208.50 

Nampo 

New Regent 

10-Apr-19 

4.999.00 

1.649.67 

2.499.50 

4.499.10 

Nanipo 

Pu Rvong (Kum Un San 

3) 

10-Apr-19 

3.279.00 

1.082 00 

1.639 50 

2.951.10 

Cliongjin 

Sam Jong 2 

ll-Apr-19 

2.S07.00 

827.00 

1,253.SO 

2,256.30 

Choneiin 

Nam San 8 

17-Apr-19 

3.150.00 

1.040.00 

1,575.00 

2.835.00 

Nanipo 

Sen Lin 01 

17-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 

Nanipo 

Mu Bong 1 (Ryong Bong 

1) 

18-Apr-19 

1.998.00 

659.00 

999 00 

1.798 20 

Nanipo 

Kum Jm Gang 3 (aka 

Wan Heng 11) 

18-Apr-19 

4.983 00 

1,644.00 

2.491 50 

4,484.70 

Nanipo 

Chong Rvong San 

19-Apr-19 

1.665.00 

549.00 

832.50 

1.498.50 

Nanipo 

Sen Lin 01 

23-Apr-19 

1.159.00 

382.00 

579.50 

1.043.10 
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(UNCLASSIFIED) In the scenario in which all of the 70 deliveries included folly laden tankers, 
the DPRK has more than doubled the UNSCR 2397 import quota as of April 23 with 1.093 
million barrels of imports. If all the DPRK deliveries included only half-laden tankers - a rather 
unlikely scenario - the DPRK is still already in breach of the UNSCR 2397 import quota with 
illicit import volumes of more than 607,000 banels. Finally, even in the highly unlikely scenario 
that every single tanker delivery that has taken place in 2019 only included a one-third laden 
vessel (a scenario in which DPRK imports constitute over 400.000 barrels), the DPRK would 
still be in breach of the UNSCR 2397 import quota when the year-to-date UN reported volumes 
are combined with the DPRK's illicit imports - see Table 2. As of submission of this report. 
China and Russia collectively have reported 92.229.66 banels of refined petroleum product 
transfers to the UN 1718 Committee for the months of January and February, which would bring 
the DPRK's overall total of refined product imports in 2019 to over 493.000. When China and 
Russia repon transfers for March and April, the one-third laden scenano would suipass the 
500,000 barrel quota presuming these reports are within even a fraction of monthly averages 
from the prior 14 months or reporting. 
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Table 2: North Korea’s Total Refined Petroleum 
Import Volume 


1,100,000.00 
1.000.000.00 
900.000.00 
800.000.00 
700.000 00 
600.00000 
500,000.00 
400,000.00 
300.000.00 
200.000.00 
100.00000 



JANUARY FEBRUARY MARCH APRIL 


■m Delivery Volume al 33% Laden 
Delivery Volume at 50% Laden 
Delivery Volume at 90% Laden 
UN Repotted Volumes 

——Cumulative Total (33% Laden. UN-reported Volumes) 
—Cumulative Total (50% Laden UN-reported Volumes) 
^—Cumulative Total (90% Laden UN-reported Volumes) 
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(UNCLASSIFIED) Given the evidence provided herein, and that all three scenarios of illicit 
import volumes demonstrate that the DPRK has breached the UNSCR 2397 import cap. we ask 
for the support of the Panel, the 1718 Committee, and Member States in seeking the 1718 
Committee's immediate determination that the cap has been breached, and to subsequently notify 
UN Member States of the breach and confirm that all subsequent transfers of refined petroleum 
to the DPRK must immediately halt. Similarly, the Panel of Experts is requested to review this 
report’s analysis and underlying evidence in order to include this assessment in the 2019 mid¬ 
term report on the volumes of imports to the DPRK and the associated implications for the 
implementation of UNSCR 2397's refined product import quota. 


Source : Member State 
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Annex 2: Communication of the Russian Federation to the 1718 Committee of 
18 June 2019 


Dear Chair, colleagues, 

On the issue of refined petroleum cap Russia would like to recall the provisions of 
UNSCR 2397, which stipulates that the Committee notifies all Member States when 
an aggregate amount of refined petroleum products sold, supplied, or transferred to the 
DPRK of 75,90 and 95 per cent of the aggregate yearly amounts of 500 000 barrels 
have been reached, and only in the latter case (95 per cent), such notification is 
accompanied by an information about the requirement to immediately cease further 
deliveries of refined petroleum products to the DPRK for the remainder of the year. 

In the absence of the aforementioned notification of the Committee, export of 
refined petroleum products to the DPRK is fully in line with the requirements of the 1718 
sanctions regime. 

We are still considering the information provided by the US regarding the cases of 
alleged ship-to-ship transfers of refined petroleum products to the DPRK, as well as the 
results of the computer modeling. We've also noticed that out of 79 cases of alleged 
STS transfers only 9 imagery sets were provided. We believe that at the current stage it 
is premature for the Committee to make a conclusive decision regarding the US 
proposal and to cease refined petroleum export to the DPRK. 

It is with this understanding we suggest the US provide the 1718 Panel of Experts with 
appropriate information regarding reported cases of STS transfers and with the 
methodology of petroleum calculations to study it thoroughly and impartially 

Upon receiving the results of such a study we are ready to return to the consideration of 
this issue with a view to eventually making an objective decision 

In the meantime Russia would like to put the US proposal on hold 

Alexey 


Source : Member State 
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Annex 3: Bareboat charter agreement of the Viet Tin 01 



BAREBOAT CHARTER 


VIET TRUST 3HIPPTM3 COHKWATICX 
*2C VO THI SAX) ST. 

TAN DINH HARD, DIET 1, 

HOCH1MIHH CITY, VIETNAM., 


January 2018 


: KLJ MARTNR SERVICES PTE LTD 
21 WEST COAST HIGHWAY, 
102-22 WESTWAY, 

SINGAPORE 117807. 


: HAPPY SKIPPING CO., LTD 
WO 10 EAST. XIHUA VILLAGE 
ixma T1AH TOW, YUUZNG CITY 
FUJI AM PROVINCE 
CM IMA 


VESSEL 

TENTATIVE ITINERARY 
LAST 3 CARGOES 


M/T "VIET TIN Oi* - AS PER ATTACHED 086 
VESSEL CURRENTLY XM STRAUS 
CPP/CPP/CPP 


SPR8D 4 CONSUMPTION ; AS PER ATTACHED 


THE SAME, ARE ABOUT, OPTO MAXIMUM BEAUFORT SCALE 4, NO ADVERSE CURRENTS OR 
HIGH SNELL. EXCLUDING PERIODS IN SHALLOW OR CONGESTED WATERS, EXCLUDING AM 
CANAL TRANSITS, EXCLUDING ALL SHORT SEA VOYAGES OP LESS THAN 40 HOURS 2N 
DURATION, PILOT STATION TO PILOT STATION, EXCLUDING AMY KEATING REQUIREKENT 


DELIVERY t AFPS SINGAPORE/PORT KLANG MALAYSIA/ BATAM INDONESIA 

82-DELIVERY 5 DLOSP SINGAPORE 


LAYCAN 

HIRE 

PERrOD 



TRADING RANGE 


SOUTH ASIA TO NORTH ASIA RANGE ONLY, HENCE INCLUDING 
INDONESIA, SINGAPORE* MALAYSIA, BRUNEI, TIMOR-LESTE. 

CAMBODIA, VIETNAM, PHILIPPINES, 


PogelofS 
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Annex 4: Manifest of cargo loaded onto the Viet Tin 01 
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Annex 5: Vessels documented through imagery conducting ship-to-ship transfers of coal 
off the Gulf of Tonkin and offloaded at Qisha 


# 

STS Transfer 

Date 

Vessel 

Offload Date 

1 

5 September 
2018 

Paek Yang San 

IMO: 9020534 
DPRK-flagged 

By 23 December 
2018 

2 

21 September 
2018 

Ka Rim Chon 

IMO: 8314811 
DPRK-flagged 

3 

23 September 
2018 

Pho Phyong 

IMO: 8417962 
DPRK-flagged 

4 

24 October 
2018 

Pho Phyong 

IMO: 8417962 
DPRK-flagged 

By 27 December 
2018 

5 

25 October 
2018 

Tae Yang 

IMO: 8306929 
DPRK-flagged 

6 

15 February 
2019 

Asia Honor 

IMO: 8405220 
Unknown-flagged 
(formerly Comoros-flagged) 

By 7 March 

2019 


Source : Member State 
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Annex 6.1: Response from the People’s Republic of China to the queries from 
the Panel 


1. S/AC.49/2019/PE/OC. 26 

China attaches great importance to the ship-to-ship transfers and 
smuggling issue. The competent Chinese authorities including the 
Coastal Guard has taken a series of measures to strength the patrolling 
and monitoring in relevant sea areas and fully implement the Security 
Council resolutions. The information provided by the Panel lacks 
timeliness and cannot lead to on-site investigation. The information of 
relevant vessels is ambiguous and lacks accuracy, which does not 
constitute a full evidence chain or basis for further investigation. 

Based on China’s investigation, all of the coal vessels berthed at 
Qisha port have legal importing documents, and the origin of the coal 
is not the DPRK. In fact, most of the bulk cargo ships are very similar 
in shape, and it is imprudent to make association between the vessels 
involved in the ship-to-ship transfers with the ones berthed at Qisha 
port merely based on the satellite images. 

Source : Member State 
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Annex 6.2: Response from the People’s Republic of China to the queries from 
the Panel 

2. S/AC.49/2019/PE/(X:. 49 

China has seriously implemented relevant provision of the 
Security Council resolutions that prohibits procuring fishing rights 
from the DPRK. The competent Chinese authorities have prohibited 
ocean fishing operations in the DPRK sea areas, strengthened control 
and law-enforcement on illegal fishing activities in the sea areas 
between China and the DPRK, and urged fishing companies to conduct 
fishing operations in accordance with relevant laws and regulations. 
According to our investigation, “Sfc/Kffi 12122” is not a fishing vessel 
legally registered in China. The flag state and vessel identification 
could not be verified simply based on the painted ship name. We hope 
the Panel does not include such fragmented information in the report. 


Source : Member State 
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Annex 7: Document showing Qingdao Global Shipping Co Ltd as Dong 
Thanh ’s vessel operator 


FM: METRO OCEAN LIMITED 

MV. CAPTAIN GEORGE K - VOYAGE INSTRUCTION DD 3 rd APRIL 2019 


DEAR CAPTAIN: 



METRO OCEAN LIMITED 

ADO: FLAT/RM A20/F KIU FU COMMERCIAL BLDG 300 LOCKHART ROAD, WAN CHAI, HONG 
KONG. 


CHTRS VSL OPERATOR: 

QINGDAO GLOBAL SHIPPING CO., LIMITED 

ATTENTION: MR. LI MAO ZHANG MBL: +86-18866421365 E-MAIL: oo@dobakid.coni 


VOYAGE INSTRUCTIONS: 

AA: TCT MAIN TERMS: 

01. DELY: DLOSP DAVAO PORT ATDNHINC 

02. LAYCAN: 0001LT 3 rd - 2359LT 4™ APRIL. 2019. 

03. 1 TCT VIA SP(S), SB(S), SA(S), AAAA,AWIWL WITH HARMLESS, LAWFUL CARGO ALWAYS 
W/I INL (INTERNATIONAL NAVIGATIONAL LIMITS). TRADING FIRM INTENTION: VIA 
INDONESIA WITH LAWFUL & HARMLESS COAL TO MALAYSIA. 

DURATION ABT 17 DAYS WOG. 

04. REDEL: DLOSP ISP MALAYSIA, INT. KUANTAN PORT. 

05. BUNKER CL: 

B.O.D.: IFO/380CST AND MGO, PLS ADVISE: 


Note: Metro Ocean is the sub-charterer of the Dong Thanh, and is located in the same building as Qingdao Global 
Shipping Group Ltd (former Qingdao Global Shipping Co, Ltd). 


Source : The Panel 
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Annex 8: Eko Setyamoko and Pt. Bara Makmur Sadayana company 

I Qfficial Translation ! 

[logo] 

PT. BARA MAKMUR SADAYANA 

COAL & MINERALS TRADING COMPANY 

Number : 268/BMS-MBSS/IV/2019 

Enclosure : - 

Re : Request for the Replacement of the Coal Carrier 

for Ship-to-Ship Transshipment 

Head, the Office of Customs and Excise Supervision and Service, 
Customs-B Mid-level Type (KPPBC TMP B), Balikpapan 
in Balikpapan 

In reference to the letter from the Head of KPPBC TMP B 
Balikpapan under number: S-624/WBC.16/KPP.MP.01/2019 dated 02 
April 2019 re: Approval of the Supervision of the Ship-to-Ship 
Transshipment, we would like to convey that the motor vessel 
MV. First Bridge has cancelled its departure for Indonesia 
because of cancellation by the ship owner. Accordingly, we 

would like to notify you of the replacement of the motor 
vessel that will be conducting the Ship-to-Ship Transshipment 
with the following data: 


No. 

Data 

Previously 

Replaced with 

1 . 

CARRIER 




a. Name 

MV. WISE HONEST 

MV. WISE HONEST 



Scanned by CamScanner 
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b. Ship-to-ship Unloading 

MV. FIRST BRIDGE 

MV. DONG THANH 

2. 

ESTIMATED DATE OF SHIP- 

TO-SHIP UNLOADING 

02 April 2019 

06 April 2019 


This request has, therefore, been submitted truthfully. 

We declare our willingness to comply with prevailing laws and 
regulations. 


Jakarta, 02 April 2019 
PT. BARA MAKMUR SADAYANA 
(signed] 

Eko Setyamoko 


authorized translator, by virtue of Jakarta Capital 
i No. 2228/2001, practicing in Jakarta, do solemnly and sincerely 
declare that the foregoing document Is a true and faithful translation from Indonesian into 
English of the original version. . 2 . 



Scanned by CamScanner 


Source : The Panel 
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Certificate of origin for coal on board the Wise Honest 


S/2019/691 



Source : The Panel 


19-13211 


68/147 






















S/2019/691 


Reply from the Russian Federation on the Certificate of origin for coal on board the Wise Honest 


nocrniiHHoe iipeicianiiiiii.imo 
PoccitHCkoii <t>eie|>aum< 



Permanent Mission 
of the Russian Federation 



to the United Nations 


Phone. out mi twin 

Fax. OO) 626 02S2 


126 East 67* Surer 
New York. NY 1006} 


No. _c£$e2f_fn 


The Permanent Mission of the Russian Federation to the United 
Nations presents its compliments to the Panel of Experts established 
pursuant to Security Council resolution 1874 (2009) and referring 
to the inquiry by the Panel dated 24 June 2019 
(S/AC.49/20I9/PE/OC.45) has the honour to transmit the following. 

The Chamber of Commerce and Industry of the city 
of Nakhodka has never issued the Certificate of Origin # 7001014541, 
mentioned in your inquiry. Moreover, the copy of the document 
attached to your letter contains definitive signs of forgery and lacks 
a form number for the Certificate. 

The Russian Federation has no information on the submission 
of applications by "OPT-I GOL" to Federal agencies for the issuance 
of any Certificates of Origin, as well as of the participation 
of this company in the transportation (export) of coal from the territory 
of the Russian Federation onboard of the “Wise Honest". Russian 
competent authorities also do not have any information on the issuance 
of any Certificates of Origin with the mentioning of this ship in line 3 
(“Means of transport and route"). 


Panel of Experts established pursuant 
to Security Council resolution 1874 (2009) 
United Nations 
New York 


Source: Member State 
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Given the above the Russian Federation has no information 
on the contact details of the ind.viduals in “OPT-I GOT” or any other 
company that have requested a Certificate for the purposes 
of transporting coal onboard of the "Wise HonestIhe ship itself 
from 1 January 2018 until June this year has no; entered the region 
of activity of the Nakhodka customs authorities or of die Far East 
Customs DiieciuraU'. 

The Pcrmarent Mission of the Russian Federation takes 
this opportunity to convey tc the Panel of Experts established pursuant 
to Security Council resolution 1874 ( 2009) the renewed assurances 
of its highest consiceration. 
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Certificate of origin carried for coal transshipped from the Wise Honest on board the Dong Thanh 



JIANLONG (HONGKONG) INTERNATIONAL TRADE CO., LIMITED 

ADD.: ROOM 1201,12/F., SHANGHAI INDUSTRIAL INVESTMENT BUILDING. 

48 - 62 HENNESSV ROAD, WANCHAI, HONG KONG 


CERTIFICATE OF ORIGIN 


TO WHOM MAY CONCERNS 


DESCRIPTION OF GOODS: 
LOADING PORT: 
DISCHARGING PORT: 
VESSEL NAME: 

BILL OF LADING DATE: 
BILL OF LADING WEIGHT: 


^NDONESIANTOA^^ 

TELUK BA1.IKPAPAN. INDONESIA 
KEMAMAN PORT, MALAYSIA 
MV.DONG THANH VOY.03-19 
12 APRIL, 2019 
26,400 MTS 


WF. HEREBY CERTIFY THAT ON BOARD THE MV.DONG THANH VOY.03-19 
WHICH SALED FROM TF.I.IIK BALIKPAPAN, INDONESIA ON 12 APRIL, 
2019 THERE WERE SHIPPED 26,400 MTS OF INDONESIAN COAL WHOLLY 
ORIGINATED FROM TELUK BALIKPAPAN, INDONESIA. 


For and on behalf of: 

JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 


For and on behalf of 

JUNLONG (HONGKONG) BfllMONAL TRADE CO, UHTCD 

£«(#■*_) * * HhJi * * ^ 

w\ . 

Authorized Signatured) 


Source : The Panel 
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Explanation from Jianlong (Hong Kong) International on the certificate of origin issued for the coal 
on board the Dong Thanh. The company had issued its certificate of origin based on and in addition 
to a certificate of origin issued by Eko Setyamoko’s company Pt Bara Makmur Sadayana for the 
coal on board the Dong Thanh. 


JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 

ROOM 1301.12TT. SHSHG-IAI IN DOSTRIM I.IVhSIMbN't BUILD W imnEMttSSVROari WIXTUV now; anno 


The Panel of Experts established 
Pursuant to Security i 'linni-il Ri-solirinn 187C 


12 Jul> 2019 


Dear Sirs, 

Enquiry Regarding Coal Ou-l*.ard M/V DONG TIIANH (the “Vessel") 

We refer to your letter dated 2 1 June 201S in relation to this mattei and write ir. order to reply 
and address the issues raised therein. 

Jianlong (Hong Kong) International Trade Co., Limited is a trading company which trades 
commodities (mainly iron ore, coke, coal and steel) on an international basis. 

lit this instance, we were in the middle of a series of sale contracts. The coal which was 
ultimately carried on-board the Vessel was sold to us by a company called Well Fortune (HK) 
Industrial Lid ( ‘Sellers' ). We, in turn, had a contract to sell the cargo on to Eastern Stee 
Sdn. Bhd (“Bayers”). We aic a procurement arm of tie Buyers. The lull contact details of 
those parties as glaaned from our correspondence and contracts with them, are as follows: 

Sellers 


Company name: 

Well Fortune (HK) Industr.a. Ltd (88 S < {?>&) «^trj) 

aiK* on behalf. 
KftOMBNClNTtRN 

Address: 

Room 5008, Sports Scence and Technology Center. Naming 
Olympias Sports Centre, Nanjing, China 

Telephone 

(86)025877812*5 

Contact persons: 

Mr. Shen Oaoman - Managing Ditector & CEO 

(Mobile. (86) 13913823488, Email, shengm@wrcrlune-nj.com) 

Ms. Li Bo. Helen - Business Manager 

(Mobile. (86) 15051630742; Email: lb@wforlur.e-nj.coni) 

Ms. Wang Mcngting, Olivia - Business Assistant 

(Mobile: 186) 18602576797, Email. wa.igiul@wfoiiu:ic-iiijcoiii) 



Buycts 


Company name - 

Eastern Steel Sdn. Bhd (T.MStlhfidii'fil) 

Address: 

1 o: 6793 k 6794. KawnsanPerindustrianTeluk Kalong, MukimTeluk 
Kalong, 240CO Kemaman. Terengganu DiruIIman Malavs a 

Telephone: 

(6C9) 8604000 

Fas: 

(6C9) *604065 

Contact persons: 

Mr. YargMatao- Procurement Executive, Iron One Division 
(Email: vangmdUu@ciianlong.com) 
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JIANLONG (HONG KONG) INTERNATIONAL TRADE CO., LIMITED 

HOOM ItOI. ISHANGHAI INDUSTRIAL INVESTMENT BUILDING. 4»-62 HENNESSV ROAD. WANCUAI. MONO KOHO 


Out understanding at the time we entered into the contracts referred to above was that the 
cargo was of Indonesian origin. That remained our understanding until 22 April 2019, as 
further detailed below. That understanding was based on several documents provided to us 
by the Sellers, notably the following: 

• The Sellers’ initial Offer; 

• The sale contract we concluded with the Sellers; 

• The Bills of Lading; 

• The Certificate of Origin provided by the Sellers; and 

• The Certificate of Sampling & Analysis at the Load Port provided by the Sellers. 


Copies of all of those documents are enclosed for your reference. 

It was on the basis of those documents and that understanding that our company issued the 
Certificate of Origin and related documents referred to in your letter. 

We trust you can see that our understanding of the position was a genuine one, based on a 
number of documents provided to us by our counterparty. It was only on 22 April 2019 that 
we became aware of any suggestion that the cargo was not of Indonesian origin. We 
immediately investigated the position and subsequently cancelled our contract with the 
Sellers in view of this development. 


We hope it is clear from the above / enclosed that our company never had any intention of 
becoming involved in any activity which might expose our company to the risk of being in 
breach of the sanctions imposed on the DPRK. Rather, our company was, in this instance, 
misled by our counterparty and took immediate steps to reverse the situation once that came 
to light. 


We trust this is helpful. If there is anything further we can do to assist, please do not hesitate 
to contact us and we should be glad to oblige. 


Yours faithfully, 


TONtLTWKCO.UffHD 
» tr m «■ 


Jianlong (Hong Konj^ International Trade Co., Limited 



% 


“T. Sigfuirurel rj 


'fixed Signaiureis) 


73/147 


19-13211 






S/2019/691 


WEIX FOVTUNE 


Well Fomme(HK) Industrial Limited. 


JUS: 


. commodity: Indonesian coal origin 

ym&K- hi pm _ 

2. QUANTITY: 11,OOOMT, more or ccc 10% 

fcS: 11000 Bt+/-10% 


3, SPECIFICATION: NET CALORIFIC VALUE GOOD KCAL/ KG 


PARTICULARS 

Total Moistjre (ARB) (iSSJtS ) 

Asb Content (ADB) A (ft 

volatile Matter (AUB) ISStffr (5TS) 

lotal sulphur (ajb) (S^FS) 

NelCaloiiflu Value (ARB) (ifeilS) 

SUe of Coal (0-50 inn) (0-5C4Xt) 


TYPICAL REJECTION 

10% 2 14% 

£9% 

^9% 

<0 5% 2 0.8% 

2 6000 kual/kg ^ 5800 ktal/kg: 
>90% 


Hard Grove Index (points) 


4. DISCHARGE PORT: KUANTAN port, MALAYSIA 


3, PRICE: The unit pree torthe Indonesian Coal purchased hereunder is J5D 118.00 
/MT (SAY ONE HUNDRED AND EIGH - EEN DOLLARS ONLY) CFR KUANTAN port, 
VALAYSIA, basis Net Calorific Value GO00 Kca /<g (ARB), Total Moisture (ARB) 10%. 

iBC^SI£fi;Sifta6COO^-p/^, iBc?iJS£*# lOTiSiS*. ©£1^0®* 

era. 118 USShfi. 

6> QUANTITY and QUALITY ADJUSTMENT: »&. 

A. lotal Moisture (as received). 

If the otal Moisture on an as received basis pf a shipment of Ccal belows or exceeds 
10%, tier the price for invoicing shall be adjusted as fellows: 

1/2 
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Well Fortune(HK) Industrial Limited. 


AEU. KXTTUMt _ 

Weight shown on Invoice = BL Weight k [(100%-Actual TM (ARE);] / (100% 10%) 

IttLsOflitiaVo, WSSSMSSrGtf'MnTiH#: 
uoo*. / Uoo%-io%) 

D. Net Calorific Value (as received) 

The Price shall be USD118/ vit div ded by oocokcal/kg and multiplying the 
ACTIIAI net Calorific Valne(ARR) RF5UIT5 AS STATFO ON THF RF AT1VF CFRT1FICATF 
OF QUA JTY. 

b. outfit) 

ffrfcficlS HRnono^.#tI»*a«ta»ftSB93CI^StSait&. 

7, PAYMENT: 100% irrevocable, documentary LC at sight 

Within 3 days after contract signed Bayer issue an operative irrevocable at sight 
documentary Letter of Credit in favor of Seller covering 100% of the shipment value 
by Swift to the Seller. 

90% shipment value should be paid by LC against receiving the full set of B/L 
documents. 


Ralanre payment based on OCTC at discharging port 

f>J#D5-3t:100%^nrjttffi, RPm'TkE 

^•R3£iJlBT BrtSTfJTMT'STffilPK 100%SS*Si$t/S- W*7T:&aaA«»*i 
fafflwE. 

M L'L'IC £ %.tk 


This offer is valid before the cargo is sold, subject to the final confirmation of the 
seller 


WF.T.T. FORTUNF. (HK) TNDTISTR TAT. 1 .TMTTF.D 
2019.3.19 
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P*e2 

BJLNo. BPN/KTN*#l 

CODE NAME -CUNUfcNaiLL%tmim IW4 OF LADIN G 

ro BE USED WITH CHARTER l’\K TILS 


PT. BA HA MAKMUR S AIM V AM A 


Con)ten?c 

TO ORDfcK OFWELL FORTUNE (»IK) INDUSTRIAL LIMITED 


rASlTJlN STEEL SDN. BHD.LOI 6293 AND 6294. NON NEGOTIABLE COPY 

KAWASAN PCRINDLSTRIAN TCLUK KALONC, 

MUKIMTELL'KKALONG. 

24000 KEMaMAN TERENGGANU DARUL IMAN„ MALAYSIA 

Veiiol Poet of ordtnj 

MV. DONG THANH VOY.63-19 IELUK BAL.KPAFAN, INDONESIA 


Pod of discharge 

KEMAMAN PORT, MALAYSIA 

Shipper's dssortptloo >fgood, 

FREIGHT PAYABLE AS PER CHARTER PaRTY 


Gross YVeipht 
SAID IOWKIGH1 

26,400 MTS 
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CARSURIN Laboratory 



Coal, Mineral, Petrochemical 



190922.0382 


CERTIFICATE OF SAMPLING AND ANALYSIS 


Description of Goods 

Quantity 

Vessel 

Shipper 

Port of Loading 

Port of Discharge 

Consignee 

Notify Address 


Date of Attendance 


: 26/00 MT INDONESIAN COAL 
: 26.400 Ml 

: MV. DONG THANH V0Y.03 19 
: PT. BARA MAKMUR 5ADAYANA 

: TELJK 3AUKPAPAN, INDONESIA 
: KEMAMAN PORT, MALAYSIA 

: TO ORDER 

: EASTERN STEEL SDN.BHD.LOT 6293 AND 6294 

K/WASAN PEPJNDUSTRIAN TELUK KALONC, 

MJKIM TELL'K KALONG, 

240JO KEMAMAN TERENGGANU DARUL 1MAN„ MALAYSIA 
: APRIL 07 UP TO 12, 2019 


THIS IS TO CERTIFY that vrp have perferred the inspection, sampling av analysis o' the coal consignment 
nominated above. Sample: were taken in accordant with ASTM 0 5803-17 and enalyzed as per ASTM 


The following results were obta nec 


Total Moisture 
Inherent Moisture 
Ash Content 
Volatle Matter 
Fixed Cabon 
Total Sulfur 
Gross Calorific Value 
Gross Calorific Value 

Net Calorific Value 


Site 0-50 MN 
AFT (IDT) 
NarO in Ash 
KjOin Ash 


ASTM D 3302M-2017 
ASTM D 3173M-17a 
ASTM 03174-12 
ASTM D 3175-17 
ASTM D 3172-13 
ASTM D 4239-17 
ASTM D 5865 13 
ASTM D 5865-13 
ASTM D 5865-13 
ASTM D 409/D40H-16 
ASTM D 4749-87 
ASTM D 1BS7 / D1857M 17 
ASTM D 3582-13 
ASTM D 3582-13 


(As Received Basis) 
(Air Dried Baas) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(Air Dried Basis) 
(as Received Basts) 

(As Received Basis) 


(Dry Basis) 
(Dry Basis) 


827 

2.21 

11.18 

643 


95.76 

1.270 

0.97 

1.50 


SAMARINDA, APRH 16, 1 

Signed on behalf of 

(# 


Krzl/Kg 

Kcal/Kg 

Kcsl/Kg 


Laboratory Manager 





I Wlima 77 - Tower 2,19«i ricor, J. tetien S, Caiman Kav77 - Slipl, Jakarta 11110, INDONESIA | 

I C : *62 21.2967 S86S I F : *5221.2967 5818/ 28 I = : coal® :a-svrt«.cor. : healonceScarsurtncrniI 


19077651 
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Annex 10: Cargo documents prepared for Ken Orchid for the original 

transshipment of coal onboard the Wise Honest in April 2018 


REQ Vessel for 26,500 MT Coal ex. Indonesia to Korea 

mtX : WAHYU KUSDIANTORO 
4MM. : JOE YU 

: chartering : wahyu.lcusdiantoro 
W isj: 2018-04-07 11:34 


To : Global Qingdao Shipping Co Led 
Fta : Wahyu Kusdiantoro/PT Karana Line 

Sub:): REQ Vessel for 26,500 MT Coal ex. Indonesia to Korea 
Dd t 07/04/2018 


Dear Mr Joe Yu and team, 

Can you assist in providing vsl for following firm? 


Shipper: PT Bara Hakmur Sadayana 
Charterer: To be nominated 
Commodity: Steamed coal in bulk 
Quantity: 26,500 MT 

Loading port: ISA Teluk Ballkpapan Kalimantan Indonesia 
Discharging port: ISA 1SB Pohang Korea 
Loadr ng/ dl seta rglng rate: UHWlUMtM 1 Per jay 
Laycan: Prompt 

Freight: DSD14.S0/MT FIOST Bss 1/1 

Grabber vals is preferable 

Other as per gencon op 

Subj to further details 

Substem to be lifted 24 hrs working day 

END 


Kind regards, 

Hahyu Kusdiantoro 
Marketing Staff PT Karana Line 

Mob: +62612-132-8025 E: wahyu .kuadlantoroeicarana.co-id Web: www.karana.co.id 
Sent from my mobile 
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QINGDAO GLOBAL SHIPPING CO., LIMITED 


FREIGHT DEPOSIT INVOICE - MV KEN ORCHID CP 09 APRIL 2018 


DATE: It™ APRIL 201# 


INV NO. 009-190418-1 


TO : FT. KARANA LINE 

A MELATl NO 113 ICOJA TAJOUNO PR10K JAKARTA 14130 INDONESIA 
FM : QINGDAO GLOBAL SHIPPING CO., LIMITED 


CGO/QTY: MIN/MAX: 26500MT BIX COAL 

1SAP 8AUKPAPAN / 1S0P POHLNG IAYCAN 21-12 APRIL »18 

FRT RATE USD 15.7VPMT ROST L/t 

FRfiOfl DEPOSIT AMOUNT: (2SSOOMT X USD IS.75) X 20PCI - USD 8347S OO 


KINDLY Pis REMIT THE SAID AMOUNT IN USD 83415.00 TO T>* OWNERS BANK A/C AST: 

BENEFICIARY'S BANK: 



INTERMEDIATMRY BANK: 

USD: CITIBANK, NEW YORK 
SWIFT: CTT7US33 

IN FAVOUR OF: QINGDAO GLOBAL SHIPPING CO., LIMITED 

ROOM J105 QD TREND CENTRE 2»3l CHFONG LEI STREET CHAI WAN, UK 

USD A/C: DSA110I455190S006 


QINGDAO GLOBAL SHIPPING CO., LIMITED 
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[KAROS SHIPPING » BROKERAGE LTD 


NOTICE OF READINESS 


M/V 

” KEN ORCHID " 

Port: 

BALIKPAPAN 

To: 

PT.WIRATRANS SAMUDERA 

Date: 

22 April 2018 

To: 

Whom it may concern 




This is to advise you that MV "KEN ORCHID" under my command arrived Port of BALIKPAPAN 
On 22 April 2018 at 15:42 hours local time / 07:42 h ours UTC 

and she is ready in all' respects to load her cargo in accordance with all terms conditions, 
provisions and exemptions of the governing Charter Party. 



Nor Accepted by (For and behalf of the Charterers) 


Time 


Hrs(LT) 


Source: The Panel 
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Annex 11: Iran’s reply to the Panel 



Permanent Mission of the Islamic Republic of Iran to the United Nations 

Ml Thl"d Av* New York, NY 10017 www.lran-UN.0r9 Tet*1(212)B87-2Q20 Fan. *1(212)887-7006 E-mail: lran®un.lnl 


In the name of God, the most Compassionate, the most Merciful 


No. 110731 


30 July 2019 


Dear Sir, 

1 am writing in response to your letter dated 1 July 2019 (&/AC.49/2019/PE/OC.50) with 
regard to the implementation of the measures imposed by Security Council resolutions 1718 
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 
2371 (2017), 2375 (2017) and 2397 (2017) for the situation in the Democratic People’s Republic 
of Korea (DPRK). 

Having carefully reviewed your letter, Iranian authorities affirmed once again that the 
Islamic Republic of Iran has no military-related cooperation with the DPRK. 

In our letter dated 19 December 2018 (No.106192), it was stated that “no entity or 
individual, designated pursuant to the relevant resolutions of the Security Council on the DPRK, 
is present or active in the Islamic Republic of Iran”. The latest available data confirms the very 
same fact for the period of the past seven months. 

Consistently, the Korea Mining Development Technology Corporation and Sacng Pi’l 
(aka Green Pine Associated Corporation) do not maintain offices in Iran and have no activity 
therein. 


Moreover, no “representatives of the Korea Mining Development Technology 
Corporation” were in Iran “under cover of diplomatic assignments” in the past seven months, 
contrary to a claim by “a Member State". 

The diplomatic activities of the DPRK in the Islamic Republic of Iran have so far been in 
line with the relevant conventions or resolutions, and the Iranian authorities have not observed 
any illicit activities. Additionally, the activities of the DPRK diplomats accredited to the Islamic 
Republic of Iran have been in conformity with the relevant applicable rules and international 
obligations. 

It shall be further reiterated that there are no DPRK nationals registered to be residing in 
the Islamic Republic of Iran other than its diplomats. 

The Islamic Republic of Iran is committed to constructive engagement and full 
cooperation with the Panel and Experts established pursuant to Security Council Resolution 1874 
(2009) and would review any viable evidence and credible information with regard to alleged 
actions in violation of the relevant Security Council sanctions. 
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Permanent Mission of the Islamic Republic of Iran to the United Nations 

622 Third Ave Now York. NY 10017 wwwIrw-UNorg Tel .1(212)687-2020 Fix:*1{212)867-7086 E-mrt rrangun ,r, 


I he United Nations mechanisms, especially (hose ,. e | ate j to Security Council sanctions 
shall not allow any misuse for provocative political aims, but rather need to act in an objective’ 
impartial and professional manner. Hence, the Panel is advised to avoid inclusion in its reports of 
such claims that are evidently transmitted based on political motivations 


Please accept the assurances of my highest consideration. 

-• 

Majid Takht Ravanchi 
Ambassador 

Permanent Representative 


Alastair Morgan 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Source : Member State 
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Annex 12: Passport information and recent entry/exit record of Kim Tong Choi 
to Namibia 


Date 

Entry/exit to/from 
Namibia 

Passport 

number 

Passport type 

23/09/2017 

Exit 

927234267 

Ordinary 

24/08/2018 

Entry 

108120258 

Service 

30/04/2019 

Exit 

108120258 

Service 

07/05/2019 

Entry 

108120258 

Service 

17/05/2019 

Exit 

108120258 

Service 


Source: The Panel, Member State 
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Annex 13: List of DPRK Trading Corporations subordinate to the Munitions 
Industry Department (KPe.028) reported by a Member State 

Kuryonggang Trading Corporation (-p- x ^1 M) 

Ryungseng Trading Corporation (# cJ-x x s| A|-) 

Tangun Trading Corporation A|-) 

Hangryon Trading Corporation (?f^Tn2| A|-) 

Ryonbong General Corporation ( A|-) 

5 Trading Corporation (5 -x x ^1 A|-) 

Pugang Trading Corporation (t^t x ^1 A|-) 

Mirae Trading Corporation ( n | £>| A|-) 

Ryonhap Trading Corporation ( ^ ^-x x ^1 A|-) 

Advanced Technology Trading Corporation (^ B ? I # -x x ^1 A)-) 

Jinhung Joint Production Corporation ( £1 SiU"* 1 ' ^1 A)-) 

Sobaeksu United Corporation =x ^ A|-) 

Pihosan Trading Corporation (U| ^-fd-x ^ A|-) 

Sinhung IT Trading Corporation (£] § ^ M 71 #^ q £| A|-) 

Chonryong Trading General Corporation (^!-§-x x Ws|A|-) 

Taesong Trading Corporation (-££] E|j -£j ^ ^ £[| A|-) 

Peace Motors Corporation (-^£|-A|-§-A|-£| A|-) 

Taeryonggang Trading Corporation ( PI § -o h -x x ^1 A|-) 


Source: Member State 
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Annex 14: Vodka seizures 

1. A Member State informed the Panel that it seized two shipments of vodka, which it classified as 
luxury goods, on the grounds of being destined for the DPRK. 


2. The first seizure on 20 November 2018 was of 15,600 bottles of Belarusian vodka acquired 
for USD 14,160. The producer was the same as in a previous vodka seizure investigated by the 
Panel in 2018. 1 Documents accompanying the shipment identified the consignee as Hongkong 
Jieming Industrial Co. Limited 2 . An addendum dated 28 September 2018 to the contract signed 
six months earlier on 28 March added a Singaporean company, Aspen Resources Pte Ltd 3 , a 
human resource agency, as a payer. The owner of the company, Sai Keong Cheang, a.k.a. Jordan 
Cheang 4 , replied to the Panel that the USD 14,160 payment had been made at the request of an 
acquaintance, known to him only as “Ms. Li”, for the purchase of red wine. However, the amount 
of payment and payment reference number listed on the payment confirmation is the same as for 
the vodka shipment contract. Furthermore, an e-mail address on this payment confirmation 
indicated that one of his other companies, Mekong International Pte Ltd, 5 had been used to make 
this payment on behalf of Cheang (Figure). The Panel has yet to receive a reply from Hongkong 
Jieming Industrial Co. Limited. 


1 S/2019/171j>aras 105 and 106. 

2 If Address listed on Hong Kong Companies Registry acquired in May 2019: Room 1506, 15/F, 

Loon Kee Building. No. 267-275, Des Voeux Road Central, Hongkong, China. This company has frequently 
changed its registered address and management. 

3 Address: 190 Macpherson Road, #07-01, Singapore 348548 

4 Singaporean citizen, bom in 1972. 

5 This company shares an address with Aspen Resources and his seven other companies; Aspen Corporation Pte ltd, Aspen 

Incorporation Pte Ltd, Baron & Baron Pte Ltd, Galaxy Energy Service Pte Ltd., Le Tong Resources Pte Ltd, Xtrada 
Pacific Pte Ltd. Autech Pte Ltd. 
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Figure: Payment confirmation 



Outgoing Payment Confirmation 


Confirmation Number 


01-10-201814:59:56 


ASP EN RESOURCES PTE LTD 

190 MACPHERSONRDAD UNIT 07-01 WISMA GULAB 

SINGAPORE, 348648 

Singapore 


c 



Email address of "Mekong 

Order Instructions: 

International Pte Ltd" 

EMAIL CLIENT 



j^^jSmeKonginti.com _|^ 

-- 



Item Number Description 

Amount 

Exchange 

_ 

You Sold 

Faa 

SOTR3638282-1 Electronic Fund* Tran*ter 

14.100.00 

1 0000 

USD 

14.160 00 

23 01 

Beneficiary: *CJSC ‘MINSK GRAPE WINES FACTORY* 

Account Number: XXXXXXXXXX>m Beneficiary Bank: 

Beneficiary Bank Address 

Value Data: 01 Od 2011 

Release Date: 010*201* 


payment Reference: Contract #2*03/1* (Ob Jordan) | 



Source: The Panel 


3. In a second case, a shipment of 90,000 bottles of Russian vodka for a total of USD 27,125 was 
seized on 21 February 2019. The consignee was a company in Inner Mongolia, Manzhouli 
Kesheng Trade Co., Ltd. 6 , which promotes itself as a Russian food importer. To the Panel’s 
inquiry on the shipping company of this vodka, China replied that “Based on the information 
obtained by the Chinese side, DPRK-related factors are not found in this case. China proposes 
that the Panel request relevant Member State to provide solid evidence to show that the DPRK 
is the final destination of the goods. Besides, vodka is not clearly specified as prohibited item by 
the Security Council, and the Panel’s investigation on this case lacks sufficient legal basis.” The 
Panel has yet to receive replies to its inquiries from the consignee 7 . Investigation continues. 


6 jS4§p], Room 170, No. 17 Building, The North Port, Gemini West Tower, Manzohuli City, 
China. 

7 On 29 July 2019, the Russian Federation replied to the Panel’s inquiry to an entity which is the producer and sender of the vodka. 
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Annex 15: DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016) 


DOB / Passport number / expiry 
UN Security Council designations 
where applicable 

Location 

Title and activities 

Names 

22 Feb 1958; Dip PP no. 836110034, 
exp 1 Jan 2020 

UN res 2270 (2016) designated him 
as “Tanchon Commercial Bank 
Representative in Syria” on 2 March 
2016 (amended 5 Aug. 2017) 

KPi.016 

Syria 

Tanchon Commercial Bank (hereafter TCB) Representative. Also 
operates in and travels to Lebanon under various aliases 

Jang Bom Su (aka 
Jang Pom Su, Jang 
Hyon U) 

25 Aug. 1976 with dip PP number 
836110035, expires 1 January 2020 

Syria 

Tanchon Commercial Bank (hereafter TCB) Representative in 

Syria. Also travels to and operates in Lebanon under various 
aliases. 

Jon Myung Guk 
(a.k.a. Cho’n 
Myo’ng-kuk, 

Jon Yong Sang) 

ES^(E9&) 

18 September 1961 PPNo.: 

745120026 (expires 20 January 

2020) 

Dubai, 

UAE 

Representative of Korea Kumgang Group Bank (aka KKG bank, 

-o c! Kumgang Export and Import Bank, #P<l!jf|lfT) 

Ryom Huibong (aka 
Ryo’M Hu’I-Pong) 

Bj o|M 

28 March 1964 PP No.:836132137 

Dubai, 

UAE 

Representative of Korea Kumgang Group Bank 

Transported money of DPRK laborers in the Middle East to the 
DPRK 

Ri Sun Choi (Aka 

Ri Song Choi) 

2-1-id 1 (21^1) 

1 January 1975 PPNo.: 563220533 

Dubai, 

UAE 

Deputy Representative of Korea Kumgang Group Bank 

Kwak Chongchol 
(Aka Kwak Jong- 
Chol) 

26 May 1983 PPNo.: 836434467 

UAE 

Korea Kumgang Group Bank 

Ro 11 Gwang 

1 August 1979; PP No. 836210029 

Res 2397 (2017) designated him as 
“FTB deputy chief representative in 
Libya” on 22 December (KPi.067) 

Libya 

Foreign Trade Bank Representative. The office opened at least 5 
accounts at Banque International Arabe Tunisie (BIAT) in Tunisia. 
Two of them are in the name of a front company, Kartos. Kim 
Kyong 11 has also been involved in transactions undertaken by 
Daedong Credit Bank in China. 

Kim Kyong 11 (Aka 
Kim Kyo'ng-il 




19 October 1985 

PPNo.: 83612287 (expires March 
2021) 

Moscow, 

Russia 

Unification Development Bank (or Korea Unification 

Development Bank, UDB or KUDB) representative. Replaced Ri 
Un’So’ng. Choe Un Hyok’s KUDB business card with his title of 
“Representative of KUDB, Moscow Russia” with the same address 
as the Embassy in Moscow is available in the Panel’s 2017 Final 
Report, S/2017/150 p. 251. 

Russia replied in a letter of 25 January 2018, “We will inform you 
accordingly in case we receive additional information on the 
whereabouts of Choe Un Hyok. ” The Panel has not received any 
additional information in reply to its two follow-up letters. 

Choe, Un Hyok 

23 Nov. 1986; PP No. 836420186, 
issued 28 Oct. 2016 (expires 28 Oct 
2021) 

Res 2397 (2017) designated him as 
an “overseas FTB Representative” 
on 22 December (KPi.065) 


Foreign Trade Bank Representative 

Russia replied Chu Hyo ’k is not currently residing in Russia, (see 
below) 

Chu Hyo’k (Aka Ju 
Hyok) 

-ot 

23 July 1969 

Res 2397 (2017) designated him as 
“overseas Korean Unification 
Development Bank representative” 
on 22 December (KPi.078) 


Korea Unification Development Bank representative 

Russia replied that Ri U’n-so ’ng is not currently residing in 

Russia. 

Ri U’n-so’ng (aka 

Ri Eun Song; Ri Un 
Song) 

8 Nov. 1969; PP No.: 745420176 
(expires 19 Oct 2020 

Designated by Resolution 2371 
(2017) as “Chief Representative of 
the Foreign Trade Bank” 

Russian 

Federation 

Chief Representative of the Foreign Trade Bank 

The Russian Federation replied, Mr. Han Jang Su is the Third 
Secretary of the Commercial Counsellor’s Section of the Embassy 
of the Democratic People’s Republic of Korea to the Russian 
Federation and has been officially accredited by the Russian 
Ministry of Foreign Affairs. He entered the Russian Federation on 

23 June 2017 and is staying in the country legally. No information 
is available concerning activities that are inconsistent with his 
official status. 

Han Jang Su 
(aka Chang-Su Han) 

8 September 1957; PPNo.: 

563220533; Another PP No.: 
654210218 (expires 27 June 2019 - 
used in July 2016) 

Res 2397 (2017) designated him as 
“FTB chief representative in Libya” 
on 22 December 2017 (Kpi.070) 

Libya 

(also 

travelled 

to Tunisia, 

UAE, and 

Saudi 

Arabia 

2015- 

2017) 

Foreign Trade Bank Representative 

Ku Ja Hyong (aka 

Ku Cha-hyo'ng) 




25 July 1978 

Res 2397(2017) designated him as 
“overseas FTB Representative” on 

22 December (KPi.064) 

Shenyang 

China 

Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min was 
the deputy representative at the FTB branch office in Shenyang. 

He has been associated with cash transfers from that FTB office to 
banks affiliated with DPRK special organizations and RGB located 

overseas. 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Ch’oe So’k-min 

28 Jan 1966; PP No.: 381337404 
(expires 26 Sept 2016) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.068) 

Shenyang, 

China 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Kim Tong Choi 
(aka: Kim Tong- 
ch'o'i) £!■§■! 

30 September 1967; PPNo. 

472420180 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.069) 

Shenyang, 

China 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Ko Choi Man (aka 

Ko Ch'o'l-man) 

22 August 1967; PPNo. 381120660 
exp. 25 March 2016 

Res 2397 (2017) designated him as 
“overseas Bank of East Land 
representative” on 22 December 
(KPi.071) 

Dandong, 

China 

Bank of East Land Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Mun Kyong Hwan 
(aka Mun Kyo'ng- 
hwan) 

22 August 1969; PP No.: 472120208 
exp 22 Feb 2017 

Res 2397 (2017) designated him as 
“overseas Daesong Bank 
representative” on 22 December 
(KPi.072) 

Beijing, 

China 

Korea Daesong Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Pae Won Uk (aka 

Pae Wo'n-uk) 

06 May 1969 

Res 2397 (2017) designated him as 
“overseas Ilsim International Bank 
representative” on 22 December 

2017 (KPi.073) 

Shenyang, 

China 

Ilsim International Bank representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Pak Bong Nam (aka 
Lui Wai Ming; Pak 
Pong Nam; Pak 
Pong-nam) 

1 January 1965; PPNo.: 563335509 
(expires 27/8/2018) 

Yanji, 

China 

Korea Daesong Bank Representative 

Pak Mun 11 

tfh 0.01 




Res 2397 (2017) designated him as 
“overseas official of Korea Daesong 
Bank” on 22 December 2017 
(KPi.079) 


China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 


21 August 1957’PP No: 563233049 
(expires 9 May 2018); PP No.: 
563233049 (expires 9 May 2018) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.074) 

Zhuhai, 

China 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Ri Chun Hwan (Aka 
Ri Ch'un-hwan) 

30 October 1965; PP No. 654133553 
(expires 11 March 2019) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.075) 

Beijing, 

China 

Foreign Trade Bank Representative. Opened a Euro account at 
International Arab Bank of Tunisia (BAIT) on 18 July 2012 in the 
name of “Secretary’s Delegate of the DPRK’s Mission to Tripoli” 
(closed on 22 August 2013. 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Ri Chun Song (Aka 

Ri Ch'un-so'ng) 

£■1-^0 

19 March 1965 PPNo. 654234735 
(expires 19 May 2019) Res 2397 
(2017) designated him as “overseas 
representative for Koryo Bank and 
Koryo Credit Development Bank” 
on 22 December (KPi.077) 

Beijing, 

China 

Representative for Koryo Bank and Koryo Credit Development 
Bank. Reportedly established front companies to procure items and 
conduct financial transactions on behalf of DPRK 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Ri Song-hyok (Aka 

Li Cheng He) 

£|^ 

1 October 1964; PPNo.: 472110138 

Zhuhai, 

China 

Ilsim (ILSIM) International Bank Representative 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Pang Su Nam (Aka 
Pang So-Nam, Pang 
Sunam) 

o □ 

4 June 1966; PP No.: 472434355 

Beijing, 

China 

Korea Kumgang Group Bank Representative. Has held several 
accounts in his name at Chinese banks and is suspected of 
operating a cover company. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Cha Sung Jun (Aka 
Ch’a Su’ng-chun) 



5 November 1985; PPNo.: 

381335989 (expires 14 September 
2016) 

Shanghai, 

China 

Representative, Cheil Credit Bank / First Credit Bank 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ’’ 

Kim Kyong Hyok 
(Aka Kim Kyo’ng- 
hyo’k) 

16 June 1971 PPNo.: 745420413 
(expires 19 November 2020) 

Beijing, 

China 

Representative, Cheil Credit Bank / First Credit Ban. Opened 6 
bank accounts in the name “Great Prince Limited (® W] 

)”in banks in Hong Kong and Shenzhen, China” 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ’’ 

Pak Ch’O’l-Nam 

25 September 1984 

PP: 654320502 (expires 16 

September 2019) 

Res 2371(2017) designated him as 
“Representative for Korea United 
Development Bank” on 5 Aug 
(KPi.058) 

Dandong, 

China 

Deputy Representative for the Korea Kwangson Banking 
Corporation (KKBC) 

Uses false entity names for the KKBC, such as “Good Field 

Trading Limited (ij$lSHIo^i'PSi*fi[])” and “Golden Tiger 
Investment Group (#^(§/#)IHI^fSS^H ; ^PS^^])”, both 
registered in Hong Kong. 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Jo Choi Song (Aka 
Cho Ch’o’l-So’ng) 

-£! 

DOB: 9 September 1968 

Dandong 

China 

Hana Bank Representative 

In 2016, Ho Young 11 was associated with a high volume of USD 
transactions for the FTB. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ’’ 

Ho Young 11 (Aka 

Ho’ Yo’ng-il) 

DOB 25 March 1957 

Res 2371(2017) designated him as 
“Representative for Korea United 
Development Bank” on 5 Aug 
(KPi.060) 

Dandong, 

China 

Representative for Korea United Development Bank. Uses false 
entity names including “Chongryu Technical Company” or “Kyong 
Un Trading Company” 

China replied “that as a designated individual he has been blocked 
from entry and Chinese banks requested the freeze of his assets. 

Kim Mun Choi (Aka 
Kim Mun-ch’o’l) 




PP no: 654410078 

Res 2371(2017) designated him as 
“Representative for Ilsim 

International Bank” on 5 Aug 
(KPi.054) 


Ilsim International Bank Representative 

Choe Chun Yong 
(Aka Ch’oe Ch’un- 
yo’ng) 

£139 

25 May 1972; PP 563120630 
(expires 20 March 2018) 

UN Res 2270 (2016) designated him 
as “Tanchon Commercial Bank 
(TCB) official” on 2 March 
(KPi.025) 

Transited 

China, 

Ethiopia, 

UAE, 

visited 

Sudan 1 

Tanchon Commercial Bank Representative 

Ko Tae Hun (Aka 

Kim Myong Gi) 

(or 

iEH°) 

(aka U SP 1) 

07 May 1980; PP 563132918 
(expires 04 February 2018) 

Beijing, 

China 

Daesong Bank representative who, in late 2016, held Chinese bank 
accounts. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ’’ 

Kang Min 

16 May 1957 PPNo.: 563337601 
(expires: 26 September 2018) 

Yanji, 

China 

Representative, Korea Daesong Bank 

As of 2015, Kim Sangho was an Office 39 official posted as a 

Korea Daesong Trading Company representative in Yanji, China. 
China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Kim Sang Ho 

16 July 1956; PP No.: 918320780 

Zhuhai, 

China 

Representative, Korea Unification Development Bank. In 2015, he 
was an Office 39 official posted to Hong Kong. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Kim Jong Man (Aka 
Kim Cho’ng Man) 

ssei- 


See S/2017/150, p. 64 




9 July 1978; PPNo.: 472235761 
(expires 6 June 2017) 

Zhuhai, 

China 

Deputy Representative, Korea Unification Development Bank 

Kim Hyok Choi 
(Aka Kim Hyo’k- 
Cho’l, 



China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Hyok Choi Kim 

DOB: 3 January 1967; PPNo.: 
654120210 (expires 21 February 

2019 

Beijing, 

China 

Ryugyong Commercial Bank branch representative (2014 to 
present) 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ’’ 

Ri Ho Nam (aka Ri 
Ho-nam) 

DOB: 16 Jan 1973; PP 745120374 

Europe, 

also 

transited 
UAE and 
the 

Russian 

Federation 

2 

Korea United Development Bank (KUDB) Representative. Since 
2011 made multiple trips around Europe, especially in France and 
Italy, with the assistance of her father, Kim Yong Nam, and 
brother, Kim Su-Gwang, RGB agents who used their status as staff 
members of international organizations to help her obtain visas. 

Kim Su-Gwang (Kim Sou Kwang) recently departed Belarus. See: 
S/2017/742 para 50 and S/2016/15, para 187. 

Ms. Kim Su Gyong 

Res 2094 (2013) designated him as 
“Tanchon Commercial Bank (TCB) 
official” on 7 March (KPi.012) 


Tanchon Commercial Bank Representative. Has facilitated 
transactions for TCB. 

Mun Cho'ng-Ch'o'l 

■m o = 


Indonesia 

President of the Jinmyong Joint Venture Bank/Jinmyong Joint 

Bank - £! c!. Jong Song Ho helped arranged the sale of a 

shipment of DPRK coal aboard the Wise Honest through an 
Indonesian broker with the final listed recipient being the ROK 
company, Enermax. See S/2019/171, para 36 (business card at 

Annex 19). 

Jong Song Ho 


The Russian Federation informed the Panel that unilateral sanctions were “not an argument for suspicion of unlawful activities on Russian territory”. 




DOB 22 Apr 1971; PP PS654320421 
(exp 11 Mar 2019) 


Foreign Trade Bank Representative. Russia replied to the Panel, “Mr. Ri 
Jong Won arrived in Russia on 5 February 2018 as an officially 
accredited member of the Embassy of the Democratic People’s 

Republic of Korea to the Russian Federation. It is not known what 
information was used to determine that he is the Moscow-based deputy 
representative of the Foreign Trade Bank. Moreover, according to the 
available information, he returned to the Democratic People’s Republic 
of Korea on 8 October 2018.” 

RI, Jong Won (a.k.a. 
RI, Cho'ng-Wo'n; 
a.k.a. RI, Jung Won) 

B| § ® 

DOB: 07 Jan 1979; Passport 
563320192 expires 09 Aug 2018 


Representative of Daesong Bank 

Choe Song Nam 
CHOE, Song Nam 
(aka CH'OE, So'ng- 
nam) 

DOB 27 Sep 1964 


Representative of Korea United Development Bank 

Kim Choi 

KIM, Choi (a.k.a. 
KIM, Ch'o'l) 

m 

DOB 17 Jan 1964 


Representative of Kumgang Bank 

Paek Jong Sam 

PAEK, Jong Sam 
(a.k.a. PAEK, 

Chong-sam) 

DOB 28 August 1967 

Passport 927220424 expires 12 Jun 
2022 


Representative of Korea Daesong Bank. According to a Member 
State, he engaged in transactions for ship-to-ship transfers in 2018 
while acting as representative of Daesong Bank in Shenyang. 

Ko 11 Hwan 

KO, 11 Hwan (a.k.a. 
KO, Il-hwan) 

I|S[ 

DOB 14 Mar 1969; Gender Male; 
Passport 381420089 expires 11 Oct 
2016 


Representative of Foreign Trade Bank 

Ri Myong Hun 

RI, Myong Hun 
(a.k.a. RI, Myo'ng- 
hun) 

Passport no.: 654110043 


Representative for Ilsim International Bank, which is affiliated 
with the DPRK military and has a close relationship with the 

Kim Nam Ung 













Res 2371(2017) desigmated him as 
Representative for Ilsim 

International Bank 


Korea Kwangson Banking Corporation. Ilsim International Bank 
has attempted to evade United Nations sanctions. 


DOB: 22 Apr 1971; Passport no 
654320421 expires 11 Mar 2019 


The Russian Federation replied, Mr. Ri Jong Won arrived in Russia 
on 5 February 2018 as an officially accredited member of the 
Embassy of the Democratic People’s Republic of Korea to the 
Russian Federation. It is not known what information was used to 
determine that he is the Moscow-based deputy representative of 
the Foreign Trade Bank. Moreover, according to the available 
information, he returned to the DPRK on 8 October 2018. 

RI, Jong Won (a.k.a. 

RI, Cho'ng-Wo'n; 
a.k.a. RI, Jung Won) 


Source: The Panel, Member States and UN documents 




Annex 16: DPRK financial institutions with overseas representatives 


Security Council designations and information 
provided to Panel by Member States and United 

Nations resolutions 

HQ address / phone / fax/ 
SWIFT 

Names, alias, Korean and Chinese spelling 

Res 2087 (2013) on 22 January 2013 (KPe.013) 

Info in UN Panel reports: S/2017/150; pp 76-77 and 
S/2017/742, para 61. 

Facilitates weapons-related transactions for, and other 
support to, arms manufacturer and exporter Green Pine 
Associated Corporation. Has actively worked with Green 
Pine to transfer funds in a manner that circumvents 
sanctions. 

BEL Building, Jonsung- 
Dong, Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814410 

Bank of East Land 

aka: Haedong Bank (°H-§--§-?§), Dongbang 

Bank, Tongbang U’Nhaeng, Tongbang Bank, 

(i§«¥) mmm 


Munsu Street, Central 

District, Pyongyang 
+850 2 3818285 
+850 2 3817806 

Credit Bank of Korea 

i'£d'£Jo"& c! 

aka Korea Credit Bank, International Credit 

Bank, 

Res 2270 (2016) on 2 March 2016 (KPe.023) 

Representative offices and front companies in China 
according to Panel: S/2017/150, paras 225-230 and 
S/2017/742, paras 51-56. 

Clients include: T Specialist International (Singapore) Ltd, 
OCN (Singapore) International Distribution Ptd Ltd; Pan 
Systems; Dalian Daxin Electron Co Ltd, Hongdae 
International, Yueda International Trading Co, Hing Heng, 
Korea Sinheung Trading Co, Hana Electronics. 

Joint venture with Korea Daesong Bank; majority stake 
acquired by a Chinese company. See current report, 
paragraphs XX. 

Suite 401, Potonggang Hotel, 
Ansan-Dong, 

Pyongchon District, 
Pyongyang, 

(b) Ansan-dong, Botonggang 
Hotel, 

Pongchon, Pyongyang, 

+850 2 3814866 

SWIFT: DCBK KPPY 

Daedong Credit Bank [JV] 
q|-§.Aj-g.o.sy 

±mmmm 

Aka Taedong Credit Bank, Dae-Dong Credit 

Bank, DCB Finance Ltd, Perigrine-Daesong 
Development Bank 


Daesong Credit Development 
Bank [Joint Venture] 

+850 2 381 4100 
+850 2 341 4013 

Daesong Credit Development Bank [JV] 

Koryo Credit Development Bank 
(TlE]#^^AJ^-^°y), Koryo Global Trust 

Bank, Koryo-Global Credit Bank, Korea Credit 
Investment Company (S-td^4-g-f-X[S| A[) 

Affiliated with Central Bank and Unaforte (Italy and Hong 
Kong, China). See Panel report S/2017/150 para 221. 

Rason, DPRK 

First Eastern Bank 











Res 2371 (2017) on 5 Aug 2017 (KPe.047) 

State-owned bank which acts as the DPRK’s primary 
foreign exchange bank and has provided key financial 
support to the Korea Kwangson Banking Corporation. 

See para X on registered office abroad. 

FTB Building, Jungsong 
dong, Central District, 
Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814467 
SWIFT/BIC FTBD KP PY 

Foreign Trade Bank (FTB) 

mmmm? 

aka: Mooyokbank, Korea Trade Bank, 

Mooyokbank 


Sungri Exhibition Hall, 
Pyongyang 

International Consortium Bank (ICB) 

Hi-Fund Bank International Consortium Bank 
(ICB), Sungri Hi-Fund International Bank, 

Sungri Economic Group 

Appears to be owned by the Jinmyong Trading Group. 
Advertisement presented at 19th Pyongyang Spring 
International Trade Fair (2016). Designated by OFAC in 
September 2017 pursuant to E.O. 13810, which targets, in 
part, persons determined to be operating in the financial 
services industry in the DPRK. The President, Jong Song 

Ho arranged the sale of a shipment of DPRK coal aboard 
the Wise Honest through an Indonesian broker with the 
final listed recipient being the ROK company, Enermax. 

See S/2019/171, para 36 (business card at Annex 19). 

Pyongyang 

Tel: +85-02-18111-381-8161 
Fax: +85-02-381-4410 
Associated Factory: 
Address: 

Room No. 2204, 3211 

Pyongyang Information Center, 
Kyonghung-dong, Pothonggang 
District, Pyongyang 

Jinmyong Joint Venture Bank/Jinmyong Joint 
Bank 

xj 

Res 2356 (2017) on 2 June 2017 (KPe.045) 

Associated with Office 38 and Office 39 of the KWP. 
Operated by Korea Myohyang Economic Group; joint 
venture partner in Koryo-Global Bank. 

Koryo Bank Building, 
Pyongyang, Democratic 
People's Republic of Korea 

Koryo Bank 

Res 2371 (2017) on 5 August 2017 (KPe.049) 

Joint venture with Koryo Bank 

Yanggakdo International 

Hotel, Pyongyang 

Tel: +850 2 381 4100 

Fax: +850 2 341 4013 

Koryo Credit Development Bank / Daesong 
Credit Development Bank [JV] (Aka. Koryo- 
Global Credit Bank, Koryo Global Trust Bank) 

jt.B| AJ-g.7|| F||-£>^0-711 °y 

(akaTl^MiSg^i ) 0 

Res 2321 (2016) on 30 November 2016 (KPe.035) 

Owned and controlled by Office 39 of the Korea Workers’ 
Party 

According to a Member State, Ko 11 Hwan engaged in 
transactions on behalf of Korea Daesong Bank from 
Shenyang for ship-to-ship transfers in 2018. 

Segori-dong, Gyongheung 
Street, Pyongyang 

Tel +850 2 818221 

Fax +850 2 814576 
SWIFT/BIC: 

KDBKKPPY 

Korea Daesong Bank 

aka: Choson Taesong Unhaeng, Daesong Bank, 
Taesong Bank 

According to a Member State, in 2018 the bank 
has used the following false names when 
processing transactions for ship-to-ship transfers: 






(chosun Noksaek Sanop 
Muyok, Korea Green Industry Trading 
Company/Corporation ) and 

i y id y iJ‘o-¥-^fS|^KChosun Sinyong Tuja Hoesa, 
Korea Credit Investment Company/Corporation 

mmmm'AWi or i3P^ss#tt). 

Res 2370 (2016) on 2 March 2016 

Provides financial services in support to Tanchon 
Commercial Bank and Korea Hyoksin Trading 

Corporation, a subordinate of the Korea Ryonbong 

General Corporation. Tanchon has used KKBC to facilitate 
funds transfers likely amounting to millions of dollars, 
including transfers involving KOMID-related funds. For 
more info see PoE report S/2017/150, p. 63. 

Jungsong-dong, Sungri 

Street, Central District, 
Pyongyang 

Korea Kwangson Banking Corporation 

o.sy 

Korea Kwangson Finance 
Company, Korea 

Kwangson Finance Company 


KNIC Building, Central 
District Pyongyang 
+850 2 18111/222 

Ext:3418024 

+850 2 3814410 

Korea National Insurance Corporation 

Korea Foreign Insurance Company, 


KJB Building, Ryugyong 1 
dong, Pothonggang District, 
Pyongyang 

+850 2 381-8151, 850-2- 
18111-381-8151 

+850 2 381-4410 

Korea Joint Venture Bank 

Korea Joint Bank, Korea Joint Operation Bank, 
Chosun Joint Operation Bank, Habyong Bank, fjj 

memmf 

Two ATMs at Pyongyang Airport and one in the lobby of 
Changgwang Inn. 

Ryugyong Commercial Bank ATM lists an address in the 
Changgwang Foreign House, Suite #05-24 

Joint Venture with OCN Pyongyang Office and Koryo 
Commercial Bank 

Changgwang Hotel, 5th 

Floor, Pyongyang 

Beijing, China 

Dandong, China 

Ryugyong Commerical Bank (RCB) 

Ryusang Bank, 

Res 2321 (2016) on 30 November 2016 (KPe.033) 

USA on 16 March 2016 

See Panel of Experts report (S/2017/150, p 62) 

KUDB Building, Pyongyang 

SWIFT/BIC: KUDBKPPY 

Korea Unification (United) Development 

Bank 

(Stf)#S!i*E£$l 

m 






aka: Myohyangsan Bank, Unification 
Development Bank, T’ongil Palchon Bank, 

Korea Tongil Paljon Bank, Korea Reunification 
Development Bank 

Partial Ownership by Central Bank. Overseas several 

Bank Card product lines for domestic use 

ISB Building, Pyongyang; 
Haebangsan Hotel, Jungsong- 
Dong, Sungri Street, Central 
District, Pyongyang, 

Dandong, China 

SWIFT/BIC 

BRBKKPPIXXX 

Hana Banking Corporation 

aka Korea Kumsong Bank, Kumsong Bank, 
Single-Minded International Bank, 

Res 2321 (2016) on 30 November (KPe.034) 

Affiliated with the DPRK military and has close 
relationship with Korea Kwangson Banking Corporation 
(KKBC) and has attempted to evade United Nations 
sanctions. 

ISB Building, Pyongyang 
Pyongyang, Democratic 
People's Republic of Korea 
SWIFT: ILSIKPPY 

Ilsim International Bank 

S!-feR*ll£SS 

B'kllfeSgfa' 

aka. Korea Kumsong Bank, Kumsong Bank, 
Single-Minded International Bank, 

fj 

Belongs to Workers Party of Korea. It was established in 
2008 as JV venture with Singapore’s Miracle Commerce 

Pte. Ltd., and its CEO William Toh (aka Toh Hwee Howe) 
who has been involved in trade with the DPRK using his 
other two companies, I-Tech Intelligence Resources and 
Sinsar Trading Ltd. 

a) 3-18 Pyongyang 

Information Center, 
Potonggang District (as of 
2016). b) i Rakrang District, 
Jongbaek 1-dong Tel: +850 2 
433-1575 (02-433-1575) 
SWIFT: KYCBKPPYXXX 
Rakrang Tel: 961-3331, 961- 
0003 

First Credit Bank. (JV) or Cheil Credit Bank 

XlISj-y^Tr’iy 

m-mmsm 

aka: First Trust Bank Corporation, Jeil Credit 

Bank, Kyongyong Credit Bank 

Joint Venture with OCN and Ryugyong Commerical Bank 

KCB Building, Taedonggang 
District, Pyongyang; ; 

Beijing, China; Shenyang, 
China; SWIFT/BIC 
KCBKKPP1 

Koryo Commercial Bank 

rliRraj^i 111/IS fa- 

aka Korea Commercial Bank 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional 
arms, ballistic missiles, and goods related to the assembly 
and manufacture of such weapons. Under Second 

Economic Committee; financial arm of KOMID. 

Saemul 1-Dong Pyongchon 
District, Pyongyang 

Tanchon Commercial Bank 

mJIIMMfa 1 

AKA: Changgwang Credit Bank, 

(o h cl'-tJ o"i=-c!) Korea Changgwang Credit Bank 
(S^&i^S^SS); Yongaksan Bank 
(#^tt^), Lyongaksan Bank (#^£?jj) 

Res 2321 (2016) on 30 November (KPe.033) 

KUDB Building, Pyongyang 

Korea United Development Bank (KUDB) 

^ l!o EEl!-&cS 




Information in UN POE report: S/2017/742, p. 22 


Associated with Korea Ponghwa General Corporation 
(under External Economic Committee of the Cabinet) and 
Korea Pyongyang Trading Company 


Affiliated with Korean Chongsong Mining Company and 
Changgwang Shop. See Panel report S/2017/150 para 220. 


Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional 
arms, ballistic missiles, and goods related to the assembly 
and manufacture of such weapons. Under Second 
Economic Committee; financial arm of KOMID. 


Source : The Panel, Member States and UN documents 


SWIFT/BIC: KUDBKPPY 

aka: Myohyangsan Bank, Unification 
Development Bank, T’ongil Palchon Bank, 
Korea Tongil Paljon Bank, Korea Reunification 

_ Development Bank _ 

Kumgang Bank Building, Kumgang Group Bank / Kumgang Bank 

Central District, Pyongyang (KKG) 

(The North East Asia Bank Korea Kumgang Bank 

building in Pyongyang (S{j) 

became the KKG Bank aka: Kumgang Export and Import 

building) _ Bank _ 

Kumgyo International Commercial Bank 

^:ni^*||AhoH°oy 


Saemul 1-Dong Pyongchon Tanchon Commercial Bank 

District, Pyongyang B£! o h S 

AKA: Changgwang Credit Bank, 

(o h o"& ci) Korea Changgwang Credit Bank 
(i^^#^J§-g-°y); Yongaksan Bank 

_ (g^-g-^), Lyongaksan Bank (#g^gg|) 




Annex 17: Payment for Wise Honest transshipment costs arranged by DPRK bank 
representative 
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mandiri 


Rekening Koran 
(Account Statement) 


Periode 


Emm 01 March 2018 

To 31 March 2018 




Account No 


1260007369969 - ARBAA ENERGY RESOURC 




Currency 


USD 





Branch 


KCP Jkt Permata 





Opening Balance 


972.79 




. .1 

Date & Time 

Value Date 

Description 

Reference No 

Debit 

Credit 

Balance 

150.930.79 

27/03/2016 

14:44:29 

27/03/2018 

SWIFT CODE BMRHDJAXXX 

Debt! InTTSusp HUITONG MINERALS 


0.00 




CO LTDJF MORGAN CHASE BANK. 







NEW YORK. USA 


0.00 

159.958.00 

510.888.79 

. 2803/2018 

15:58:28 

28/03/2018 

SWIFT CODE BMRIIOJAXXX 

Debit InTTSusp HUITONG MINERALS 




CO LTDJP MORGAN CHASE BANK. 
NEW YORK, USA 


5.00 

0.00 

310.883.79 


31/03/2018 

31/03/2018 





23:59.00 

31/03/2018 

31/03/2018 

BiayaAdm 


ooo 

3.82 

310.887.61 

23:59:00 

31/03/2018 

31/03/2018 

Bunga 


0.70 

000 

310,886 85 

23 5900 
31/03/2018 

31/03/2018 

Pajak 


0.44 

0.00 

310.886.41 

23 5900 

No of Credit 

BiayaMeterai 

3 





Total Amount Credited 

309.919.82 





No of Debit 


3 





Total Amount Debited 

6.20 





Closing Balance 

310.886.41 
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mandiri 



tokening Koran 
(Account Statement) 

From 

To 30 Apr* 2016 

12 M 00736 MM AREA* ENERGY RESOURC 
USD 

KCP >1 PermXi 
310886 41 


t2i!82 
1004.20'I 
12:13*1 


nas» 

12MS01! 
It 5123 


103231 

134412016 


1304 
tr 1*1 


SWIFT COOESMHHCUAKXX 
D.MKTTSUIP MUIT0NGUINE1W.S 
CO LTDJP MORGAN C*K B«* 




loiDK 20383333 tt ERT THURSINA 
.RF9*31X11604120*22 
OWN l»3TSuip HUMID HE MMERAIS 
IHONOKONOI CO 834*0*1® 
CHARTERED »*NK 
PAYMENTS FOR 0000$ 

DM* Noun TRADE PONtER 
184ITE0FIRST COMCRCIAl BANK 
BO 3*2334 
Tninilfl* X38S2S 
fRri»STi3Diiao4iao2«9 
08MWTT$M4t HUANG Mt MINERAL S 

co --— — 


bg xmr 

inMwjca 
BG 313359 
TrinflfBl 20333338 
SWIFT COOE BMRIK3JAXXX 
Dtbl InHSulp mljtcng mineral $ 
COl 30 JO K04MAN CHASE 84484, 
leWYOSK.OSA 

HO 3837&0 PAWfeNI INVNOOG6- 


Detyt 

so ooe oo 



4T0.J44A1 
440*44 41 
420*44 41 
WO *44 41 
300 844 4! 
420.253137 


234 210*0 
224 2JO SO 
228,048.80 


18838080 

188,38080 

18*108220 

180*08*8 


Pagt 1 o* 1 


Source : Annex 19 of Panel’s report S/2019/171 of 5 March 2019. 
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b. Supplementary information on payment for Wise Honest from US Court documents 

Excerpts from Case l:19-cv-04210 filed on 9 May 2019, United States District Court, Southern 
District of New York 

43. In connection with the March 2018 shipment of coal on board M/V Wise Honest from 
North Korea, see supra 11 28- 30, payments totaling more than $750,000 were transmitted 
through the correspondent accounts of another U.S. financial institution ("Bank-2"), which was 
specifically listed as being located in "New York, USA." 

Source: Case l:19-cv-04210 filed on 9 May 2019, United States District Court, Southern District of New York 
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Annex 18: Screenshot of media coverage of a Republic of Korea Parliamentary 
Committee Press Conference on Detention of DN5505 for importing DPRK-origin coal 



English Translation: 


Current Status of Vessel Suspension of Departure (or Detention) (Edited 2019.04.17) 

Ship Name 

Current Status 

Reason 

Date 

DN5505 

Departure Delayed/Pending 

Importing North Korean coal 

Action Taken 2019. Feb. 

KATRIN 

Departure Delayed/Pending 

Illegal Transshipment of Refined Oil 

Action Taken 2019. Feb. 

P PIONEER 

Departure Suspended 

Illegal Transshipment of Refined Oil 

Action Taken 2018. Oct. 

LIGHTHOUSE WINMORE 

Departure Suspended 

Illegal Transshipment of Refined Oil 

Action Taken 2017. Nov. 

KOTI 

Departure Suspended 

Illegal Transshipment of Refined Oil 

Action Taken 2017. Dec. 

TALENT ACE 

Departure Suspended 

Carrying North Korean coal 

Action Taken 2018. Jan. 

LUNIS 

Departure Delay Revoked 

Illegal Transshipment of Refined Oil 

Departure Delayed/Pending Action Taken 2018. Sep. 
Revoked 2018. Oct. 


Source: Meeting of the special committee on the investigation of sanctions against North Korea, YouTube, 18 April 2019. 
https://www.youtube.com/watch?v=e71dPPMeIN4 


105/147 


19-13211 








Annex 19: International Shipping News, “Ship Suspected of Carrying N.K. Coal Is 
Under Probe: lawmaker”, 19 April 2019 
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A Togo-flagged ship has been under probe in South Korea on suspicion of carrying North 
Korean coal in a potential violation of U.N. Security Council sanctions, an opposition 
lawmaker said Thursday. 

The vessel, believed to have come from Russia’s Nakhodka, entered the South Korean 
southeastern port of Pohang in February to unload 3,217 tons of North Korean coal and its 
departure was suspended, according to Rep. Yoo Ki-june of the main opposition Liberty Korea 
Party (LKP). 

The DN5505 vessel also unloaded 2,588 tons of coal in South Korea in November, he said. 

“The government grudgingly recognized that the vessel was shipping North Korean coal and 
kicked off the investigation,” Yoo claimed. 

North Korea is banned from exporting coal, iron ore and other mineral resources under 
Resolution 2371, passed in August, 2017. U.N. sanctions call for a country to capture and look 
into a vessel suspected of engaging in prohibited activities with North Korea. 

The DN5505 has become the sixth ship whose departure from a South Korean port was 
suspended or denied due to suspected shipments of North Korean coal or ship-to-ship oil 
transfer in international waters. 

Yoo said the name of the ship was changed in January 2018 and its original name is Xiang Jin. 


Source : “Ship suspected of carrying N.K. coal is under probe: lawmaker” in International Shipping News. 
19 April 2019. 
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Annex 20: Austria’s reply to the Panel 


PERMANENT 
MISSION 
OF AUSTRIA 

TO THE UNITED 
NATIONS IN NEW YORK 


New-York-OV/RECHT/0140/2019 


The Permanent Mission of Austria to the United Nations presents its compliments to the 
Panel of Experts established pursuant to United Nations Security Council resolution 1874 
(2009) and has the honour to transmit the following: 

With reference to the Panel's letter dated 28 June 2019 (S/AC.49/2019/PE/OC.75) Austria 
would like to provide the following information in addition to the letters dated 23 March 
2017 as well as 26 October 2017: 

A. Korea Ungum Corporation 

As the Panel of Experts is aware, the Austrian Authorities have been dealing with the 
Korea Ungum Corporation since 2012 and seeking cooperation with the panel 
concerning this matter on several occasions. Based on the investigations of the Austrian 
Authorities, the facts may be summarized as follows: 

1. Korea Ungum Corporation held the following bank accounts with Meinl Bank AG: 

• No. 100493444 balance USD 768.168.24 

• No. 100493445: balance EUR 1,127,465.35 

2. The following persons were registered as authorised signatories of the bank accounts: 

• Mr. HYON Yong II. DOB March 1964 (no known permanent residence in Austria) 

• Mr. KIM Yu Jin. DOB 23 September 1963 (member of the administrative and technical 
staff at the DPRK Embassy in Vienna, registered from 10 May 2007 until 11 February 
2010) 

• Mr. RJ Yong Su, DOB 10 June 1959 (member of the administrative and technical staff 
at the DPRK Embassy in Vienna, registered from 6 October 2004 until 2 May 2007) 
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3. In July 2012, Mr. HYON Yong II Intended to close the accounts of Korea Ungum 
Corporation with Meinl Bank AG and transfer the balance via West Landesbank in 
Germany to an account of the Foreign Trade Bank of the DPRK (FTB). 

4. On 26 July 2012, Meinl Bank AG submitted a suspicious transaction report to the 
Criminal Intelligence Service of Austria, because the Bank had suspected Korea Ungum 
of money laundering. The report was forwarded to the Vienna Public Prosecutor's Office, 
which on the same day ordered the freezing of the accounts due to suspected money 
laundering activity. 

5. On 17 July 2015 the Vienna Public Prosecutor s Office closed the money laundering 
proceedings due to lack of evidence and lifted the freezing order. 

6. However, no moneys were released, since the Austrian National Bank, as the 
competent Austrian authority to monitor the implementation of financial sanctions, 
confirmed to Meinl Bank that the bank accounts remained frozen pursuant Council 
Regulation (EC) No. 329/2007 concerning restrictive measures against the Democratic 
People's Republic of Korea. 

7. In February 2016, the Korea Ungum Corporation, requested a cash withdrawal from 
the bank accounts which supposedly should have been made available to a member of 
the DPRK Embassy in Vienna. However, this request was refused. 

8. In October 2016, in order to achieve legal certainty for freezing the accounts in the 
view of potential lawsuits, Austria proposed the listing of Korea Ungum Corporation 
under EU sanctions legislation, after it had asked the Panel of Experts for additional 
information. However, no consensus among EU member states could be reached on the 
listing proposal. 

9. On 9 January 2017, the DPRK Embassy requested the release of funds from the above- 
mentioned bank account No 100493444, allegedly in order to pay an outstanding salary 
to Mr. JO Kwang Choi based on a fabricated labour contract with Korea Ungum 
Corporation (for further details see Part B below). Again, the request was refused. 

10. In February 2017, in order to solve the matter in conformity with the sanctions 
measures against the DPRK. Meinl Bank AG bought DPRK promissory notes to the value 
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of the balance in the above-mentioned accounts from Winter Bank, another Austrian 
private bank, which held DPRK promissory notes of several million Euros. The accounts 
were set off against the promissory notes, thereby avoiding that any funds were made 
available to FTB or any other entity of the Government of the DPRK. 

11, On 28 February 2017, both bank accounts of Korea Ungum Corporation with Meinl 
Bank AG were closed, well before the listing of FTB by the Security Council on 5 August 
2017. 


B. JO Kwang Choi 

1. Mr. JO Kwang Choi (DOB 5 August 1975, Passport No 74S420418, see attachments 1 
and 2) has been accredited since 2 February 2016 as a member of the administrative and 
technical staff of the DPRK Embassy in Vienna. His current accreditation card is valid until 
3 November 2020 Mr. JO'S private address is not known to the Austrian authorities. 
There is no legal obligation for accredited members of Embassies in Austria to register 
their private addresses. 

2. In December 2016, the DPRK Embassy request the release of funds in the amount of 
EUR 33,600.00 from the bank account No. 100493444 with Meinl Bank AG. allegedly in 
order to pay an outstanding salary to Mr. JO for his work as an agent of Korea Ungum 
Corporation in Vienna from February to September 2016. However, the Austrian 
authorities came to the conclusion that this request was an imposture, based on a 
fabricated labour contract. When the DPRK Embassy was confronted with the suspicion 
that the contract and supposed work of Mr. JO potentially violated Article 42 of the 
Vienna Convention on Diplomatic Relations, OP 33 of Security Council Resolution 2321 
(2016) as well as Austrian tax and labour laws, it withdrew its request and no funds were 
released 

3. After careful analysis of all available facts, the Austrian authorities determined - in line 
with the discretion afforded to Member States in OP 33 of Security Council Resolution 
2321 (2016) - that there was no sufficient and reliable evidence to conclude that Mr. JO 
was actually working on behalf of or acting at the direction of the FTB during his posting 
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in Vienna. The alleged labour contract was poorty fabricated and there was no evidence 
of any activities of Mr. JO as supposed agent of Korea Ungum Corporation and/or FTB 
before or particularly after the adoption of Security Council Resolution 2321 (2016) on 30 
November 2016. This conclusion was corroborated by the fact that, unlike previous staff 
at the DPRK Embassy, Mr JO was never registered as an authorised signatory of the 
above-mentioned bank accounts of Korea Ungum Corporation Mr JO is also not 
registered in the Austrian business register, nor in the Austrian company register or in 
the Austrian land register. 

C. Implementing measures 

1. Council Regulation (EC) No, 329/2007 which was later replaced by Council Regulation 
(EU) No. 2017/1509 of 30 August 2017 transposed the obligation to freeze assets of 
individuals or entities under paragraph 8 (d) of Secunty Council Resolution 1718 (2006) 
and subsequent relevant Security Council Resolutions. 

2. According to the Austrian National Bank, as the competent national authority, action 
taken pursuant to Art. 28 and 29 of Regulation (EU) 2017/1509 of 30 August 2017 
implementing UNSC-Resolution 2321 (2016) has led to the closure of 12 bank accounts 
held by persons affiliated with the DPRK Embassy in Austria. According to available 
information, the DPRK Embassy no longer holds any bank account in Austria at all, as 
local banks refuse to do business with the Embassy Due to very strict national banking 
secrecy legislation, more detailed information could only be acquired by a court order 

3. In this context it is noted that the personal scope of Art. 28 of said EU Regulation goes 
beyond the scope of OP 16 of Security Council Resolution 2321 (2016), which only refers 
to diplomats and consular officers, whereas Art. 28 of the EU Regulation includes all 
members of DPRK diplomatic missions. According to the well-established definitions in 
the Vienna Convention on Diplomatic Relations (VCDR) and the Vienna Convention on 
Consular Relations (VCCR). which both reflect customary international law, the terms 
‘diplomatic agent* (d. Art 1 (e) VCDR) and ’consular officer" (d. Art 1 (d) VCCR) do not 
encompass ’members of the administrative and technical staff" nor the family members 
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of such diplomat agents and consular officers, who are therefore outside the scope of OP 
16 of Security Council Resolution 2321 (2016). 

4. In accordance with Art 28 and 29 of Council Regulation (EU) 2017/1509 the obligation 
to close the accounts of DPRK diplomats departing/having departed their posting is with 
the credit and financial institutions. 

The Permanent Mission of Austria to the United Nations avails itself of this opportunity 
to renew to the Panel of Experts the assurances of its highest consideration. 


To the 

Panel of Experts 

established pursuant to UN Security Council resolution 1874 (2009) 



United Nations 

New York 
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DPRK service passport held by Jo Kwang Choi 2i 


4 « / OFFICIAL STATUS 


a±eglO@2R^J(J 

5y°J^2l°J°iS2RdW»^H 

rt (S 


STAFF MEMBER 

THE EMBASSY OF THE DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA 
IN THE REPUBLIC OF AUSTRIA 


W3RUXI <>2 I SuMturtofAuton* 

L Jk H- 


£4dE!^®l£!S!S»5} Democratic People s Republic of Korea 



PSPRKJO<<KMANGCHOL<<<<<<<<<<<<<<<<<<<<<<<<<< 
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Letter from the DPRK Embassy in Beijing requesting visa for Jo Kwang Choi and his family 



Embassy of the Democratic People ’ s Republic Of Korea 


Wo 5~^-o 


The Embassy of the Democratic People’s Republic of Korea in Beijing 
presents its compliments to the Embassy of the Republic of Austria and has 
the honor to kindly request the latter to issue the D-visas in favor of following 
newly appointed staff member of the DPR Korea Embassy to the Republic of 
Austria and his family who will stay in Austria for 4 years from January 25, 
2016, who names, dates of birth, passport numbers are as follows: 

1. Mr. Jo Kwang Choi. Bom: 05-Aug-1975. Passport No-PS745420418 

2. Mrs. Choe Hyang Mi. Bom: 23-Jan-l976. Passport No-PS745420419 

3. Mr. Jo Ju Ryong. Bom: 22-Apr-2000. Passport No- PS745420420 

4 Ms. Jo Ju Hyang. Bom: 1 B-Aug-2003. Passport No- PS745420421 

Please be informed that Mr. Jo Kwang Choi is the replacement of Mr. Ri 
Jong Choi, the staff member of the DPRK Embassy to the Republic of Austria 
and the application forms, copies of applicants' passports and original 
passports are enclosed herewith. 

The Embassy of the DPRK avails itself of this opportunity to renew to the 
Embassy of the Republic of Austria the assurances of its highest consideration. 

December 03, Juche 104(2015) . 

To: Embassy of the Republic of Austria 
Beijing 


Source : Member State 
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Annex 21: Suspected DPRK cyber-attacks on financial institutions (including 
banks and cryptocurrency exchanges) investigated by the Panel 

A. Banks 


Date 

Location 

Details 

Dec 

2015 

Guatemala 

Reported loss of 16 million USD. 

Dec 

2015 

Vietnam 

Attempted theft of more than 1 million Euro ($1.1 millions) of 
funds through fraudulent SWIFT messages according to 
statement Tien Phong Bank later issued. 1 

Feb 

2016 

Bangladesh 

Attempted theft of $951M 

May 

2016 

South 

Africa / 
Japan 

Reported theft of $18M from Standard Bank that caused a 
malfunction of the system shortly before the cash was 
withdrawn from ATM machines at convenience stores in 
Tokyo and 16 prefectures across Japan with forged cards 
made with data stolen from credit cards issued by the bank. 
A reply from the Government of Japan to the Panel dated 

25 July 2019 stated, “As of 9 July 2019, approximately 

260 suspects, including organized crime group members, 
have been arrested, and the total amount of the cash 
illegally withdrawn from the ATMs across Japan was 
approximately 1.86 billion yen. The suspects used forged 
cards with data of roughly 3,000 pieces of customer 
information stolen from the Standard Bank in the Republic 
of South Africa, in order to withdraw cash from 
approximately 1,700 ATMs located in Tokyo and 16 
prefectures across Japan. The case is still under 
investigation.” 

July 

2016 

India 

Attempted theft of $166M using tactics and techniques 
similar to February 2016 attack on Bangladesh Bank. 

Funds were transferred to the Canadia Bank Pic and RHB 
IndoChina Bank Ltd in Cambodia, the Siam Commercial 
Bank in Thailand, Bank Sinopac in Taiwan Province of 
China, and a bank in Australia (routed by Citibank New 

York and JP Morgan Chase New York). 

July 

2016 

Nigeria 

Attempted theft of $100M 2 

Oct 

2017 

Tunisia 

Attempted theft of $60M 

Oct 

2017 

Taiwan 
Province of 
China 

Attempted theft of $60M from Far Eastern International 
Bank; all but $500,000 recovered by the bank 3 

Jan 

2018 

Mexico 

Attempted theft of 110M USD from Bancomext 4 


4 https://www.nytimes.com/2016/05/27/business/dealbook/north-korea-linked-to-digital-thefts-from-global-banks.html 
^ APT38: Un-usual Suspects, October 2018, p.7, mentions ‘an African bank that appears to have been targeted in early 2016 [...] and 
involved an attempted theft of approximately $100 million’, https://content.frreeye.com/apt/rpt-apt38 

3 Article by Reuters dated 16 October 2016 on the DPRK likely behind SWIFT cyber-attack on Taiwan Province of China. 

https ://reut.rs/2kV SmKO . 

4 FireEye APT38 report 
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Jan 

2018 

Costa Rica 

Attempted theft of 19M USD 5 

Feb 

2018 

India 

Attempted theft of 16.8 USD from City Union Bank using 
techniques similar to February 2016 attack on Bangladesh 
Bank. 

March 

2018 

Malaysia 

Attempted theft of 390M USD 29 March 2018 
cybersecurity incident involving attempted unauthorized 
fund transfers using falsified SWIFT messages 

May 

2018 

Chile 

Theft of approximately 10 million USD from Banco de 

Chile through unauthorized transactions using SWIFT, 
mainly to Hong Kong. The hackers distracted bank 
employs from the theft by using malware to render 9000 
bank owned computers inoperable. 6 

June 

2018 

Liberia 

Attempted theft of 32M USD 

Aug 

2018 

India 

Reported theft of 13M USD through attack on Cosmos 

Bank through simultaneous ATM withdrawals across 23 
countries in five hours as well as the transfer of 139 
million Rupees to a Hong Kong-based company’s account 
in three unauthorized SWIFT transactions. On 8 October 
2018 the United States included this and other similar 

DPRK attacks in its alert regarding the “FASTCash 
Campaign” 7 

Oct 

2018 

Chile 

Attack on Redbanc using malware called 
POWERRATANKBA. Sophisticated social engineering via 
Linkedln, Skype. 

Feb 

2019 

Malta 

Attempted theft of 14.5M USD from the Bank of Valletta 
(BOV) on 13 February. Before being reversed, transfers 
were made to banks located in the UK, the US, Czech 
Republic, and Hong Kong, China, “phishing” activity 
using the same digital fingerprint had been detected since 
October 2018. 

Feb 

2019 

Spain 

Attempted theft of 10.8M USD 8 

March 

2019 

Gambia 

Attempted theft of 12.2M USD 

March 

2019 

Nigeria 

Attempted theft of 9.3M USD 

March 

2019 

Kuwait 

Reported theft of 49M USD 


Source : Information from Member States, Statements by Government agencies, corporate statements, reports by 
cyber security firms and media articles 


In a reply to the Panel dated 24 July 2019, the Mission of Costa Rica stated, “The Mission can confirm that a private financial institution 
experienced an alleged cyberattack in Costa Rica in January 2018. An investigation has been launched by the Office of the Public 
Prosecutor's Division on Fraud. On July 17,2019, the Division delegated the investigation to the Ministry of Science, Technology and 
Telecommunication. Because the investigation is still ongoing, it is not possible for the Mission to provide the Panel with any result.” 

6 FireEye APT38 report 

7 Alert (TA 18-275A) “Hidden Cobra - FASTCash Campaign”, US-CERT (United States Computer Emergency Readiness Team), 8 October 

2018. The general pattern of such attacks targeting financial institutions has been well documented in a criminal complaint issued by the 
U.S. Government. Criminal Complaint filed to the U.S. District Court for the Central District of California against Park Jin Hyok 
https://www.justice.gov/opa/press-release/file/1092091/download 

8 Spain’s National Cryptologic Centre (CCN), under the National Intelligence Centre stated in its 2019 Cyberthreats and Trends report that 

hackers associated with the DPRK government conducted the largest number of reported cyberattacks against Spain in 2018. 
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B. Cryptocurrencv 


Date 

Location 

Details 

Feb 2017 

ROK 

Theft of 7M USD in first attack on 
Bithumb 

22 April 

2017 

ROK 

Theft of 4.8M USD in first attack on 
Youbit (3618 Bitcoin) 

12 May 2017 


Global WannaCry attack resulted in 

Bitcoin laundered through Monero 

144,000 USD (52 Bitcoin) 9 

July 2017 

ROK 

Reported theft of more than 7 million 

USD in second attack on Bithumb 
including: 870,000 USD in Bitcoin and 7 
million USD in Bitcoin and Ethereum. 10 
National Intelligence Services attributed 
to the DPRK. 

Summer 

2017 

ROK 

25,000 USD (70 Monero) 11 through 
Monero cryptojacking / mining through 
illegal seizure of a Republic of Korea 
company server 

23 Sept 2017 

ROK 

Theft of undisclosed amount of Bitcoin 
(possibly 2.19 million USD) in attack on 
Coinis. Total of 6.99M USD reported in 
losses from this and the April 2017 

Youbit attack combined 

May-Sept 

2017 

ROK 

ROK Police reported attacks on three 
crypto currency exchanges by DPRK 
actors and detailed that 25 employees at 
four different exchanges were targeted in 
10 separate “spear phishing” attempts 
since July 2017 12 

23 

September 

2017 


Coinis attack - undisclosed amount of 
Bitcoin, possibly 2.19 million USD 13 

19 Dec 2017 

ROK 

Theft of 17 percent of Youbit assets in 
second attack on Youbit. Youbit later 
declared bankruptcy as a result of hack. 14 


9 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479, Criminal 

Complaint, 8 June 2018, para. 6. Available at www.justice.gov/opa/press-release/file/1092091/download. 

10 Nikhilesh De, “Police Confirm North Korean Connection in Bitcoin Exchange Phishing, Coindesk, 2 October 2017 

https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-exchange-phishing; and Stan Higgins, North Korea Is 
Targeting South Korea’s Bitcoin Exchanges, Report Claims, 12 September 2017, https://www.coindesk.com/report-north-korea-targets- 
south-koreas-bitcoin-exchanges-cyber-attacks. The Korean Internet Security Agency reportedly thwarted an attempted hack on 10 
Korean exchanges back in October. 

11 According to a news article, an assessment by Kwak Kyoung-ju at the Republic of Korea Financial Security Institute attributed the seizure of 

a server at an ROK to a hacking unit called “Andariel”. Sam Kim, “North Korean Hackers Hijack Computers to Mine Cryptocurrencies” 
Bloomberg, 31 December 2017. 

12 Republic of Korea Police https://www.coindesk.com/police-confirm-north-korean-connection-bitcoin-exchange-phishing; 

https://www.coindesk.com/report-north-korea-targets-south-koreas-bitcoin-exchanges-cyber-attacks. Korean Internet Security Agency 
reportedly thwarted an attempted hack on 10 Korean exchanges back in October. 

13 Republic of Korea Intelligence Service as reported by Yonhap News, 16 December 2017. “Spy agency suspects N. Korean involvement in 

recent hacking into cryptocurrency exchange”, https://www.yna.co.kr/view/AKR20171216027100014. 

14 “Youbit statement announcing closure following hack” (Korean). 19 December 2017. 
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Dec 2017 

Slovenia 

Reported theft of 70+M USD from the 
bitcoin mining company, NiceHash, 
which reported “a highly professional 
attack with sophisticated social 
engineering” that resulted in 
approximately 63.92M USD of Bitcoin 
being stolen. 

June 2018 

ROK 

Third attack on Bithumb. Bithumb 
announced in a since deleted tweet that 
hackers stole approximately $31 million. 
Proceeds were laundered through a 
separate crypto-currency exchange called 
YoBit. 

Aug 2018 

India 

Reported theft of 13M USD 

Oct 2018 

Bangladesh 

Attempted theft of 2.6M USD 

March 2019 

Thailand/Singapore/Hong 
Kong, China^ 5 

Reported theft of 9M USD from 
DragonEx 

March 2019 

ROK 

Reported theft of 20M USD in fourth 
attack on Bithumb (3M EOS and 20 
million Ripple coins stolen worth 
$13.4M USD and 6M USD, respectively) 

28 May 2019 

ROK 

UpBit attacked. No losses reported. 


Source: Information from Member States, Statements by Government agencies, corporate statements, reports by 
cyber security firms and media articles 


^ According to the company’s Twitter and Linkedln accounts, it is based in Singapore. The Linkedln page states, “Registered in Singapore, 
Operation Department headquartered in Bangkok.” However, Singapore indicated to the Panel that it does not currently have any 
registration information for a company under the name of DragonEx. Singapore further stated, “We note that DragonEx’s announcement 
of 27 March 2019 on its Telegram channel states that the Hong Kong Cyber Security and Technology Crime Investigation Bureau is 
investigating the incident.” DragonEx stated in its announcement of the cyberattack that it informed the judicial administrations of 
Estonia, Thailand, Singapore and Hong Kong. For more information on the attack, see http://www.coinwire.com/360-security-wams- 
about-lazarus-hacker-group and https://www.secrss.com/articles/9511 
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Annex 22: Information on patterns and methods of DPRK cyber attacks 

1. After selecting a target, malicious DPRK cyber actors research employees and 
organizations looking for vectors of attack. Attacks frequently involve one or more 
of the following tactics employed against a single target: engaging in spear phishing 
attacks; engaging in Watering Hole attacks whereby hackers compromise sites likely 
to be visited by a particular target group; and exploiting existing, well known 
software vulnerabilities which the target is believed to have left unpatched. After 
establishing an initial foothold, DPRK hackers then work to move laterally and 
elevate their privileges within a system; establishing as much control as possible 
before attempting to execute a cyber-theft. These patterns of attack are not unique 
to DPRK hackers, what distinguishes them are the targets they select (such as 
financial institutions) and that following completion of their goals (or upon 
discovery) DPRK hackers are often willing to destroy large amounts of data to cover 
their tracks or distract targets while the theft is in process. 16 


2. Examples of these tactics include spear phishing attacks in the form of job 
applications which were sent to employees of the Bangladesh Bank in the February 
2016 attack and used to compromise computers controlled by the bank. 17 In 2017, 
DPRK cyber actors infected the website of the Polish Financial Supervision 
Authority with malware programed to only download onto computers which visited 
the site if they were from 104 pre-selected financial institutions and telecom 
companies. 18 In March 2017 the security vulnerability known as CVE-2017-0144 
which affected computers running some versions of the Windows operating system 
became known. Patches were not initially available for Windows XP though and in 
May 2017 DPRK hackers deployed the WannaCry ransomware worm targeting older 
computers running Windows XP which had not patched the vulnerability. 19 Finally, 
in 2018, as part of a cyber-heist targeting a Chilean bank, DPRK hackers destroyed 
data on approximately 9,000 bank-owned computers in order to distract bank 
employees from the theft of $10 million. 20 


16 Nalani Fraser, Jacqueline O’Leary, Vincent Cannon, Fred Plan “APT38: Details on New North Korean Regime-Backed Threat Group”, 3 
October 2018. Accessed at https://www.fLreeye.eom/blog/threat-research/2018/10/apt38-details-on-new-north-korean-regime-backed- 
threat-group.html on 11 July 2019. 

^ 7 United States District Court, Central District of California, United States of America v. PARK JIN HYOK, Case No. MJ18-1479, Criminal 
Complaint, 8 June 2018. 

^ Symantec Security Response, “Attackers target dozens of global banks with new malware”, Symantec. 12 February 2017. 

19 Criminal Complaint fded to the U.S. District Court for the Central District of California against Park Jin Hyok. 

2(1 Dave Sherwood and Felipe Iturrieta, “Bank of Chile trading down after hackers rob millions in cyberattack”. Reuters. 11 June 2018. 
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Annex 23: Actions taken by Member States to counter losses due to attacks by DPRK 
cyber actors 

Costa Rica 

In its reply to the Panel of 24 July 2019, Costa Rica stated the following: 

In terms of our country's cybersecurity strategy, we have strengthened the capabilities of the 
Response Center for Information and Technology Incidents of the Ministry of Science, 
Technology, and Telecommunications. The Center's main purpose is to provide quick IT response 
services to the public sector. Although the Center does not handle prosecutions, the government 
has implemented response and coordination protocols between the Center and other state 
agencies. Furthermore, the Government has created a National Strategy for Cybersecurity; it has 
improved the monitoring capabilities of public websites by the Response Center; and it has 
provided training in technical and logistical cybersecurity to government officials. Lastly, the 
government has increased international cooperation in terms of cybersecurity with governments 
and international organizations such as the Government of South Korea and the Organization of 
American States, among others. 

India 

In its reply to the Panel of 7 June 2019, India stated the following: 

In the light of SWIFT related incidents and frauds like the cyberattacks in August 2018 on 
Cosmos Bank based in Pune, the banking regulator of India has undertaken various preventive 
measures which include: 

(a) Issuing circulars on cyber security controls and on the controls that are required to 
be put in place for trade finance transactions to avoid misuse of the SWIFT ecosystem, 
advising the banks to implement controls for strengthening the security environment of 
the SWIFT infrastructure and to take steps to manage the operational risk surrounding the 
usage of the SWIFT system, in a time bound manner. 

(b) Conducting special scrutiny of select banks to assess their operational control 
framework to safeguard against the risk of misuse of the SWIFT ecosystem. 

(c) Issuing a circular to banks advising them to undertake a comprehensive audit of 
their SWIFT system covering the controls prescribed by the banking regulator. 

(d) Sharing of market intelligence on the SWIFT ecosystem gathered from various 
sources with banks through the issuance of Advisories, which include information on 
indicators of compromise affecting the SWIFT payment ecosystem and measures 
prescribed to check for compromise and plug these immediately. 


Japan 

In its reply to the Panel dated 25 July 2019, Japan stated the following: 

Preventing and addressing cyberattacks is a common challenge for the international community 
in terms of national security and crisis management. The GoJ will continue to take necessary 
actions while collaborating with other countries. Regarding the Panel's inquiry of 8. in its letter, 
the specific measures already taken by the relevant Ministries and Agencies to prevent and 
address the similar kinds of attacks in general are exemplified as follows: 

The Police of Japan and the relevant authorities have been making their utmost efforts to 
strengthen the cooperation with foreign security authorities and relevant organizations as 
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well as the public-private partnership, while enhancing the collection and analysis of 
cyber-threat information. 

The Financial Services Agency (FSA) has urged financial institutions that have ATMs 
accepting the cards issued overseas to take preventive measures such as developing and 
introducing a system to detect unusual dealing patterns and abnormal transactions, and 
the FSA has been following up by conducting annual research to the financial institutions 
concerned, for instance. 

The FSA has also been strictly carrying out on-site and off-site inspections/monitoring of 
crypto-assets exchange service providers, and when the FSA identified issues/problems, 
it took appropriate measures including administrative dispositions. Moreover, the relevant 
acts have been updated and will come into force by June 2020 at the latest, in order to 
strengthen regulations on crypto-assets exchange service providers, for example, by 
imposing on the providers new obligation to store the customers' crypto-assets in much 
more secure manners such as Cold Wallets, except the minimum amount needed for the 
smooth execution of their businesses. 

Republic of Korea 

In its reply to the Panel of 28 July 2019, the ROK stated the following: 

In order to effectively address and deter cyberattacks on cryptocurrency exchanges, the ROK 
government has been taking active measures. Most importantly, an inter-agency coordination 
mechanism is in operation for the sharing of information and countering cyber threats. Also, 
security checks on cryptocurrency exchanges, the Information Security Management System 
(ISMS) Certification, capacity-building of the private sector serve as key tools for enhancing 
cyber security and preventing future attacks. 

European Union 

On 17 May 2019, the Council of the EU established a framework which allows the EU to impose 
targeted restrictive measures, such as asset freezes or travel bans, in order to deter and respond 
to cyber-attacks. 21 The EU also published and has begun implementing the Fifth Anti-Money 
Laundering Directive (AMDL5) which extends the scope of anti-money laundering rules to 
include cryptocurrencies. 22 

FATF 

The Financial Action Task Force (FATF) proposed strict new guidelines with respect to 
cryptocurrencies and member states are expected to begin implementing these rules in June 
2019. 23 


2^ European Council Council of the European Union. “Cyber-attacks: Council is now able to impose sanctions”. EU. 17 May 2019. 

22 European Union. “Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 

2015/849 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, and amending 
Directives 2009/138/EC and 2013/36/EU”. EU. 19 June 2018. 

23 FATF. “Outcomes FATF Plenary, 17-19 October 2018”. FATF. 19 October 2018. 
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Annex 24: Marine Chain description according to company documents 

Excerpts from Marine Chain Investor Deck: 

Challenge: 

Ship ownership, management and industry specific problems 

• The shipping industry is specialized and parochial. 

• It is risky with high capital barriers to entry. 

• It is sensitive to the influence of macroeconomic and geopolitical developments, the 
unpredictability of the forces of nature and ever-changing human appetites and behavior 

• There is a tight knit community of dedicated owners and service providers who have 
developed a highly specialized understanding of the dynamics of the industry and its inherent 
financial risks. 

• Major growth in demand for modernization of vessels to meet evolving standards of 
environmental sustainability. 

• Mounting pressure on vessel owners to invest hard capital into vessels to meet fast 
approaching deadlines for sustainability enhancements. 

• Shipowners have access to a limited segment of the financial community to meet the high 
industry capital demands 

The Shipping Industry is Facing Headwinds 

Solution 

Marine Chain Business model overview 

• The Marine Chain business model is based on the key principles of Efficiency, 
Transparency & Sustainability (ET&S), 

• Marine Chain platform will offer next generation tokenization technology to monetize 
portions of the vessel by conversion into digital units (tokens) 

• Digital tokens, supported on the Blockchain, represent fractional ownership of individual 
vessels permitting investment from the full spectrum of the investment community. 

• Marine Chain will be introducing asset backed security tokens enjoying proprietary 
ownership of the underlying vessel. 

• Investors, as token holders will gain exposure to the economics of the vessel ownership, 
i.e. income generation and capital appreciation from the underlying vessel. 

• These crypto assets will follow the ERC20 Token Standard and will be available for 
integration with other services on the Ethereum blockchain. 


Opportunity 

• Marine Chain has identified the unique and timely use of blockchain technology and asset 
tokenization as a significant business opportunity for vessel owners giving access to the 
blockchain technology platform and tokenization of Marine Chain qualified vessels. 

• The vessel owner can use the proceeds of the tokenization to retire debt and boost 
operating margins. 

• The impact of the successful tokenization of a portion of a specific vessel will be to: 

• Boost operating margins 

• Enable essential investment in the vessel to meet sustainability requirements 
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• Potentially boost the value of the vessel 

• Enable any third party as a token holder to take fractional ownership of a vessel and 

participate in the potential financial benefits of ownership 

• Enable token holders to trade the fractional ownership of the vessels on a secure trading 
platform 

• Enable token holders to liquidate for other crypto or fiat currencies. 

• Marine Chain believes that the Marine Chain blockchain tokenization model for the global 

maritime industry will have wide application into global industry and commerce 


Utility vs Security Tokens 

Regulators around the financial services industry globally are increasingly defining crypto 
currencies into two distinct categories; utility token and security token. 

Utility token: a currency style token issued and used to facilitate a currency type function (such 
as Bitcoin). 

Marine Chain Tokens (MCT) are utility tokens. 

Security token: issued in exchange for the ownership of tangible assets with certain finacial rights 
pertaining to those assets attached to the token. 

Marine Chain Vessel Tokens are security tokens. 

Utility token coin offerings seem likely to remain unregulated but the issue of security token and 
the action of trading them will likely be considered a regulated activity under the various 
financial regulatory bodies governing global financial markets. 


Capital Requirements 

Stage 1 financing: 

- Initial Coin Offering of Marine Chain Tokens (MCT). 

- May-July 2018 

- Soft Cap US$20m 

Utility token tradable on recognised exchanges 
Use of proceeds: 

Development of MCP trading platform and operating systems 
Establishment of the operating team and related expenses Liquidity buffer 
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I. Marine Chain Platform 

• MCP Key Process: MCP is designed to enable the tokenization of vessels. It is built on 
the Ethereum blockchain enables fractional ownership of vessels. Token holders will be able 
to participate in the financial benefits of vessel ownership. 

• MCP Token Introduction: MCP will create Marine Chain Token (MCT) - an ERC20 
compliant, MCP specific currency - as a proof of contribution to the platform that is 
transferable. Once token sale starts any Ethereum (ETH), Bitcoin (BTC), or Litecoin (LTC) 
wallet can purchase Marine-Chain Tokens. Fiat currencies will also be accepted. 

• Marine-Chain Token Usability and Transferability: The MCT Token Sale has the purpose 
to raise funds for the platform development. MCT holders can later purchase Vessel Tokens 
with their MCT when the platform has been built and is in operation. MCT holders can use 
their MCTs to pay any fees (Vessel listing fee, trading fee, transfer fee etc.) or since MCT is 
an ERC20 token, they can freely transfer their MCTs and trade it anywhere on the Ethereum 
eco-system. 

• Tokenization of Vessels: Marine-Chain allows vessel builders, owners, or sellers to sell 
their vessels on the platform digitally. Marine-Chain will work with partnered maritime 
organizations to identify the potential vessels to be digitized on the platform. There will be 
strong due diligence before confirming the listing on the platform of any vessel. 

• Vessel Token Lifecycle Events: Upon successful creation of the vessel digital assets, all 
the token holders are rightful owners of the vessel and will be entitled to a profit generated 
by the vessel. Marine-Chain also aims to create value for the token holders by allowing 
secondary transactions to occur where the vessel token ownership can be transferred to 
another person. 


Blockchain for the Marine Industry 

• Blockchain History: Blockchain is a compound word, literally meaning putting blocks in 
chains. Each block contains unique information about a transaction, i.e. who it's from, how much 
it's for or where it's going. The genius of blockchain is the solving of what has been referred to 
in the industry as the double spend problem. Effectively being able to spend the same money 
twice. This problem was formerly solved by putting a trusted 3rd party in the middle of the 
transactions to prevent this from happening. Cryptographers sought to solve this problem without 
the need for third party intervention. 

• Blockchain Technology: The blockchain which is the technology at the heart of Bitcoin 
creates blocks and inserts each block into an immutable chain. Meaning a chain of blocks or 
records that can never be changed. Each block has a timestamp and the data from the transaction. 
The chain is built on a peer to peer distributed system that allows each node or person the full 
access to every transaction that has even been recorded on the chain. This process is done through 
what is called mining. Once this process is complete that newly form block can never be removed 
or altered. 

• New applications of blockchain: Blockchain can be used for many more application other 
than currencies. Record keeping on the blockchain allows for an immutable record trail that is in 
the hands of many people all with the same information. The advancement and rapid adoption of 
blockchain technology has enabled a fundamental change in paradigm for many industries where 
democratization and subdivision of ownership were previously impractical and inefficient. 
Marine-Chain aims to fulfill a growing market need by utilizing the blockchain. 
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• Applying blockchain to the marine Industry: Although the marine vessel market has plenty 
of opportunities for making significant gains, buying and owning a vessel is out of reach for 
most. When joint ownership exists, it is usually with just a few select individuals under written 
agreements which are slow and cumbersome to execute. Marine-Chain is applying blockchain 
technology for the "tokenization" of vessel 19 ownership. In a simple, fast, efficient and 
transparent process, these tokens can then be 


Revenue Model: 

Marine Chain Platform 

Revenue occurs when a vessel is tokenized, and any amount of those tokens are sold. 

Marine Chain collects <1% of value traded on our platform on every transaction. This can occur 
many times 

over for each vessel because tokens can be exchanged easily. Additionally, each 
time a vessel is listed/delisted on the Marine Chain Platform, there is a small fee collected. All 
transactions are paid for by Marine Chain Tokens. Increasing the number vessels on our platform 
and sales 

will increase revenue; our partnerships are important for this reason. Note that many vessels are 
worth many millions of dollars. 

By comparison, the Marine Chain Platform will attract sellers because we offer a reduction in 
the traditional broker fee of 1%, thus resulting in money saved for the seller. 

Marine Chain Exchange 

Revenue is derived from a small fee on each and every transaction that occurs on the platform. 
Increased trading volume and users bases drive this number up. Additionally, Marine Chain 
Exchange may charge a considerable fee for alt coins/tokens that want to be listed on tradable 
on the exchange. Furthermore, a licensed exchange will allow us to list other Initial Coin 
Offerings (ICOs) for a hefty fee, likely to be charged as a percentage of the amount of capital 
raised. 

ICO Brokerage 

Revenue from ICO. Brokerage are excluded at this stage. 


Marine Chain: SWOT analysis 

Strengths 

Core team with massive amount of expertise and experience 
Very strong advisors and partners 
High-level design and architecture have been laid out 
White paper and business plan 

350-page report by SCMO on maritime industry leading to target segments 
Top lawyers as advisors 

In terms of execution, there is significant experience in the ICO space, so very high confidence 
to be able to deliver the platform and exchange within the specified timeframe 
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Opportunities 

Shipowners are desperate for cash 
Perfect timing on the sustainability theme 
Access to huge asset class to a new investors 
Expansion to other hard asset sectors 

Once the exchange is up, we can expand in various areas creating futures, indices or others 
On sustainability, we can potentially do scoring, measure the impact and can change the industry 
for the better 

In the shipping industry: 

• Tonnage is cheap now and expect to gain in the next 5 years; Reversing the depreciation 
factor of the vessel 

• Projecting that ships' tonnage will be increasing gradually down the road 
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Annex 25: Excerpt from « Marine Chain Team members » document 


MARINE CHAIN TEAM MEMEBRS : 

Brain Child and Main Investor: 

Julien Kim aka Tony Walker: 9-12068665574 
Tony Walker tonvwalker(a)marine-chain.lo 
Tony Walker tnvwalker3(5)gmail,com 


Source: The Panel 
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Annex 26: Information on Consultancy contract signed between Julien Kim and Captain 
Foong dated 18 January 2018 


A. Contract details 


The contract stipulated the following responsibilities: “Party B, under the consultant with 
Party A and under his consent shall register the company with name Marine-Chain 
Foundation to the country where it is helpful for company’s development”; “shall open 
corporate bank account(s) in the bank where it is helpful for company’s development”; 
“shall attend the Company’s business-related event”: and “shall sign on the company’s 
business-related document i.e. agreement, contract, payment proposal and etc” Foong 
could propose “ideas and plans for company’s development” for Kim’s consideration, 
but was given no specific responsibilities typical of a CEO. 


B. Julien Kim’s signature on last page of contract: 


I, Julien Kim, hereby accepts and agrees on the agreement: 

Name: Julien Kim 

Signature: 

Date: 18th January 2018 


I, Captain Jonathan Foong. hereby accepts and agrees on the agreement. 
Name: Jonathan Foong 
Signatura*. — '— 

Date: 18th January 2018 
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Julien Kim’s signature on other pages of contract: 



Source : The Panel 
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Annex 27: Additional findings in Marine Chain case investigation 

1. After signing the consultancy contract on 18 January 2018, Kim indicated to 
Foong in a text message that he was to hold 100% of the company’s shares. 
Foong objected to this on the grounds that it was “too much responsibility” 
for him and “not much time to look after the operation aspect”. Kim replied 
that he should not worry about the company’s operations, stating, “you can 
simply write me authorization letter to handle operation.” (See next Annex) 

2. Despite Kim’s role in directing company operations, Foong was unable to 
answer basic questions about or provide basic information, contacts or 
biodata for him. When pressed, Foong produced some email and text 
correspondences with “Tony Walker” as well as his alleged address in the US 
(which misspelled the city “Denver”). Another of the consultants hired by 
Marine Chain as “Chief Strategist and Development Officer” also 
complained about the orders emanating from “Tony Walker” who was 
supposed to be just advising Foong and who was never seen in person. Kim 
issued directions over email and text and joined meetings via Skype or chat, 
claiming to be in various countries where he was meeting “potential 
investors”, including in Italy, China and the US. 

3. Despite the opacity around his identity, Kim appears to have been unimpeded 
in his ability to conduct business globally, hiring more than a dozen well- 
reputed consultants and law firms across Europe, the US, and Asia with 
decades of international business experience (See Annex entitled, 
“Consultants and Law Firms retained by Marine Chain”). Kim dealt directly 
with most of the consultants and law firms he hired, presenting Foong with 
bills to pay for services and phone calls for services the substance of which 
Foong was not aware. 

4. After ceasing to make payments into Foong’s Singapore account, Kim 
disappeared completely in July, leaving Foong to deal with all of the fall-out 
including unpaid invoices, unpaid consultants etc. Foong tried multiple times 
to get in touch with Kim, as did other team members. The company was 
closed in September 2018. 

Source : The Panel 
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Annex 28: Text communications between Julien Kim (« Tony Walker ») and Captain 
Foong on Marine Chain operations 

A. Registration of Hong Kong company and allocation of shares 


<Ch; 


Hello Capt Jonathan, we are about to 
register the company in Hong Kong. 

And I would like to hear from you 
regarding on this issue. 

Such as Shareholders, Directors, Local 
Secretary, and etc. 

Tony, u hv to nominate your 
shareholders (investors). Directors n 
local Secretary can be any 
professional law firm or accounting 
firm to do ail the paperwork's n 
documentation for the company. 

If u hv problem not to review the 
investors then u need to hv a back to 
back commercial agreement with the 
nominee that he/she acts on your 
investors behalf n all assets or profit 
does not belongs to him but only as a 
nominee. U need to hv a trusted guy 
whom u can trust n not greedy. This is 
my thought. Just let me hv yours th 


< Chats 


I am planning this. 

You will be holding 100% shares. 


Directors under your management: 
Aaron Bryson (CTO) 

Rory Leader (CSDO) 

Olivier Jobert (CFO) 


Bank Signatory: 
Capt Jonathan, 
Olivier Jobert 


Local Secretary: PrimAsia 


what do you think? 


Bro too much responsibility n not 
much time to look after the operation 
aspect. That may be tough for u as all 
SSS from your side. 


Don’t worry about the operation. You 
can simply write me authorization 
letter for me to handle operation 
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B. Financial instructions from Kim (“Tony Walker”) to Foong 


•a Singte V. 

< Chats 


" 6:57 AM 

Tony Walker 


Is good hv a company standby so that 
ownerships can be established w/o 
delay. Panama takes up to 3 week n 
BVI about 1-2 weeks 


Could SingClass do this job on behalf 
of Marine Chain? 


That's the charges even if under 
Singclass 

okay excellent. 

Let me think about it Capt 

Others will charge u much higher to 
maintain ownership 

I know Capt. Once the company is 
properly setup, I would like to make a 
MOU with SingClass for this job 




Capt Jonathan, would you be able to 
check the bank now? Sender rectified 
the spelling and send it again. 
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•il Singte : Ca ■ ? 6:49 AM 

< Chats Ton y Walker 

let me check with sender's side. 


$ 93*., ■■ ♦ 


Pis resolve. Onboard plane now no 
more correspondence for the time 
being 

Dear Capt, Would you please make a 
payment to Floyd first or assure Floyd 
about the payment? There must be a 
mistake from sender's side however, I 
have to wait to contact due to different 
timezone. 

It is extremely important payment that 
determines the future of the project. I 
will settle with the sender soonest. 

At least l would like you to assure 
Floyd for the payment. I made a 
promise with Floyd that the payment 
will be made by today however, due to 
the issues we are facing now, it seems 
impossible at this moment. Would you 
please at least call him to give him 
assurance? 
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•il SingtL . . : 2a g 9 5:56 AM 



< Chats Ton V Wa,ker 


2. Adam 

3. Aaron 


Ok 


Can u resend Aaron invoice pis 


okay take time for Aaron. 

Will send out Ophir's invoice now. This 
has to be settled by today 

Pis send ASAP so that can make trip to 
bank at a go 

Best is to send all the invoices that 
need to remit today so as not to miss 
any as u send by piece meal and hard 
to track 


Amount to be settled by Today: 

1. Nicolas 

2. Adam 

3. Ophir 


Okay 
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< Chats Ton V Walker : “ t 


To get Clarkson agreed, we need to 
finalised our procedures n then 
proposed to Martin n convince him 
that this is the new way of SNP in the 
Broadchain methodology. He also 
needs to convince his HQ for 
acceptance. 

They are earning far less n doing more 
work here. They hv to find the buyers 
that can accept our procedure n is not 
easy. 


Capt Jonathan, would you please send 
me the accounting file for MC? I would 
like to know how much balance i have 
at this moment of time 

Ok - will revert the summary fyr. 


Capt Jonathan. Good morning. Would 
you be able to join our call for business 


19-13211 


134/147 




S/2019/691 


^ trials 


I 


Would you be able to attract 
shipowner's interests towards our 
project so that they may invest/ 
support our platform at early stage? 

Noted yours n can help broadcast n 
meet some. All incidental costs will b< 
chargeable then to u. 

of course 

To spread wide n attract more, at a 
shorter time, is good to lay a 
commission guidelines for those wh< 
can assist to bring in the vessels anc 
also to invest.Hv u considered? Rory 
has some proposed attraction 
previously from other ICO which we 
can use as a guide. 

Just a thought 

7% commission is applied to person 
who successfully brings in the 
investment and contributed to MC. 


Source : The Panel 
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Annex 29 : Selected transfers to and from Singclass bank account 
A. Transfers by Julien Kim to Captain Foong’s corporate account in Singapore 


Company 

Date 

Amount 
transferred 
(in USD) 

Payment details / notes 

HONGKONG 
JOOLEE 
GROUP CO., 
LIMITED 

26 

February 

2018 

59,940.63 

None listed 

SOUTHING 

TRADING 

CO., LIMITED 

7 March 
2018 

55,731.64 

None listed 

BLUE 

VEENUS 

LIMITED 

27 March 
2018 

33,493.30 

None listed 

TOTAL GOLD 
LIMITED 

10 April 
2018 

149,973.18 

Payment details: “payment for goods” 


B. Selected recipients of transactions undertaken by Captain Foong 

Foong processed many payments on behalf of Julien Kim through Singclass International Pte 
Ltd but some of the accounts with possible links to the DPRK include: 


1 (resembles a DPRK name) at an account at the 



Note: To recordfinancial transactions undertaken on behalf of Kim? Foong used an 
Excel document as a ledger which he shared with Kim (who referred to it as an 
"accounting file") See previous Annex. 



Source : The Panel 
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Annex 30: Consultants and Law Firms retained by Marine Chain 

• An advisory firm headed by a French national specialized in logistics, transportation, 
and supply chain management, with specific experience in blockchain was hired to lay 
the groundwork and assist with hiring the rest of the team of consultants. 

• A Chief Financial Officer of French nationality residing in Hong Kong, with 18+ years 
of building, leading and advising some of World's leading corporations & Fortune 500 
companies across multiple industry and geographical settings of the Asia-Pacific & 
Europe. 

• A Chief Technology and Security Officer based in the US with a wide scope of experience 
in building enterprise software and products for Fortune 500 companies. This person 
established the website domain, www.marine-chain.io in March 2018. 

• An Operations & Sustainability Officer of Finnish nationality residing in Finland with a 
doctorate in science in construction project management. 

• A Chief Blockchain Architect of Singaporean nationality but residing in Hong Kong, with 
years of international blockchain expertise and specialties in Fintech, product portfolio 
management, cloud, blockchain and program management. 

• A consultant of German nationality living in Hong Kong with 17+ years experience in 
Banking, Finance Trading through work in London, New York, Tokyo and Hong Kong. 
This consultant developed a business plan and investor deck. 

• One of the largest global integrated shipping services companies was hired to attract 
clients for Marine Chain and undertake shipbroking and shipping research. 

• A high-level industry expert company providing advisory in logistics, transportation and 
supply chain management was hired to produce a 350-page extensive feasibility study for 
Marine Chain and ongoing industry advice and expertise. 

• Four legal teams in different firms in Hong Kong were retained to provide legal advice in 
various fields. One provided advice on the structure and proposals for Marine Chain; 
another provided advice on blockchain technology and cryptocurrency; another was 
retained to provide advice on the structure and planning of the project and to apply for 
the SFC license. A further team undertook preliminary analysis of possible Marine Chain 
token models from a regulatory standpoint. 
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Annex 31: “Choke-point” items survey 


Stemming from its ongoing investigation on the procurement of pressure transducers by two 
DPRK agents, the Panel is conducting a survey of the world’s manufacturers of “choke-point” 
items: items whose procurement remains critical or important for the DPRK’s illicit 
programmes. 24 Based on its analysis of past investigations and information from Member States, 
the Panel notes that the DPRK’s procurement routes are not only directly from producers but 
also through retailers, second-hand markets, “business to business” websites, and even through 
the industrial scrap market 25 . Although producers’ control over and oversight of the aftermarket 
is limited, they still face reputational risk from subsequent diversion and there are precautionary 
measures they can apply. Some producers are new entrant manufacturers of advanced- 
specification items looking to establish internal screening systems, while others are looking to 
enhance their existing systems. Therefore, as part of its “choke point” items survey, as well as 
identifying critical items and the risk of diversion to the DPRK, the Panel is requesting 
information on the internal screening processes of producers, with a view to promulgating “best 
practices’. The Panel additionally continues to analyse new patterns and trends in DPRK illicit 
procurement. 


24 S/2019/171, paragraph 66. 

25 Also see section 6, Annex 30. 
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Annex 32: Strengthening the ballistic programme’s capacity 

1. According to one Member State the DPRK is actively engaged in indigenous R&D and the 
production of missiles with solid propellant, inter alia at the industrial complex of Hamhung. 
According to another Member State, there is a clear development progression from propellant 
for artillery rockets/SRBMs to solid propellant for ICBMs (see section 4 of this annex). 

Figure I shows two similar distinctive white containers (11m x 2.40m) moving in two diffent 
areas of the Hamhung-Hungnam industrial complex. The first container moved from the 
location 39°49T1.81"N 127°35T7.93"E, 400m from the solid fuel propellant production 
facility of the Hungnam 17 Factory (39°49'27.00"N 127°35'13.55"E), as observed during the 
following dates in 2019: 20 February, 25 February, 1 March, 4 March, 25 March, 26 March 
and 3 April. 

The second white container moved from location 39° 57' 27" N 127° 33' 37" E, at the new 
production area of the Chemical Material Institute CMI (production of missile casing), as 
observed during the following dates in 2018: 29 July, 18 August (lh56; 4h50) and 15 
September. This type of white containers (11m x 2.40m) could transport rocket motor casings 
(wound from composite fibers). 

Figure I: Similar white containers moving at the solid fuel facility (first seven pictures) 
and the rocket casing production facility (last four pictures) 



Source: Images courtesy of Planet Labs, Inc, and image@2019DigitalGlobe Google Earth (5 th picture fron the left) 

2. Mobility and versatility through the use of different types of Transporter Erector Launcher 
(TEL) was demonstrated in the SRBM launch tests on the 4 May with a wheeled TEL and 9 
May with a caterpillar TEL (see section 3 of this annex). Moreover, the caterpillar TEL (9 
May) used the same cabin as was seen during a test of the Pukkuksong-2 (KN-15) MRBM 
on a wheeled TEL. 
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Figure II: Wheeled TEL on 4 May (left), caterpillar TEL on 9 May 2019 (right) 



Source: KCNA (left), Rodong Sinmun (right) 


3. According to one Member State, the DPRK’s capacity to penetrate ballistic missile defense 
systems has increased with the new SRBM tested on 4 and 9 May 2019 (see Figure II above) 
because its trajectory is flatter than that of a traditional SCUD missile. According to another 
Member State, the DPRK has achieved indigeneous capabilities in the production of guidance 
systems. For the 4 May SRBM test launch the estimated range was 230-240 km and for the 9 
May test 270-420 km. The 9 May test took place from the launch site near the area of Kilchu- 
kun (40°57'23.81"N 129°19'4.83"E). According to this Member State, the missile system 
tested on 4 May and 9 May was the same and the launches were supervised by the DPRK’s 
conventional command. According to the first Member State, the DPRK has upgraded its 
SCUD-D missile systems with better guidance and electronics. The DPRK has exported the 
SCUD-D to Syria which has been its long-term customer and partner. Despite its active 
attempts, it is increasingly difficult for the DPRK to secure new customers. 

4. The DPRK’s BM programme is comprehensive and autonomous. Systems integration and 
internal synergies ensure that developments on the SRBM programme benefit MRBM/IRBM 
and ICBM programmes. With regard to missile engine development 26 , according to one 
Member State, the DPRK’s current goal appears to be to develop a solid-fueled first stage for 
its ICBM. Another Member State observed the deployment of solid fueled missiles 
Pukkuksong-2 (KN-15) MRBM in the missile bases close to the northern border where the 
liquid fueled missile Nodong also remained deployed. 

5. The dispersed, concealed and underground infrastructure of the BM programme has been 
continuously improved (see Figure III: Sakkanmol missile operating base). There has been 
continuous construction of storage galleries (see Figures III and IV) and support structures 
accompanied by increasing natural concealment of facilities by vegetation. Regular activity 
has been observed at the ICBM bases located in areas close to the northern border. Site and 
infrastructure work is in progress. According to a Member State, the DPRK’s priority is to 
secure the railway network dedicated to support its ICBM brigades which is essential for the 
ICBM bases network. There are stations within 5 km of each missile brigade and storage site. 
Development was observed at the Hoejung-ri ICBM site, 25 km from the northern border 


See reference to propellant in paragraph 1” 
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(see S/2019/171, Annex 84-3). The DPRK has a total of 5200 km of partially electrified rail 
track, much in a poor state. 


Figure III: Concealment, protection and underground gallery entrance of two galleries in 
the area of Sakkanmol missile operating base, located at 38°34’15.23"N 126° 7'18.12"E 
and 38°34'14,31"N 126° 7'21.64"E, respectively. 



Map No. 4592.4 UNITED NATIONS 
January 2019 


Office of Information and Communications Technology 
Geospatial Information Section 


Source: The Panel. 
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Figure IV: underground facility development in progress on 9 November 2017, 
2 November 2018, 9 March 2019 and 23 June 2019 in Hoejung-ri ICBM Base, 
located 41°21 , 56.17"N 126°55'42.32"E 



Source: Images courtesy of Planet Labs, Inc and image@2019DigitalGlobe Google Earth (bottom left corner) 

6. The DPRK’s development of the BM programme benefitted from active cooperation with 
third countries, including in sales and procurements in the missile field. One Member State 
reported to the Panel on such activity particularly during 2018. According to a second 
Member State, the Second Academy of Natural Sciences (subordinate to the 2 nd Economic 
Committee) changed its names to ‘Academy of National Defense Science’ (ANDS). Both 
names are listed: respectively as KPe.018 and KPe.021. ANDS controls a network of overseas 
front companies tasked with collecting scientific information. Moreover, ANDS plays a key 
role in the DPRK’s R&D efforts related to chemical and biological weapons. 

According to the first Member State, ANDS (see Figure V) manages most missile-related 
procurement and export activities through overseas agents and front companies. These 
include the Pusong Trading Corporation and the Korea Habjanggang Trading Company which 
have been involved in procurement of chemical process equipment related to missile 
technology from East Asia (Figure VI). 

A procurement agent in Europe working with Pusong Trading Corporation sought to acquire 
used mixing machinery that could be deployed in the BM programme (see Figure VII). Such 
used machinery has no warranty and is subject to less stringent export controls than new 
equipment. The market for used equipment (and related scrap) is less visible. This 
procurement attempt by the DPRK agent was unsuccessful, but the Panel was told that the 
agent has diplomatic status and is still in Europe. 
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In Syria, DPRK technicians still appear to be present and in contact with Pyongyang, 
according to the first Member State. DPRK representatives in Syria are also in contact with 
procurement agents in a third country who can acquire specialized technological equipment. 
Such exports are arranged by DPRK agents right from the market to the customer in a manner 
that is difficult to track. 

Further, according to the first Member State, in February 2019 in East Asia, DPRK 
procurement agents procured high-tech communication equipment for missile-to-ground 
communication that can operate at very high altitudes. The DPRK regularly procures 
Glonass/GPS sensors at intervals of around two months. 

The 221 General Bureau of the designated Reconnaissance General Bureau (RGB) (KPe.031) 
is charged with generating hard currency through exports of prohibited goods (see Figure 
VIII) in order to support the listed entity KOMID (KPe.001) (see Figure VIII), aka External 
Economic General Bureau. The funds generated by these weapon sales remain outside the 
DPRK where they are transferred from trade agents to procurement agents for the acquisition 
of sought-after commodities. These commodities are then transferred and sold in another 
country to generate hard currency, allowing the DPRK to launder and conceal revenues from 
arms sales without using the international banking system. 

Instead of exporting full missile systems, the DPRK is sending technicians to a buyer country 
and establishing a complete supply chain. Such activities are ongoing in Iran, Syria and Egypt 
according to the first Member State. The Panel was told that the 221 GB is represented at the 
DPRK Embassy in Teheran with by least three individuals. The number of DPRK 
procurement agents overseas is decreasing and those remaining are focusing on the 
procurement of critical missile related components as well as dual-use and below-threshold 
items. In order to circumvent sanctions, the DPRK changes its import/export-related 
organization structures every eight months. 

According to the first Member State, there are DPRK students involved in international 
scientific collaboration in East Asia who have studied issues including advanced composites 
in special environments and space material behavior and evaluation. Intangible transfers of 
technology are key to the DPRK’s move towards self-reliance. 


143/147 


19-13211 



S/2019/691 


Figure V: Academy of National Defense Science (ANDS) 



• The globally active procurement and export network remains to be operating 
out of Pyongyang with DPRK citizens stationed abroad. 



Source: Member State 


Figure VI: Korea Habjanggang Trading Company 



Source: Member State 
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Figure VII: Mixing machine 



Source: Member State 

Figure VIII: 221 General Bureau of RGB 


Recent Developments 


• 221 General Bureau's main mission to create currency with sanctioned exports 





Source: Member State 
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7. Dismantlement of the Sohae (Tongchang-ri) satellite rocket launch site was interrupted. 
The vertical missile-engine test stand is now renovated and possibly operational. 

Figure IX: Sohae vertical test site on the 28 December 2018, with the roof of the structure 
partially dismantled (left). The roof of the structure was rebuilt by March 2019, and only 
limited changes had been made since then, as observed on 2 May 2019 (right). 
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Source: Images courtesy of Planet Labs, Inc. 


Figure X: Sohae satellite launch site on 28 December 2019, with the rail mounted structure 
dismantled (left); it was rebuilt as observed on 8 March 2019 (right). 



Source: Images courtesy of Planet Labs, Inc. 
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Annex 33: Status of Member States reporting on implementation of relevant resolutions 

As of 31 July 2019, 37 Member States have submitted reports on the implementation of paragraph 
8 of resolution 2397 (2017), 75 Member States have submitted reports on the implementation of para¬ 
graph 17 of resolution 2397 (2017), 90 Member States have submitted reports on the implementation 
of resolution 2375 (2017), 87 Member States have submitted reports on the implementation of resolu¬ 
tion 2371 (2017), 104 Member States have submitted reports on the implementation of resolution 2321 
(2016) and 113 Member States on the implementation of resolution 2270 (2016). 


Source : The Panel 
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